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RERIER (M8 ] — (%00 ] 380w, BPAT4TH [ BmERL ) XHEHE, W0 2-66 iR .
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B . BOMEEE EHLA FTP REFAERF, WX~ RM FTP 27 B4 55 0 RBLH k8.
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E2-66 “WOt" E@O 267 [%nENL ] XEHE

T 3: BETERECHEMHA MEBHFR, AHRMEN “192.168.0.147, 7ethsiss
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1318 F MBSA # Windows R4t

Microsoft ##E% 4537 8% ( Microsoft Baseline Security Analyzer, MBSA ) T_H A iFH
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Hi—AWEEET Windows KIHEHL, LUEIH WAKZE LT AR EHR, MBSA BEHE
F Windows HHELIHRERERGME LA HAMA M (0 1S # SQL Server), PIEIE
LR EEHR, HRehE RS E T B

1. MBSA %98

MBSA AJLIHATH Windows REEMAMALEEREM, TTRAMETNEZSAEMITESL
7E Microsoft Update b &A%, i H MBSA V2.0 ¥ RS RS T LM 2R, KB
MBSA #fTE%EE, BAENRELTRIT.

$]|1: FTEIFNG “MBSA V2.0"LERFEMR, EIAT#EA “Welcome to the Microsoft

Baseline Security Analyzer ( MBSA V2.0 Yl %463 )" Rifd, WM 2-72 fin.

S 2. B [ Next] #4H, BIAT4THF [ License Agreement ] XSHE, 7FHrhRiEZ%l

8, & 2-73 P,

Licanes Agreemert
s st agren valh the losnan agreemant bikow o procesd.

o Mmhndh“}-ﬂm Ploasa road term,
0 the software named above, which includes the media on which you
ifary. The terms also apply o any Microsoft

B 2-72  “Welcome to the Microsoft Baseline B 273 [ LimnseAgl'eementl AHEHE
Security Analyzer” $-ifi
HIR 3: FEMRIEESEHESG, 5% “Iaccept the license agreement” BAPET, #id; [ Next ] #:4,
BIAT4THF [ Destination Folder | XH&EHE. #ifi [ Browse | #4, FEHFRETE A LENE
PROLE, E 2-74 FiR.
S| 4. FEEFRIFREN B IBZE, $d [ Next] #41, BPET4TIHF [ Start installation ]
XHEHE, WA 2-75 FaR. #F By [ Back | i, WK M E—23E80,

Oewtination | okder
Select a loides wheie the spplc.stion el be nutaled.

[ 2-74 [ Destination Folder ] #135HE ] 2-75 [ Start installation ] SHEHE
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HI 5. Hili [Install ] #%40, BIRTITHF [ Installation progress | X#5HE, FRIFFFUhEAEIf
BRTEEHDERER, W 2-76 B, BFRESEHEIE, BAT#E [ MBSA Setup ] 4#/5HE, #
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M, W R R, Wl 2-77 FR.
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P 2-76 [ Installation progress ] HEHE 2-77 [ MBSA %3 ) #RIE
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BEHTEIESRARMERE A", GREIHADHTE.,
AR & BN B AEREL TN T .,
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#H, WA 2-78 . :
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tHATLASE R, £ “IP address” 42 FPdiy AT AR I A AR EEHL 1P ik, 40P 2-79 Fiik,

ey e e v
T ke b Lt o4
L g e
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HR3: FEMAZRN I RYIESFZRMATEE, $i [ Start Scan | #41, BI#]
{TFF [ Scanning | XHIEHE, H SHFFEAKINE 2457 B I @R k4, WA 2-80 Bk,

£ Baseline Security Analyzer

2 8 E’E geeaa
F iy ifie
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P4 FERNTERZE, A [ View Security report | XHiHHE, MM 2-81 iR, &
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BRI 2/ G L 2E %, Ik 2-82 .

F o - A Ot 4 - -
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Z G HBEYBEUR NI — IP dbht B s MR T . AR M40 “Microsoft Baseline
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IP Hihik B eh AR 4G TP bk ALKk 1P kb SkaiaE, XA, S P sbhkis Bl AR, B
[ Start Scan ] #%4H, [RIFER] LIFFGARRN, 4P 2-83 fiR. .

® Baseline Security Analyzer
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RPC ( Remote Procedure Call, I #AH ) BEERGH—FHBI58IhHE. RPC 7£
AbFEE L TCPAP Ml BACBER A — . (SR ah A R, BohE AT LIRS R4
BN, SELEHBARNRS, GFROCH. BRSO, s\ ILeE Al 7 R E R
FUBRAG MK 145, RPC il i ) Xicets i ELARRRE i i T,
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SR 3: 7EHHEP RPC Wi R EVLZ /G, "I cndcom.exe % TH, 44T “Cndcom
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Bilgn: Bl —A 1P Hikk R 127.0.0.1, FRGRA PSR Windows 2000+SP4 () B AR 4L,
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EEFEIGE AR, — B AREZGEER P AER, IR NS SEEEABEN
IP (ihkid® ok, afLABNIEBE AR,

1. ProtecX 3t Fi¢H -t iR

ProtectX LS5 — BRI BAED, XBEAFIGR, LR ProtectX JEER
A4, BIAT{E Windows R4 493l AR H B B R ProtectX [ BAR, Rk B AT Bm ik Aim,
B O P [E] s 1= SR AR EE B, il 2-87 Fik.
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B 2-87 ProtectX #1145 LA
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WARNING : e
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2) FRERES. RSP ESRIEE - LASH RN D LTI, —BRIAA ANLEE
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2. A EAR
AT ProtectX BRI, X F— MG EMIEG , KFMARBEL T . A IUKEXT TR,

WEITRA %4, A BRI A RS

1) XF Windows 2000/XP Fi /v, BEfspiEde, 25ik8E4 3t IPCSHVI . R
B AR A% EITE] HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl Set\Control\Lsa 4}
%, R restrictanonymous SEE W HAEMOY 1, A& 2-90 Fiis.
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I HMH 0, FAT#RE) AutoShareWKs 88, MR 0, WA 2-91 iR,
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{8 LanSee TRAZRIHHA N RASRELTINT
PWA: WEFRMOMARF, WOITH [RRMAR TR ] 60, 08292 k.

TP © H _-:‘:':Ilj.',r.__. . DCET AL F 1 - ]
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ARBERIFHOCFRR, EABIALLRRG, BROEAIF BN #EA .
#E LanSee FPHEATX M RERITT HAAMAR AL, Pdgsfd [RICTTENE | #d,
HIerfE “HERHEIIR" EHEFDE SRV RAIEERR, W 2-101 FiR.
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%1718 Real Spy Monitor Y51BF04E

Real Spy Monitor J&— MM KRR A LI, LURBEH TS M50, (et
RITTH A BETFK . BFRAT . BRI LU B0 ) A S5 R B % 4

1. HInfEAED
FE(E /] Real Spy Monitor Xt RZHAT M2 /T, Tt —Hi2 8, BENBRESENT,

HB1: FEZHESE Real Spy Monitor 25, M4 [#9 “Real Spy Monitor” [ FIFEFFE
Pr, BRI “HEEM” TUE, WA 2-102 FiR.

B 2. FEFEMMNAEMERE, % [ Continve.. ) #:41, BIATHTH [ SetPassWord ] %f
W, HTRE—KMEM, FRURAEIHEHNTER, A%E “New Password” F “Confirm”
XAERRMAMFKEN . Bd [OK ] #4, WEREmiRE, W 2-103 fimx.
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— - § .. Y M- . E_ . -EF S
B2-102 “HEM” WE d 2-103 [ SetPassWord ] %{iE#E
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2. @EM AR
TR MG, AL Real Spy Monitor TR MY A C B, RIPE “4E

FEBR FHBEARFLERFHETT . THHETTH Y Real Spy Monitor ¥ H R Z A FHAAEEA 1T,
EMBP{E B [ FFih ] 4P Real Spy Monitor SESLITHLA 206 F H

BE ) B AR BRI T .

S| 1. ERRTHAETEHIERE “Real Spy Monitor” FE# 1, WA 2-104 BiR.

$W| 2. Hid; “Hotkey Choice” 4%, BIRI4TH [ Configuration ] X #HHE, #E “Select your
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Pl 2-104 “Real Spy Monitor” FEST I [ 2-105 [ Configuration ] XHi&HE

3. MEHE YT RO R B
R T BEANRESS, $ATLIER Real Spy Monitor #EfTRAEMET . TR Real

Spy Monitor Hfar % — e ¥ fo I A9 FE AT Wt . g Y A I3 ) LRI AL IR AN T
$B|1: Hdi “Real Spy Monitor” £ & [ [ Start Monitor ] &4, R EFAIMEH
F AR B S ABR - F P, Real Spy Monitor 4 [ BB A ] XHEHE, RAMAIE
Wt ® i), A FTAELL Real Spy Monitor 9T A 54, fnPE 2-106 ff7m .
$B2: il [OK ]34, Bpalasd “HE” #nE, FAEREEEGFERE, B [0K]
e, P 2-107 s

}u- J

 E2106 [ BEHA | XEE 2107 “HEE HRIE

BB 3. A E WRABEEN WM E, FHEATRA “Cul+Al+S” HAHE, WSS
1A 2-108 AR 0, 76 [ oA ]| SHEE PR AR ENER, A E8EMAE “Real Spy
Monitor” EH 1, A LA&EBIHA “Websites Visited” 3 F A 7 11%, tE 2-109 frns.

S 4 FEHATUF R BT R 37, RFRIEITHT 37 MM, i “Websites
Visited "X 1 £ FEl b K 5L L “Report "8 11, T 31131 26 B A4 37 4Nk . 3X 9k /& Real Spy Monitor
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4. RRMANABLE

XL AR AT I R R A D0 E, {H Real Spy Monitor 39 T ik & B0 15K Th
REZAR T S NSR A BR 0L T I Th Al JLEH N AT A P9 2 BT IS B 00 LR AL TR A

TR EMA—ENEE, FHERA “Cul+AltsS” HAH, WL A 2-108 Fir
BB, 76 [ BHSAA ] SHEHE 4 A ST B L “Real Spy Monitor” E# 1, IHEFA]
PAEB “Keystrokes Typed” Wi F &4 TH¥, W& 2-110 fix,

DR 2. I PR BB R 15, XFRAMHREFAERN 15 Ko, B8
“Keystrokes Typed” i iiEfn/E, ¥ “Report” @101, 7EX o al LUIH B4 FHHK AR
i 15 Zids, A 2-111 Fiow.
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A 2-110 % Keystrokes Typed H#/1-# B 2-111  Keystrokes Typed ff) “Report” @[l

PR 3: WHHPET—KiCH, MHICHAS O, EHPAUEH “Administator” F
PRER QRIS MARER , W 2-112 PR, WRHAPBAT “Cul” KibdEs, ) Real
Spy Monitor [FREHLET LAFEARD], wnfd 2-113 .

5. BERITIHRLE

USRI P AR AL B T F, AM7E “Real Spy Monitor” 8 1 H 8
il “Programs Executed” FEI#5, 7E 3 i 1 45 %15 HE oh AT B RIS /7 A0 5 44 ABE A2 . 101/ 2-114
B
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6. BB B

F P LLalad Real Spy Monitor (49 BB #EE W45 TheE (BRI —r8hil—KE ) Sk mH
FRERER £,

W B e R P A BARSRE S RN F

$8 1: 7 “Real Spy Monitor” 8 [ ##; “Screen Snapshots” El#x, Bia[3#H [ Reprot ]
XHEHE, 7EH A B Real Spy Monitor Xf 24t 47 H#R4E, 1NHE 2-115 Fizm.

B 2: A HPEE—DEREIC S, $THF Windows Bl 1 ffE AR, AIEFHR
HUgPE, o 2-116 B

B4R, Real Spy Monitor (IIHAERMILIR AR . EHEXNREHITHE, MEHLBNE
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B 2-115 Screen Snapshots ] “Report” f [ m 2-116 ﬁf&ﬁ}fﬁﬂﬂt}m
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rEREE T, EREHOEEE CROBEEAR. BHSRE - ERRESLLAR
Z I —S I, FEA B bR E WO — R R PR — R, R AR

FE 1818 IEiZIBHE8 PcAnywhere

Symantec PcAnywhere J&—3KAE % 2 8B HI TR, 7 LIRS B SRR WA
MY H ., (B NS shfE, AT E . B —4 Symantec PcAnywhere B85 ) 24 I L&
. i PcAnywhere IR HIH(F, 75ERN7E RSN RN EHTEE.

1. &% PcAnywhere HtERE

FE P T L 2§ 2234 PcAnywhere 2 )5, EABELIF il PcAnywhere $5
TREHEN, S TeERRRR SRR

(1) {6 FEBRATL ) i T o

fic B g i BRI R AL RN .
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REERRPER [ R ] M0, HATFTHILRMEREAE, W 3-7 fim. 78 [ 4tk )
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-n: EESEBEHTEVERNEN (),
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v XTSRS R R A 5 B2 O L R R G B S e A S
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-priority: f§&-low. -belownormal, -abovenormal, -high #%-realtime &4 Rk A&z TT

AR

i
‘U

DDUUDUDD



3 E S PREREWEA “

O program: ZEHATHREFHAFK.
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2. M
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B 3: [EERRS . MFABELTRSTA D 8 TFTP %%, (B TFTP it
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BWa: Bk [T—25 ] 8, BaTHIF [ a5 3 ] *HEHE, & “IP #bit” Edhg
AT HEEZSA Y (. 192.168.0.16), WA RS HEMN P ik, ATE
Internet EEFRAVIRI 8. KEBFEA P ATHABZETZS H, LM Serv-U M HIHENLE
fEfTa] 1P Mkl , N 3-71 FFAR .
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B 3-87 [ %edEidE ] oHEHE 388 HEhHEIT ML
B 3: 7E [ SyGate WKW | *HEHEP Sy [ W ) e, BORT3H—4 [ 85 NAT

FI5KIP ] XHEHE, N 3-89 Fin. AN A ShA= R TP 08 R phy 24t el B B (B 1P A whge
gty [ 2] #4, BDATHEE NAT RX 1P,
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HohkppZE ),

1P Mkt Ky 192.168.0.2, F MRS Y 255.255.255.0, MIERIARI KA 40H SyGate 39
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SEAYL FEREXAE 2D, i 3-102 fiR. EERERIZ)E, sal Az a s m A
BT ETERET ., DX EUITH “ReGRIg" R, Wl 3-103 .

B 3-102 pohE B A YURE

PR 8: WEWITTEEREEREN, RS EARSITH R m s mE e O B [ €
) fd, fesfifn (s BAE P (05 | #&6, W 3-104 BIR.

P 3-103 fTIFE@H AP “REHIR" Pl 3-104 [ iFF i SRER AR 5221 | RHEHE

2. Windows XP R4 g %41

Windows XP Bk R Administrators 41 #) F P A REPRA T A2 6 AT LA e . — LI
LT, VAREAMAHENL RS guest FIFRR, BT EHATRECHTTRIIRE, ReHRing
ViR . ik, MR EEUE R A KT ENLP guest P ERIERUR .
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B 5- 3 [ Private Pix(tm) Registration ] A #5HE
S| 3. REHE, XEAHITRATENRME, WH D [ Private Pix(tm) Registration ] X

0 4

[ 5-12 “Enter Password” S



B 5B WEGTWE LI “

HEF 589 [ Run Private Pix in DEMO mode ] #81, BIR[#EA [ Private Pix ) 6117, W& 5-14
JI7R o Private Pix I8 T2 32 iy 8 75 7 O A48 67 01 93840 41

Hia b m ol lnf mfol- |
] |

T T S —

L;;

Bl 5-14 “Private Pix” BE81 11

TR 4: Fe/oih Bon e O o R A P ER S AR, IR E ], 0
BB S S i B Y], FTLIZEHE [ Sewings | HWIF, W 5-15 Fr.

B 5-15 [ Settings ] #E3if

W 5: 7€ “Encryption Settings” £XHH, M “Type” FHIFIZE ki —f e imssayk
BRI 8k [ Change Encryption Key ] #e4, BIRI#iH [ Enter Password | *HEHE, 7EHrhig A®
REdi a4, Wl 5-16 fix.

PI6: Hili [OK] &8, EIAI#H [ Encryption Key ] XHEHE, fEH P A EIN#EE
FE®e, 0P 5-17 Bn. #ili [OK | 481, BIRT3H “Privp” WHEAE, #R “key has been
successfully changed” {58, /& 5-18 fifs.

iz

{8 5-16 [ Enter Password ] %{if#E P 5-17 [ Encryption Key ] X{iEHE

TR HESERFEW, W “Program Settings” #4Hh [ Change Password ] $%
#, BUR3#H [ Change Password ] SHEHE, 7EH i ARG 14 LI R EEBRMT 04, ME

5-19 i,



0 ur—msmanm ®

$®g. ik [OK ], BIA#iH “Password Change” J8HE, #7R “Password changed

successfully” {5, &M [ Private Pix ] £6101, #ak TR pomesizen Bl sem “culE”
2R, PR SRS T, W 5-20 B,

i

P 5-18 “Privp” 1HEME P 5-19 [ Change Password ] X1i5#E [ 5-20 “Password Change” G HE

R SIS AR P TR e PR A TR R SO, AR AR S S
TR, MSEBECYATR S s d T AR Eaomarc Bl sk “culeD” tREERE, X
B, BOMER Y SCHFREAT IR RCIR T .

& 4418 FB ASPack X EXE SZ#F#T 083

st EXE SCHEEAT s ol LA — sk i iR E A4S 19 Aspack 344, ZKAFRBEEXS EXE C
PEHEAT RS, AT B EXE SCFREAE B A E Y. Aspack EATREEEMINR, i HEE,
B EXE SO R B RA 19 20% ~ 60% . BARNBRELTRUNT .

S 1. FTEIFMIE “Aspack” X, Bkt “Aspack.exe” N R EVR, BIFTFTHF “Aspack”
EHMERE, WE 521 iR, $id [ Open] #8, EIATATIT [ Select file to compress ] X&AE,
P EEEES A EXE X, A 5-22 fis.

ghs .___f“ =l it E
P 521 “Aspack” ERM M 522 [ Select file to compress ] X 75HE
H 2. i [§79F ) #&41, Aspack BEFFUGIESE T, [FIAS WK FE4RA9ERE, M 5-23 Ff
e EEREGERZE, HeBRESE L, WA 5-24 Fim.

523 @R Aspack B R4 R B 5-24  Aspack 4RSS

ARy



S WESWE LI “

PW3: ERBERERZE, i [Testit! | #e8, BTSSR FHATRE ER.

SR IE# £ B [ Erase Bak ]| #2401 [ Restore ] #:41, FHLAMBRIEA SCH-RRE A SCk,
e 5-25 fis.

P 5-25 Aspack Miitss

F4518 "NBER" NBIR

A R — i 8 PR EL DI RESR A A s T, WP A e A S
JUPSRI T SRuETA s TREZhEE.

1. MENMXHHITINERE

AP SRS R AT LA A TR RSO, I ELAT LARIB s 430, i B8 e g oy
SRS HATINE R . Fn i LSBT

TW: BTMEMRASARF, WAT#E mER" Mo, WK s-26 Bk,

PIR2: fEMERR @ 0 hkBEEmEN S, Ak [ nds ] e, Baraus [ nes )
MIEHE, & “WAEH" OREFBASE, HHM0TEEE 8~ 128 MFA, WA 5-27 Fixk.

4 LA €
| »
-
-
-

i
i

ﬁ'ﬁ.'l

.. ¥
46 _wans ws ¢
il

-

B 526 “ndEiR" E£E0 B 527 [ i ] SHEHE

TW|S3: £ “MEREIHEHE" HAF PRk REBFSEER" %W, 7 e
JEBNEMBRIE S OAKER 3E#% [ YES | #69, 10 5-28 fim. Bl [ s ] 605, #t
ATEAFF G IR T o

TR 4: EMEGRZE, ARFEMON “FHIR" b, BUFD MR

ER .



“\ﬂr—syﬁ—utnﬁnﬂ/ ®
HiEa{E R, WK 5-29 Bk,

3 MR et
-l

B 5-28 @R RHEAE F 5-29 b s Ee R 15 A

B S @SB, IR B EFERE R S “myprivate.ces” ZJE, H
dr TEA B [ ] #dl, BInTHTIF [ feF | RS, £ “MASL” SCAREPRMASEL,
H0E 5-30 fiis.

B 5-30 [ fie ] sHisiE

2. FIRINE S N CHREFAE XA
FLEeRE, WTRBT LRI A e BT A SO ﬂﬂﬁﬁ’b%ﬁ]ﬁﬁﬁﬂﬁ ML

el Wi H R RAE T,

T B8 4] X AR R SO v BT SO HEAT ISR, N GS SR R A AT A R
o @y LRSI

B 1 FEINERE R £ 81 O AP R e LA AR S, Sl TR E [ g ]
e, BRI [ On®E ] XHEHE, 7E WA SCRHE A NS I #5 .

B2 fE IMEETEE" EI R P AR CANREOUHER” EEER RS
BER" EEE, W 531 FrR. E8F [ nEREHEE | ®9F, ERXPRA RS,
X HEA “MyFolder123.exe” .

H$I|3: il [ oo ) e, SnEsshziE, 7 [ Fhe# ] BTl A g R
7, FIRFEMR E 3 DA AT LIRS A % 3 “MyFolder123”,

FERAMBERAMBFO T, BT LLEIN B W F TS, WendRame, B
AL RINE .

ARy



0SB TWEGTHE LI “

H| 1: $TF Windows FIREHMSE N2 )5, EHPRIIZEMFEN “MyFolder123” Ffi#
W, Wk A “MyFolder123”, BVl 38 H i 9 A4 AT EHE, 101 5-32 Fw,

[ 5-31 s e A HE 2R H 5-32 “HEEEm

TR 2: PR AXHEHEL WK [ a2 ) a2, %5 [ FE RS XHERE ]
wIR, W 5-33 PR,

P 5-33 I HEHE HEIT
IR 3. MO kel [ ] e, i (# ) e, s
FFEhMRE 7. EMARNEREEREY, XESBERmE.

E46 18 MHRBETHEIR

e A SE B R P R B SRS TR, g8 T . W TR R
FTRS, RIEMEAXETR, HATTUABIEEDEOEER.

1. +7xBtF448 88 HexWorkshop
HexWorkshop 752l 4 a5 7] 7 (BT - ik dlamis . A . 503, Wes. 851, &

HIFRNG TAE, REAAR., Fi. HEUSITARBSE®S, SF TAE M, SaEmh,
W, A RS ERSR T,

HexWorkshop EL{&BAELTRINT

HW1: BT “HexWorkshop” N HEEFFEFR, BIAT#EA “HexWorkshop” fUERIH, wk#f
(Xt ] — [ 4737 ] SERMLMTHF 453X (5L KuGoo il ), WF 5-34 Fiim, Ao
MBS X (BRARAHER ), PERFAHFHIBIBABR, AR XAFZERABK,

T2 W O PESH BRI ASCH RS, BT E BN IR iR

ER
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AR HEE R 1125, HER [ 448 ] — [ 53] ] RO “Cul+G” HAH, BN [ 4
B ] XiEHE

HIR 3. 75 [ #3) | MHSHEP A 1125, ke SO AEmiAn <+l
AR, IRBIEE MRS, BRI HASERER ASCH I 2Ok BHUE e R, i 5-35
FfiRo

FFOFF GF BE G BB B S0 3 DM
o

[ 5-3¢ HexWorkshop ¥ [l A 5-35 [#3 ] *HEE

S|4 IR MR HARBRROCH:, AT [ S0 ] - [ ] 3Eamika
SE—AEOCHE . AR [ it ] — [ ] SR80, BIRTITIF [RAFY | XHEAE, Hhas—
FTRGERISCHFRIF I, BoARMASGENST, WA 5-36 Fim.

TRS: BRAEX RAFGEMA 0x35 7R (BEEEAR 0), B [ e ) 4%,
AT LA —A~ 0x35 DFWHSCHFIMBLT , emt B B Rex st SCfF it A i . SRR AE BB
Hoep)— 86700, W AT HE PG, HEK [ Delete | SREITT.

I 6: ARMRET 2R | HexWorkshop BT i+ HiI%diE, HexWorkshop
3FF CHEFEMA, Java IEFEHA ., HTML #830, XA, RTF A%, i REES—s
oA, 8 (%] - [ZH0h ] — [C B ] R, BRDE AR C
EEHA, WA s-37 Fis.

B9 45 BN 5 BE P4 M 7Y M W B AT 0N
i = } -

[l 5-36 [ Insert Bytes ] XHEHE B 5-37 Ve A B

AR



BS R EGHE LR "

HI|7: WRFTEXTAHPIR ST, DO R s 7k, W
AR [ TR ] — [ e8] — [ 8o | SERTBRITIF LR TR, 7 [k ] 32efm [ A
i | SESRITI AR LRI PN SO s AT [ w4k (A) ] 38, 7edteh i EabeT g

PG, fady (W ] #&4, RIVTHFERLESE, Wi 5-38 Fn.

ire
=]

B 5-38 [ Hede ] AHEAE

PR 8: EHRGHZE, HahBlEaR, mE 5-39 fim. etida T [ 2]
I, BIRT7E 8 0 B st B R RAETS, miE 540 Fis.

A e

Bl 5-39 BRHEGSE

M 5-40 SRFEHARAT Y
2. MR RegShot
RegShot 2 —F/NTI MRS LR TR, IR ait, LEmaE

BRSBTS e (EUREAMER) MECE.
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RegShot [ BT IF .

HI 1. TEIFMIE “RegShot” EH LM, Wik “RegShotexe” N AT EIR, BInl#
A “RegShot” E#I M, G 5-41 frax, #dy [P (A)] #4, SMATUSLHABIERT .

B 2: RN RETREZE, Hdi [ (B)] #%&4%l, RegShot BIA] [ shitf7
ik,

B 3: Moy [ Hofe | 205, RegShot ¥ H a4 MM L, FHiid AR,
P 5-42 Ff7R .

[ 5-41 RegShot EH M
3. B IR Procdump
ProcDump J&—REBBE B 98 A3l FIRR 7S T B, SZ8:p)L1Riinse T B4 sUESE s sk 4,
B A — A S sciptini, H4b, B EA EH PE 45HIhAE, XEBH@Inae, *
MMM RPN, X T A5, HHARE R AR AT,
BB A BT,
B 1: FHEIEEL “ProcDump” U432, Wik “ProcDump” S FAFRFENR, EIATHT
JF “ProcDump” £#H , 4N 5-43 fi7R ., Hifi [ Options 1#%4H , BPA] 3t [ ProcDump32 Optinos ]
BUEXHEHE, WA 544 iR,

o ; U

P 5-43  ProcDump &7 =6 O /8 5-44 ProcDump32 HI % B HEHE

B 2: ERETRZE, B[ OK 44, BIFT3& [ [ ProcDump ] 3671 . ## [ Unpack ]
fi#H, BPRIITHF [ Choose Unpacker | XH&HHE, Wi 5-45 s .

PW3: HEFSENRARZE, B [OK] #4, BIFTHTIF [ Choose Execut able | Xt
EHE, WA 5-46 FUR . FEH SRR EMATIRFE AR, BT LANHRIE AT T o

ey i7: 4
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Bl 5-46  HRAT ST SO EAE
Fifif& A ProcDump i ASPack FEfIMIA sciptini 9%, B{KASZILIT .

Neake? ¥ e

Bl 5-45 EEEMAAREIHEHE

R A P2 IS, BEBHES) ProcDump #K 44, #AT LB H AT M IEFiA
ASPack BAFMBIFET o

£ 4718 REE MD5 HIZBSLH

MD5 ( Message-digest Algorithm 5, {5 B-HEH %) BHHERS T EEIEH#T MDS
FkFe . ASP BB LT ERRIXFEIE ), BARME LB EME, (B8 AnF e, %
R, TE AR R ERR A ARE K., BE#E MDS BEMRAT, B MDS
M RO, T T A b R 45 B RP i Sk A MDS J2 ey SR S R

1. FiaERE MD5

BERS® MDS INEHHRMHARE, FTEEN KRN BF L0 “MDS hisRpem T8,
XN TRIBMRFE, MPES¥, REASREWEEEH,

(1) 34~ MD5 #is

i H1 MD5 347 % 05 A LA E LRI .

BN FEIFGERE LA “MDS” BiRIRFER, BRI “MDS” 810, Wi 5-47

R



n\ﬂ’-ﬁﬁ—ummma/ ®
Fi7R s

|2 £ “HORE" Mhkd BRRA S R, 7RG SUARHE i A R
) MD5 %55 (i “407deSe0d85a21d317de8defd5fa331b” ), 7 “FHFiE” Ak “INEF
8" B, fF AT R ERAEERE, WSEERE, BT EsaRE, 2N
FERTTRADLREIR S R R, P 5-48 F7R .

K 5-47 [MD5] @0 P 5-48 A MD5 #3C

S 3. wREERE NG (FTeh ] 4, BRITHEPM MDS %59, 7E4 T AINFIRIE
EVET R BIRRAYHERE, WP 549 B . FFRORSEAUS, RITT#H [ MDS SERERIR | RHEIE,
FeA T fa b ) FAE P T LA Bl e R, ik 5-50 FR.

(2) 4 MD5 Bi%m%

24~ MD5 5 5 A AR AR AR E 7 AR AR

BARGRIEALTINT .

HTWA: BT —NER “mdSaxt” SRS, FIRFHFEEWEMGZ MDs BB,
A& 5-51 Fis. ’

HBW2: £ “MD5” FE Pk EiRE” MEEM “BWRE I EICT Sk, B
[ &% ] #6, BPAT4THF [ MDSCrack Cryptog Seting ] X1i&#HE, 1 5-52 iR .

B 3: B CNSCHP R BT, BPRIGE [ NN ) e, FERd [ N ) e,
BIRTHTHF [ 4T9F | XHEHE, EHP%F “mdSoxt” 4, WA 5-53 Fim.

e 30 4



B5 W MEGHE LI

551 “md5.xt” 3CACHE [ 5-52 [ MD5Crack Cryptog Seting ] XH#EHE

FEW4: i (479 ] #:48, BVALEE [ MDSCrack Cryptog Seting ] XH&HE, i 5-54 Ff
o Bl [H65E ] e, BIAGRME [MDS )] £80, Bd [ i ) %6, B FEmM MDs

W, FEAT A5 RAE o] B B A9 R

Syt

B 5-53 [477F ] #Hid#E P 5-54 [ MDS5Crack Cryptog Seting ] ATi&HE

FRS: FFRHERE, BT [ MDS SERERR | RHEHE, 1E4 T fBm 5 2HE T L
B RIWMEAR

2. LW MD5

AR FAMBEBA, FNEERBEFRASELT, RELAREEBELNER MDS 1
% (an “hup://www.xmd5.org/” BERAMBEZ UG A MDS 2648 REMR RIS ).

BARAREABNT .

B A: 1) “Internet Explorer” WU AF, 7EMbERFHA “hip//www.xmdS.org/”, #T
E RS, BIAT4TIF “XMDS” Mk, HERHE MDS %3 (i1 “407deSe0d85a21d317de8de
f45fa331b” ) AP AKRES, WE 5-55 Fw,

S 2: il LARAE L, BT IF AR AR 00 . SR se BUS , BIATHT9F “mdS reverse”
Wi, EHPEFEROSE, WE 5-56 Fix.,

8. MD5 %38 5 F ek
7 “MDS AR T LAROT (M — 41745 MDS Jr s SgaUmas, B i

R SeATIF MDS BERSEHEs, 1M 5-57 Bk, 76 “MDS JE" SCAHE il A B 10215,

EEE



“\Jr' 5E—RERZLE ®
i [ s ] R, NS RO BRTE NSRS SURHEF

= L !‘ - e -y I -'
SRR A S el L LT Qu 'O HRG Smfrom @ 5-0p 5-
L1

—e - LR T e e

e
i e

[ 5-56 TG 4 HR

SR, (EA “MDS FRbFeIRAy” Al ARy MR ® 3, BARMERE R @ MDS
TR B AR AT S, R R OCE R D] ST SCAES, il [ SFIER )
B, B RER HBAE “MDS FiS” SCARKESD

HF MD5 RAMEAT R, FHREFA BRI S, 27 8 R A
SO ARSI, “MDS B EERAE " W S TR R SR IR .

F4818 LBRESENHEBRHM

AT RS B 2R, P AR R 8K Securelt Pro S HRIX MR
B, ZEAT L ERA (AT ) #FIREEAT A ES N EHEL T EAHENL.

1. £ERREIAO<L

TEFFUEA] Securelt Pro B, B VAN TEIEAFSIE THA DS, e 2iAx
AE, HeREXEFEEAIER —ENTOS, AT UENERER.

BRI EEP IR T .

HPA: FTERIHFLIE “Securelt Pro” i, Wiisiii EAY “Securelt Pro” N FIFFFER,
BIT¥THF [ Securelt Pro-End User’s License Agreement ] X{i%#E, 7EH FiAE £ Securelt Pro
BRI ML, W 5-58 FiR .

HUR 2: ZAJHE “Yes,I agree to be bound by the terms of the license Agreement” BAPETT, g
[ Continue ] #4H, BPAJ4TFF [ Securelt Pro First Time Initialization-1 ] XHiGHE, 7FHPEFH K
VIR HIEAE R, WA 5-59 Fim.

S 3: W5 [ Next ] #2401, BIAT4TIF [ Securelt Pro First Time Initialization-2 | $fi%HE, 7E
HPEEEMER, W 5-60 B,

AR



[ 5-58 [ Securelt Pro-End User’s P& 5-59 [ Securelt Pro First Time
License Agreement ] 3H&HAE Initialization-1 ] X iEHE

P4 Hibi [ Next ]| #4l, EPETHTIF [ Securelt Pro First Time Initialization-3 ] XH&HE, Fi
TEBASERN—NENAS, UETHBA A ERERE, WA 5-61 Fix.

f# 5-60 [ Securelt Pro First Time [ 5-61 [ Securelt Pro First Time
Initialization-2 ] % i5HE Initialization-3 | XfiFHE

SR 5: Bk [ Next ] #4#1, BIAT$THF [ Securelt Pro First Time Initialization-4 ] X1i5HE, %
R PO 2 E SCRRE P BUS R E 34 RE 1104, W 5-62 fi.

HR6: Bk [ Next ] #8, BIATHTIF [ Securelt Pro First Time Initialization-5 ] X1354E, 10
5-63 fim. M T A S k], BT “Securelt Pro” HURHE, R “BERIAMEER
BB, REMLE? ", Hdh (R ] &8, WAZREMGLERE, WE 5-64 FiR.

[ 5-62 [ Securelt Pro First Time [ 5-63 [ Securelt Pro First Time
Initialization-4 | XHiHHE Initialization-5 ] XHHHE

[¥ 5-64 “Securelt Pro” #/RHE
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2. gEEROS

TEFFUA(E A Securelt Pro Z T, AEEREHAMNNS . XPEARBTELUSFIFXA 1468
EIRNL, RZ, FRFRXA . REMRELTRNT . _

S 1. AHHE A “Securelt Pro” N FHEFEfR, BIT#H [ Securelt Pro M4 E ]
g0, EHPTRE ARG 04, WE 5-65 FiR.

Fd 5-65 Securelt Pro 048 H O

$| 2. £ B AMASCAREFRRACDS, i [ Lock | #4, HIWT#H [ Securelt
Pro-Password Verification Required ] X1 #5#E, TEIRUE® CAMEPHAMFE 025, BT
HREVLEAB RS, K 5-66 AR,

[l 5-66 Securelt Pro-Password Verification Required X if#E [ 5-67 Securelt Pro-Locked #f I1

3. wWfarfgs

FERERA T, AARRELESE EFB—1 “Securelt Pro-Locked” BH, HAbFE (LFH#H
FF) EREBAE RARTS . fEf] ABBLA A IES 0438851 [ Unlock | #8114 BEFEATTRNL. LA
AT A HAN eSS RSP B S YA REHANE, MEEEEXLET, WE 5-67 Fix.

4918 WInRAR [E4BXT N0 MR3
FEAESCAF R AE B B4R e AR R 200, H5 B4 (0 SCRY il R4 R e g, A
AT LA/ ks 6], R 0] DL AR B O A9,

1. H WIinRAR mn& 3¢
WinRAR J&—3K8 WinZip iR —SARBUESR P, FHONE RS e ki 8
WinZip {E8, i HAEIEA ZIP H4i i, WTLASEHEF RAR, Zip., ARJ, CAB ZZF EgRHER,

__ AR



B S W ESWE L “

I B o] ATE R4 SO B S . BARBRELTRIT .

SR 1: ARG G REESIFME RS0, fEPRSESE kB [ B ELE i ] %5,
e [ FE4E S0 2 S %0 ) SHSHE P BRSSO B PR B R4k, i 5-68 s,

2. U [ B ) w0k, WK s5-69 . B [ RESG ) &, e (4
FEL | XHEHE, W 5-70 iR, EHPMASEGE, Eefd (ohE ] B, AR
I RAR X4,

2. RAR Password Recovery

RAR Password Recovery #fF2% Rk RAR F4s SCEAO B MIMINE, HARVE R i
5-71 fiim. Mk (4797 ] #81, PSR EMBRETN RAR S0, M A 7EH
REZEI R AP BRI By [ FFiR ] dd, BIAT I oG meie .

B 570 [ @R HAR | RHEHE

e Recoveey 801
5018 Word XHEVIIRZRARR

KREFOAIBEBAE Word F5ERRA, XARALIRY B — LB RS 8 S22 2T
TR, X Word SCHFHATINERSBAELITT .

1. Word B SIhEEM®E
Word H SHRAL T IR NS ThEE, W7 LLEN T FFTRh b i S

R
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(1) R “fA" @

“RRA" SHEERTLALE R P 7 G 8 2 o SORSORAFRRAR IR “RRAR™ , LA H Ja X OB AT
HE GBS, HERFXAEE, FPERFE—4 Word U BRBOFRAF 2/ 308, 3%
8—4 Excel TAEMAA Z M0 TRE—FE, RAITFICHFREHE.

BARMRIE BT,

P FE D CPOHASE N XCRNEZE, &5 (0] — [ RA ] 3R,
BRI T FARAF R AR T HE, Wi 5-72 PR o

B 572 REFRAHEHE

SR 2: iy [ BAECRAT ] 1281, BT [ BRAFARAS | SHEHE, 78 “ARAEE" SUAHE
A YRR PR B R R 2 e, By [ ) R, RVRDER MR SCAR R Tk,

S| 3: WIORGENNESTMBRZE, HEIMASE SRR g, FEELE
RERAE, BRI BRFRS — MR . B TR B TE NS, s [ 3ot )
— [ R4 ] R8T, Ky AT SRR

XHE, YHAITHZ SRR BR—A 2 A, BUHR—ISHIEE? A%k
[ 3t ] — [ R ] e, Eﬁﬁ%ﬁﬁ@*ﬁ#ﬁ%ﬁ$#¥ﬁiﬂﬁ]&ﬁ 8y LAl
WRIH PR,

(2) FIfH [ 9% ] ek

A LI S RESE AT i 8 ) LR B E ik T .

S 1 G RIT I BN A 30k, ﬁﬁ[lﬂ]*[ﬁﬁ]%ﬁm BDRTHTHF [
T ] XHEHE, WA 5-73 Bk,

HE2: 7E [ Lt ] R bl R E MRS A B L BB NS RO RS (X
AEWET AR, AT AARE ), B (B2 ] %4, BIRTATOF [ m@Eka ) xHEHE, E3H$
EFEEAR L R EIKEE, A 5-74 B

B 5.73 [ 224 ] Wi+ B 5-74 [ndm ] XEE

__ AT




&5 W WEGTHE LI 4'

2. ¥/ Word Password Recovery 2% Word 34
Word Password Recovery f2—3#% [ TH T3} Word SR TS M0 T, HEER R

5-75 . fEEKM R P AR EA RS R, AT A A X, e s,

AR BELBRINTF -

PR By [ Browse ]| 8, BPRTZESTIHF AT HEHE 2 24 75 A 9 Word 3RS,

HR 2: 7 [ Brute-force | ¥E7i il i B M & A H DMK B E L R AT S 5HBA L
H)F4F; 7€ [ Booost-Up Engine ] #5591+ 0] e 5 (05 B 40 4 L K Al B AN B0 AR R 17
fE [ Dictionary ] 37 b AT 1k BERE AR i i  FRL A 305 78 [ Options ) 6391 o o 4 Bk
AR b B S ORAF A e i 1R B 45

HW 3: EREAERZE, Hili [ Start ] #8, BTG, EREMSZEZ)S, KW
[ Password recovered | XifHE, FH-7F “Statistics” X BaRMESE, WHE 5-76 Fiz.

P 5-75 Word Password Recovery #{E fH f& 5-76 [ Password recovered ] 3HiEHE

B5118 RIBEBEA

£ Microsoft Office B Pk T —* Visual Basic 4888, TREFENIER. #HER
FERHE Word 1 Excel SUB#EATINGE . Xt Word SCRY &, MAMEN SR EEHRET .

1. EREH*TNE

fE Word BB HZHATRIEECE TR, %8 [ TRH] - [2] — [ L44] SEyom,
BIRTHTIF NG 5-77 FsBOXVEHE, #fRitrh B =& b % X, o ST —4
B, REBSRETHRFEL, —HEARAVRENE, Nk EZI15h.

A, AL T RMEIREAEFTIF 6 B ZhiE 7 e E, AT LAZEFTFF—A4 Office 3L
ik, RS IE—AR VBA BRI ZEFT I SCHEm B shiz i 2 84T .

B [ 3 ] — (4757 ] 368, 78 [ 4797 | 0B HE b B IR BT T M SCiE 6 7, 1Ethidy
(#T5F ] Hednd 4t Shift §, Office W7EARIZAT VBA BN T, FT9HZ 0k, #4E Shift
BEFH L EETR L, FRRER T [ 300 ] RIS (BaEFT IR LA ).

[AIHE, #E5CH—4 Office SCHFRT, AT LIFRZF 5 B IE—1~H VBA B, 27X
et BBEITIE . WPEtdE [ S0fF ] — [ 60 | 380, 78 [ 5660 ) BentifE Shift

157 .
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i, Office WERizfT VBA BT T eI (4%(E Shift 5 A L T 8 1 4
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