Postfix+Dovecot+MariaDB+PostfixAdmin+Roundcube

EEER 4RSS 88 (openSUSE)
—., FIREE

TRIBEAMIES: iloveliuging.cn,
BREARSZ 28 EM R mail.iloveliuging.cn,
IPiiyit: 192.168.0.254,

SEPR{EFRRT #RAY B SRR F IP,

1. EBHFBRSS B3 EM B LA mail.iloveliuging.cn

F—TWITERL: (EA root ERIELR )

#hostname mail.iloveliuging.cn
Irh-—_lj:

5o
{&2%/etc/HOSTNAME X4, HEBARELLAL mail.iloveliuging.cn
)rli-—_u:

Sh=w:
&84 /etc/hosts ST

7£ 127.0.0.1 localhost EENNATT ( SKFFPIETIARSZ BFFNABEARSZ 2R E N ERY, 1

MER—ET)

192.168.0.254  mail.iloveliuging.cn
192.168.0.254 iloveliuging.cn
EER.

2, EEEE

DNS EC & I 20 ZH#J DNS fRS5 88—,
http://lug.ustc.edu.cn/sites/opensuse-guide/

RTFHXRBE—aNE, EEREE—avls,

iloveliuging.cn

mail.iloveliuging.cn

FISRERE DNS R AE3R, BEE—4HLIP: 192.168.0.254

DNS 9y MX ig3&#gE mail.iloveliuging.cn

DNS R [@fEtT @ #s%, 15X/ IP #8M@ iloveliuging.cn #1 mail.iloveliuging.cn,

3. MTIRS TS LAMP

LAMPECE IL 19E: LAMP 1 LNMP fRZ 3252,

http://lug.ustc.edu.cn/sites/opensuse-guide/
(LNMP E&1#117, BEEESBHATER, XBLEZ1W LNMP, )

XERE—MF, AT

—. Postfix+Dovecot+MariaDB+PostfixAdmin+Roundcube #B{ IR 3% 83

IR HNAXENTRNEE, THARER Yast EMEBHARS BREERIR,

NRFTHT Yast ERIEBAHARSS B[ECERIR, RSICTHRINEEXHES,
SERBHEE—17, MU TENXGHEETFEIEEN.


http://lug.ustc.edu.cn/sites/opensuse-guide/
http://lug.ustc.edu.cn/sites/opensuse-guide/

AT ZME Arch B —FEEFETE openSUSE E3R3RAY, Arch BIEFEILAES, LLEIEMW, T ATTRSHNY,
J&3Z: Simple Virtual User Mail System
https://wiki.archlinux.org/index.php/Simple Virtual User Mail System

1. RERABENRG

openSUSE ERIAZ T Postfix ¥ MariaDB. openss|, {&Z4HARSRILFELRIVIRGEL:
SR PR postfix-mysql 1R ;

POP3 #1 IMAP 5528 dovecot;

Postfix BIET HR: postfixadmin (FEZE php5-imap)

Web FAFEB4F5RE : roundcubemail

TZRmL:

zypper 1in postfix-mysql dovecot21 dovecot21-backend-mysql postfixadmin
roundcubemail php5-imap

PATER postfix #iala #HlX4ar<:

newaliases

postfix-mysql MESRIMFRZHAF vmail, EFHS:

cat /etc/passwd |grep vmail

ANGLE

mail:’home/suse123 # cat /etc/passwd |grep vmail
vmail:x:303:303:maildirs chef:/srv/maildirs:/bin/false

P vmail BREERN, RHEGASKIREENBPEENRERAF,
EZ AR P HIBR R TEZE /srv/maildirs XK,

/srv/maildirs X4 REIAZEIE, FE root HFREIE:
mkdir  /srv/maildirs

chown vmail:vmail /srv/maildirs

chmod 755 /srv/maildirs

2, AR P 3R E AR R = R K

PITERBIEEGS:
mysgql -u root -p
WA, SRIEEMINEENITSQLEGS:

CREATE SCHEMA "postfix_db™ DEFAULT CHARACTER SET utf8 COLLATE utf8_general_ci;
CREATE USER 'postfix_user'@'localhost' IDENTIFIED BY 'blademaster5';
GRANT ALL ON ‘postfix_db*.* TO "postfix_user @ localhost";

FmSQL Ar S BIE T EIEEE postfix_db, IEBERF postfix_user, #3 blademaster5
RIBER VR EUERE, EFA postfix_user BEREIEEIRIL,

3. E2E& Postfix

(1) 448 /etc/postfix/master.cf
HARFERE——) NAREFR—) 24——) XHEERE——) “‘XHEER—BRAFPER" ,
A /etc/postfix/ B3X, 4wiE /etc/postfix/master.cf, 1XZE|


https://wiki.archlinux.org/index.php/Simple_Virtual_User_Mail_System

#submissioninetn - n - - smtpd

# -0 syslog_name=postfix/submission

# -0 smtpd_tls_security_level=encrypt

# -0 smtpd_sasl_auth_enable=yes

# -0 smtpd_client_restrictions=permit_sasl_authenticated,reject
# -0 milter_macro_daemon_name=0ORIGINATING

IEREAYERS “#” R, T

submissioninetn - n - - smtpd
-0 syslog_name=postfix/submission
-0 smtpd_tls_security_level=encrypt
-0 smtpd_sasl_auth_enable=yes
-0 smtpd_client_restrictions=permit_sasl_authenticated,reject
-0 milter_macro_daemon_name=0RIGINATING

LEREARERAMHRMFE I SMTPS,

(2) #miB/etc/postfix/main.cf
B A &R T F/etc/postfix/main.cf, REIXELER:

HHHHHH AR R A A
#relay_domains = $mydestination, hash:/etc/postfix/relay
virtual_alias_domains =

#virtual_alias_maps = hash:/etc/postfix/virtual

#virtual_uid_maps = static:303

#virtual_gid_maps = static:303

#virtual_minimum_uid = 303

#virtual_mailbox_base = /srv/maildirs

#virtual_mailbox_domains = mysql:/etc/postfix/mysql_virtual_domains_maps.cf
#virtual_mailbox_limit =0

#virtual_mailbox_limit_inbox = no

#virtual_mailbox_limit_maps = hash:/etc/postfix/vquota
#virtual_mailbox_limit_override = yes

#virtual_mailbox_maps = mysql:/etc/postfix/mysql_virtual_mailbox_maps.cf
#virtual_transport = virtual

BITEERS “#7 BE, HEM=1T, BREUNT (XBrREEEMAFZH) !
g
relay_domains = $mydestination, hash:/etc/postfix/relay

virtual_alias_domains =

virtual_alias_maps = hash:/etc/postfix/virtual

virtual_uid_maps = static:303

virtual_gid_maps = static:303

virtual_minimum_uid = 303

virtual_mailbox_base = /srv/maildirs

virtual_mailbox_domains = mysql:/etc/postfix/mysql_virtual_domains_maps.cf
virtual_mailbox_limit = 0

virtual_mailbox_limit_inbox = no

#virtual_mailbox_limit_maps = hash:/etc/postfix/vquota #XINAF
virtual_mailbox_limit_override = yes

virtual_mailbox_maps = mysql:/etc/postfix/mysql_virtual_mailbox_maps.cf
virtual_transport = virtual

H#itH#

local_transport = virtual




local_recipient_maps = $virtual_mailbox_maps

transport_maps = hash:/etc/postfix/transport

AR main.cf XIEEEF RN (XD REERMAFINELSR ) :
smtpd_sasl_auth_enable = yes

smtpd_sas|_type = dovecot

smtpd_sasl_path = /var/run/dovecot/auth-client

smtpd_recipient_restrictions = permit_mynetworks, permit_sasl_authenticated, reject_unauth_destination
smtpd_sasl_security_options = noanonymous

smtpd_sasl_tls_security_options = $smtpd_sasl_security_options
smtpd_tls_auth_only = yes

smtpd_tls_cert_file = /etc/ssl/private/server.crt

smtpd_tls_key file = /etc/ssl/private/server.key

smtpd_sas|_local_domain = $mydomain

broken_sasl_auth_clients = yes

smtpd_tls_loglevel = 1

RERE-TXHFEEMEEN, €£maind XFFERENESEET (S LHEERESFR) I#E
BiE, EEETUERE:

#transport_maps =

#smtpd_tls_loglevel =0

#smtpd_tls_cert_file =

#smtpd_tls_key_file =

BRiTam<:

postfix check
REAAHERNESEEMEELERT.

(3) 4wiB/L N mysql_ FT3kHY .cf X§

7£ /etc/postfix/ XHFRE S5 mysql_ FTKBI
mysql_relay_domains_maps.cf,
mysql_virtual_alias_maps.cf,
mysql_virtual_domains_maps.cf,
mysql_virtual_mailbox_limit_maps.cf
mysql_virtual_mailbox_maps.cf ,

e B FE P =R

user = postfix
password = postfix
dbname = postfix

()

user = postfix_user
password = blademaster5
dbname = postfix_db

HWHIIAE, BT EmM S db 32!
postmap /etc/postfix/transport




(4) H%RL SSLIAIERRER
PITU T a2

E_a)@m% openssl req 2R TEEZEEER,

Hsm4

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

RZEM server.key R EEZREIMNFTL, VRICH !
HitpEE ] MRIEIRRES, FRENEA— . 55,
SE=R)m< openssl rsa K127 server.key BYZE1E, FENIIEA,

4, BE Dovecot

(1) gREEZ{F/etc/dovecot/dovecot.conf
1£/etc/dovecot/dovecot.conf SXELERERNN :




(2) FiEEX4/etc/dovecot/dovecot-sgl.conf
S5 /etc/dovecot/dovecot-sql.conf, RN TREAE:

driver = mysql

connect = host=localhost dbname=postfix_db user=postfix_user password=blademaster5

# The new name for MD5 is MD5-CRYPT so you might need to change this depending on version
default_pass_scheme = MD5-CRYPT

# Get the mailbox ( TEEEIZ—%1T)

user_query = SELECT '/srv/maildirs/%d/%u' as home, 'maildir:/srv/maildirs/%d/%u' as mail, concat('dirsize:storage="',
quota) AS quota FROM mailbox WHERE username = '%u' AND active ='1"

# Get the password ( TEHEEINZ —1T)

password_query = SELECT username as user, password, '/srv/maildirs/%d/%u' as userdb_home, 'maildir:/srv/maildirs/
%d/%u' as userdb_mail FROM mailbox WHERE username = '%u' AND active = '1"

# If using client certificates for authentication, comment the above and uncomment the following
#password_query = SELECT null AS password, ‘%u’ AS user

(3) 4riE/etc/dovecot/conf.d/10-mail.conf
7£ 10-mail.conf XHELEEHMN:

mail_uid = 303
mail_gid = 303
first_valid_uid = 300
last_valid_uid = 0

Roundcube {&H Dovecot i\iERt, Dovecot EkiA#Y first_valid_uid 2 500,
i vmail B uid & 303, 25 %/a® Roundcube TEE R,
BT LA ER & /etc/dovecot/conf.d/10-mail.conf,

5. BEI&N RS ERE
MEEREME, #MrICABHbFRS =& N a1HE:

systemctl enable apache2
systemctl enable postfix
systemctl enable dovecot
systemctl restart apache2
systemctl restart postfix
systemctl restart dovecot

6. BECE PostfixAdmin

PostfixAdmin £&EERTE: /srv/www/htdocs/postfixadmin/ ,
E—&EiA4w4E config.inc.php A :

$CONF['configured'] = true;
$CONF['default_language'] = 'cn’;
$CONF['domain_path'] = 'YES';
$CONF['domain_in_mailbox'] = 'YES';

$CONF['database_type'l = 'mysql’;
$CONF['database_host'] = 'localhost’;
$CONF['database_user'] = 'postfix_user’;
$CONF['database_password'] = 'blademaster5’;
$CONF['database_name'] = 'postfix_db';




7EX 55 2817508] postfixadmin ¥R ECE P4t :
http://127.0.0.1/postfixadmin/setup.ph

WMTFERMRR: (MR php5-imap BT R/IEERRIKXAZ php5-imap, BBALE/G apache2 A% )
Postfix Admin Setup Checker

Running software:
¢ PHF version 5.3.17

s Apache/2.2.22 (LinuwSUSE)

Checking for dependencies:
+« Magic Quotes: Disahled - OK
« Depends on: presence config.inc.php - Ok
s Checking $CONF[configured] - OK
« Depends on: MySQL 3.23, 4.0- QK
+ Depends on: MySQL 4.1 - OK {change the database_type to ‘'mysgli'in config.inc.phpth
+ Testing database connection - OK - mysqgliipostiix_usercocx@localhost/postiix_db
o« Depends on: session - OK
« Depends on: pere - OK
« Depends on: multibyte string - 0K
+ Depends on: IMAP functions - Ok

Everything seems fine... attempting to createjupdate database structure

Database is up to date

Change setup password

Setup password | |

Setup password (again) | |

Generate password hash
Since version 2.3 there is no requirement to delete setup.php!
—tJ] OK, FAATLAIRE Setup password, ESBEIX®RY, B Generate password hash,
1%l hash {8, EEZ| config.inc.php XHEHECED: $CONF['setup_password']

$CONF['setup_password'] = 'W|=4 4L HT hash {&";

SR AR ALR 427
http://127.0.0.1/postfixadmin/setup.php
REEEGRAFPRFZE:



http://127.0.0.1/postfixadmin/setup.php
http://127.0.0.1/postfixadmin/setup.php

Everything seems fine... attempting to create/update datahase structure

Database is up to date

Create superadmin account

Setup password | | Lost password?
EER: | | R ot

Ew: | |

T (WiE): | |

it
EIAIIRIRR: “FEEEAMIY (winland@mail.iloveliuging.cn)” .
RIEFPT AME R OTE # A B4R 528 =12 R :
http://127.0.0.1/postfixadmin/login.php

postfix.admin

HERSE fEHERE EUAFSEZE FetchEmal EiEHME EEE &t Z8HF EH

{EL ¥ STTHIGRT B SFIERFE. (7= LA )L TERE MR IR E.
RS EEH R EE— 1 EE.

FRERAREE RS E — 0.

&=iEMR E— R ENR RS —TAr .

Era=m ENRHEERESE.

=R=1=k EEHTXH

iz B B

Postfix Admin 2.3.6 | Logged as winland@maililoveliuging.cn | #EE#HMEE | Returnto change-this-to-your.domain tid
EEFIETA “change-this-to-your.domain.tld” , X4 & config.inc.php ¢y,
B2 ERE AL B SRR AR S B3R BN E,

IRV IARR G : HBRER——) HEE,

postfix.admin

FERSE HEER BEHEAEPEZR Fetch Email HZiEfEE Ed=m &G ZEHE EBH

ki
EA = imail iloveliuging. cn |
fEik: mail server |
Al 5300 | -1= 8/ | 0 = ERE
FEES S 300 | -1 =8/ | 0= EmE
TN EkIA B
SRS E:

#hie


http://127.0.0.1/postfixadmin/login.php
mailto:winland@mail.iloveliuqing.cn

WEMERF: EURAFERE——) HEMAE,

B FetchEmail =ZiE#ifr (E0E il

TEARAIRAP SR — 1~ dRsE.

RFE: fwinland | @ | mail.iloveliuging.cn ¥

S e | POP3/IMAP 53

B (BRIA) |reeeee |

EF Winland Q. Yang| E£=4

iEEh: v

FRERERE. v

R

7. B2E Roundcube

M Roundcube BY&E X # php 89 suhosin.session.encrypt I,
(1) %58 php5 EEEXXH

B Scmig/etc/php5/cli/php.ini, & [MSSQL] EE&RIN—1T:
suhosin.session.encrypt=0ff

sRIaYmig/etc/php5/apache2/php.ini , th27 [MSSQL] E@EHRMN—1T:
suhosin.session.encrypt=0ff

&3 apache2 R,

(2) FEEEREXH main.inc.php
fmi8/etc/roundcubemail/main.inc.php XHHAFENMEREIN N :

$rcmail_config['enable_installer'] = true;

$rcmail_config['support_url'] = 'http://iloveliuging.cn/';

(3) wEHEEEEREXH db.inc.php

B 55 roundcube Fr2BIREVERIEEFIAF.
MITERBIEEGS:

mysql -u root -p

WA, SRBEEMINEERITSQLGHS:

CREATE SCHEMA ‘roundcube_db®™ DEFAULT CHARACTER SET utf8 COLLATE utf8_general_ci;

CREATE USER 'roundcube_user'@'localhost' IDENTIFIED BY 'blademaster5';

GRANT ALL ON “roundcube_db'.* TO ‘roundcube_user @ ‘localhost’;

L SQL L eIELIRE roundcube_db, HBUEERF roundcube_user, 5 blademaster5 ,
SIBTERI LR EIREEE, EH A roundcube_user EREUEER A,

HR, wEHIEEERH db.inc.php, FEET

‘ $rcmail_config['db_dsnw'] = 'mysql://roundcube:pass@localhost/roundcubemail’;

2ok



$rcmail_config['db_dsnw'] = 'mysql://roundcube_user:blademaster5@localhost/roundcube_db';

(4) #t A roundcube ZRITE
http://127.0.0.1/roundcube/installer/

Checkwhich of the supported extensions are installed. Atleast one ofthem is required.

MySQL: OK

MySQLi: 0K

PostgreSQL: NOT AVAILABLE (Mot installed)
S0Lite (2): OK

Check for required 3rd party libs
This also checks ifthe include path is set correctly.

FEAR: OK
MDBZ: OK
Met SMTF: OK
Met_IDMAZ: OK
Mail_mime: OK

Checking php.ini/.htaccess settings

The following settings are required'to run Roundcube:

file_uploads: OK
session.auto_start: OK

zend.zel _compatibility_mode: OK
mbstring.func_overload: OK
suhosin.session.encrypt: OK
magic_guotes_runtime: 0K
magic_guotes_sybase: OK

date timezone: OK

The following settings are optional and recommended;

allow_url_fopen: OK

| NEXT |

mi NEXT,


http://127.0.0.1/roundcube/installer/

&

Roundcube Webmail Installer

-

1. Check environment 2. Create config 3. Test config

Check config files

main.inc.php: 0K
db.inc.php: 0K

Check if directories are writable
Roundcube may need to write/save files into these directories

temp/: OK
logs: OK

Check DB config

DSH {write): OK
DB Schema: NOT OK (Database not initialized)

Initialize database

Test SMTP config

Server: PHP mail{)
Fort: 25

Sender

Recipient

mEHE ey Initialize database, £—£, &3|—1] OK:



Roundcube Webmail Installer

o

1. Check environment 2. Create config 3. Test config

Check config files

main.inc.php: 0K
db.inc.php: 0K

Check if directories are writable
Roundcube may need to write/save files into these directories

temp/: OK
logs/. OK

Check DB config
DSN (write): 0K
DB Schema: 0K
DB Write: 0K

DB Time: OK

Test SMTP config

Server: PHP mail()
Port: 25

Sender

Recipient

Send test mail

AT BATE X AN DU R &2 1 F0 42 U R 44

Test SMTP config Test IMAP config
Server: PHF mail() Server mail.iloveliuging.cn
Fort: 25

Fort 143

Trying to send email. .

SITE send: OK Username fwinland@mail.iloveliuging.

FPassword [s=es=ss |
Sender  |jwinlandi@mail.iloveliuging.

- - — — Connecting to mail.iloveliuging.cn...
Recipient jwinland@mail.iloveliuging. IMAP connect: OK (SORT capability: yes)

Send test mail Check login

MR IERE, 38/srv/www/roundcubemail/ B R FHIF XK installer fflfg,
FEE installer XHRBFHN S RMIENREF,

(5) #Aroundcube @R RMT
http://127.0.0.1/roundcube/



http://127.0.0.1/roundcube/

roundcube @

IEAFERMESE, EWAHIRENEMAIES, tkwl winland@mail.iloveliuging.cn,
AR5 25 2 H SEHRHARSS 8RRV BX IP, B RAINE:

1T GEEE loveliuging.en - & EH
roundcube . AR L BiRR ﬁ i&E
L 1 -
e X - el = L g 23 3| lQ-
Rli# SR o OE2g 7] ilfs 5 EZ
O kea R | x | BEA Al Kb ™ &
Test message from Roundcube % winlandg@mail.iloveliuging.cn EX 0212 541B
hella02 suse!23 SE 0116 7158
sl winland@mail iloveliuging.cn Ef” 1656 649 B
naqq +  winland@mail.iloveliuging.cn B 1707 6308
o winland@mail.iloveliuging.cn EIi= 1530 6498
Test message from Roundcube +  winland@mail.iloveliuging.cn EIA= 16:48 541B
o % winland@mailloveliuging.cn Blp= 1707 6498
i % winland@mailloveliuging.cn £X00:13 6498
i % winland@mailloveliuging.cn 4% 00:12 6498
B> [#z :|z3 3 E139, &0 SN &

o 2

BT RELHMARISAMEERTN T,

BJ AR & X R, (BERT2E AW IP FHZ /T, WARISMERIBRG,
2MEE IP EESR, FUBCEEMEMTRA—RIEIAEBER.



M&T| FE~| Rk

12 EEE T winland0704@126.com (102)~ [ | B | 8T~ | HHEEE

www.126.com

D) mE |

FE | ms | mEes|v| %% - || B | smoset | B9 - [ B ||
FrE 04 | EE v| from roundcube = ==
ETHRBRFF [ s g o windand =winland@roail dovelinging cn= |
EiEE Bt [@: 20135058018 10:26 (281=)
BAiE Wt A ; winlandD 704126 com | HE{ES -
1T FERF ()
5B O from roundcube
Hifi2f3fFE -

LtERET —1M&2hl SMTPS &5, B2 SMTPS B2 4517,
HIFZeMWLEHTBIERE POP3S. IMAPS, BRI HTTPS iEE,

SREEBFRE, FUEFRABMCNMRERSEEETE iRedMail.
http://www.iredmail.org/

iRedMail 7£ openSUSE &b ARSS 28 W :
http://www.iredmail.org/install_iredmail_on_opensuse.html



http://www.iredmail.org/install_iredmail_on_opensuse.html
http://www.iredmail.org/
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