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Vulnerability Feeds Are Not Stable: A 116-Day Exhaustive Observation

via Pre-Publication Inspection

SHINOHARA, SHUNICHI'® NAKAOKA, NORIHIRO''P) KANBE, KoTa!:%

Abstract: External vulnerability feeds are not stable: data temporarily disappears, and published advi-
sories are retroactively rewritten. We implemented pre-publication inspection in the database CI of Vuls, an
open-source vulnerability scanner. It compares each candidate with the previous release through detection
results and detection-criteria structures, withholding publication above a per-target change-rate threshold.
Across all 943 runs over 116 days, 418 threshold-exceeding runs formed 69 source episodes: 59 upstream
(roughly one every two days) and 10 internal. Everyday changes and structural events generally differed by
an order of magnitude. The inspection prevented two incomplete databases and one anomalous candidate
from being released. Backed by end-to-end history, it can serve both as a longitudinal observer and as a
publication safety net.

Keywords: Vulnerability Database, Data Quality, Pre-Publication Inspection, History Management, Soft-
ware Supply Chain
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77 ANMCTET, ZOREGEPEHI—RDANTD
HEWXE -7, FEER O D EZ TY — MLEEHSE
FENT, BAHEPIEREICR 2722 TH D, 13
RS, Efia—- FREBIELK.

FIRHERE & FRAMOHEMHTIE, MEIEE LRV E

IR X NRIIMEL TORWY. R, RO

AN T L BN T 2 TR,

4.6 RQ3-b: BIEYINBD oI 2
—7, MENIRH L THEEFELN TN, Mk EM

DWRITIFRGE LIHBD 2 D 5. MEIZET 2T LT

NEEFE T 20, mEH7% promote 1 AFEA2HINT T 5.

(1) AlmaLinux errata O#ER: 1 HEHZ BB O FEFED
HY, 7 FALFVE 279 D & —KE 60 AT L
7z, HIFRES N7 FALF VNS LTV 434 CVE
D5 376 4 (87%) 1F 7 4+ — 2R LR, o
7z kernel 7 RoSA H U S REI RS 73 8w r —I
5228y I —I AR L7z, BMEISHHERC 99.2%,
BERUFFICIIRA 4283% THREILZ. L L, ¥
H U7z FAIL Zf#E 3 2 BRIcA R L — X 23R el =
promote U, FIRMEZZIRNF L. FHAICHKHRRTO
Iy INANZEELTEZRL, RIJEE»SH
Ko R8T BRI 2 A U= (4.3 Hi).

(2) VulnCheck —&O—JL 77 k: 4 CPE(Common
Platform Enumeration) 2 —#5 3 28 —a I v b
W& D, 145672 7 7 4 )L, 957 FiTAsEINE iz, K
KD DB F = v 71X ecosystem KT cpe 28.9% ¥ ¥}
&L, 1##E promote Tz, FHERIZY — RAHE[T
HitBE T2, By — RT3 189.6%& L L, FEHEA
D 60~T5%NIHART 2IBITZBAT W, ZOHEHIZRZ
I, LAR— bt eREE Y — RABAAZLE LTz (2.6 ).

2 s, ETOMREERFREETIIRIAILE. Ko
2R, LAR— b OfEREE NIRRT TH 5. HI
amoEE 7wy 7, KEETEKRROEBL AR, KR

RECHERR I RN ZHE OB HRETH 5.

5. ER

5.1 EHLEEZILHZIEK

F# 69 1FD 55 55 FITIEY R EIREAETH - 72, FE)
I TRE ) oBFETERL, RN AR —HR 2N &
HE) oaRTHD, B I Mbwv. flzxiE,
822 CVE % & h — 1 VRIS 5,312 MAISF O —4E 5T
X, [EYTHRBRNCHERT 2MiE2rD 2. =R LEEE
DOHERMMEIERLLTE ST, 55 (F IR TEHERHRES
YERTZHOI TRV, REEDEZ, ESREHEIIHN
FARTRERRICIE S 2 REBA B T h, KIEMEHELZHD



(AXKFEHE) 1F override 12 ML U THERR & RF D KEEI~N
B£hTx3, WO OHEALOTHTH B.

5.2 Fx v DML CLEBRIE

CVRF £H%&TlX, DB F = v 7% Windows B 71
77 LDFXF—RERTRHEBL TV, F—IHff<
CVEMHATH 0% 7otz —7, Do lEERHMOBA %
X TREZ LD, #IZ, fixture IZRWITRSe, HAIE
BAEEZBONEEEDOKRZLIT DB 22X 5. B
ZREATHETZ2 22T, —ADERED I /Do 7.

Do 72U D358 L 7= episode X 0 - TH D, Do 721 HHE
Z 5 HEERITIIEHAI S ko7, —FH, XA¥ v F DN
AFV VY —RDMICH AT — FOLHEFZ DB NEBIZ
KX 372, DB L BIFER £ v FOEHABMIE—HKL
720, Do & Z DRffEIZ IR L, MkfeRH 42 —2DIHRR
OB NSRRI CHERT 5, A>T b 2BIDIE
Hift (2.2 8) T aEET A MTH S, BMIEE) 0 Hik
AREBEARNIC Y BZGRITDE LR o 72 2 2 BRI T,
F v P ARETHS ZEITRIBRW.

BN ESERE LG L. vV — RBEN{bE, TR
cpe K72 - 7-Z&)%, vulncheck-nist-nvd2 @ 110 {775
nvd-feed-cve-v2 D 24TET 7 Y — AN T X7z, BYH
fITl&, VulnCheck HEH] & [FE O FmHUIBHEI L TWRW.
72, BEMR Y BRI T override DIEXIIZ 2, —FH 71
HMBIEMNIC FAIL U7z, BEIE grooming I /AR % [H]
FHZHEFHME L T\ 5.

5.3 ZEMAIX FDOERE

R 943 run H 420 run(44.5%) Z 1k 7=, F# pro-
mote (X 116 HRET 92 unique digest, 1 H%7= b 0.79 4T
Holz. 72720 2 HHCIEE— A4 XY S ANDRTE & FFE
RZF N ZD promote RERDIDIE TN, FHEA XY MK
PRI L 1IX—F L 72\, promote T BIGE OMERRIE 1 1
HT=DE5372H, promote T X RWIGE IR KRG M R
2ET5.

fail sequence DFFHEARFRIIEHILIE 11 K, 90 S—t >~
KAV 48 R TH o 7z. run HALD FAIL ® 50%AH+H
I NDIE, ERARY FASEERICES 55 Tldk
{, FHH"E T promote N3, MLEEZTHEDIEL
BMHEXN27-DTH5. LiehoT, Rl EIgAR
L —XDINERMZRT. £, REPIXERRZEEL
feld 270, EERREIIHH CVE O RBLUELE X v 5 5l
DV AT L. WAIOWE, AEWIR, HIFREIZIGTZ

RERR Y, BHBROEHRGPRETDH .

FIEREIZ DB = v 78 177, Dn & Do % & URA]
Fxy 790 T, 6 FEBEHO ClLIcERTER. F&H
RHERNFETRE TR, MERICABOHIZET 2 2k
THhot-.

54 HIBEIIHEORERIA—RL—IIZHS

TREMNOTFRAFPa— FLEa—FFTi, EN%o
T=ZDPERMZIEL W & Z2REET E W, 5B, Bo
BDEZIZEZY — MREZay AL BfFT 2 b EE
WL, HAODOKHBRHEEEDE L THIDTRO» -7
INBARTRRER X, FEEHTETE RS ERYIOIR 2 8V E RE
THRBOER L L THAEL /2.

BARRANEE 2 AT U T B2 2, fE L
WRIZTIH FAIL 32 Z 2R L TRAZRHT 2, &
Vo ZzHEIcbFIHTE 3. REHATIE—XAEO %
Alz—Y =¥ MZERZE—77, RPLDOMEE L promote 1
NBNCRRE U7z (2.5 ). AR FAED®EL, Markth
T, AKBIABT, tWHIKESHETH 3.

6. PBIEAT

6.1 HEEEMEDB 71— RFORERE

NVD 23U & 3§ 2591 DB IoWTIE, 8-
Y a v OREE [6), mEEE L HENEIE (7], EIEH72 DB [
7= B HEENT VWS, F/z, AF % F% SCA(Software
Composition Analysis) V' — /LI D#FIZED, FIH T2 DB
DEICHKT 22 dMESIN TS [9], [10]. NVD en-
richment {2 QMR [11], [12] 1%, LiROERRED
TRAERT 2 Z L 2RT.

BRERA YTV RAT7 4 —RFTE, &, ALy,
BBAE, EREMER Y%7 4 — FHEITHEL, EEO RIS
EDR I EAVRINTWVS [13], [14], [15]. Wiid
AN HER DB 7 4 — RE T 2 HMHETH D,
AR U ARV O 2 A A 75 A Y NTHIER
U TR AL 2 N BRI AR T 5.

FEWNTIE, JVN O42% [16] L%, OSS DMaggiEEER
# [17) ®° PSIRT [M]iF R 7V — =¥ 7 [18] S LT
Z7z. JVN iPedia OERIRI L R — b [19] 1&, 2024 FD
NVD ~BHELEIC X > TEKN DB OERBARMAP LIz &
ZWELTWVWS. 74— FNEORRIALENZ TiRD
R4 T T4 2 TREEIHIL - EAMER, Fi ok
#HiPHTIE R Y72 570,

6.2 T—ANATSAORERE

7 — X WEMREICE, SR W2 771 [20], [21]
&, BEDOEITIBIED Sl 28 3 2 757 22], (23] Hid
3. ARG EVDE, HLWT =&y FHEHED
B L7235 A ML EF LV OEEEZ LD 25— N TH
D [24], BREL DESTNRTOFHAZRE T 2 R0
35.
ABFRIFNHGET T2  Meg5E D AIE S & MRS %
g U, BEEFAEEMY = OFE) promote 2N 7 B —ITHH A4
AA, FEBEEE FROMMTEHNCFIH S 2. ERTARR
A Z 7k § 5 differential testing[25] DR 77 M~



DOHEATDHH 5.
7. &HDHIC

EREEx, By, #kcE b, 7F Ui
CHREINSG. Lard, ZORFIIIEYREETH 5.

RQ1 Ti&, BIMEREE 418 run % 69 HRICENL, 2T
DRI XD, EFE¥R 59 4 (F8 2 Hic 1 #F) & Hii
B3R 10 BFICIRE L. RQ2 T, ARTF— X DEHK,
WET KA P DR, BEHIFEBRD VR Z S L.
ERPMERRE B D T FRTIEFRAERICZ DA S, RQ3
T, REDB 2 BELRERM | FORBZEIWEA,
Ai#EY) 72 promote b B o 7=, MEDRILT % DIXHEMRE
ETTHY, REHBNIAMICES.

AW, V—REBM0ED, BT X2 BIEEEH,
BN HIBRD 7 HE, BEERREWS & HIWTEYE 2/ 2 /- FEIEGE
HEZ. FEROEANZSIICE, EELZaIy bAOY
VEDEPNERBRE»SDETLE WSS HAONES. £2THED
JBIEICH D < NBARTRE X, EIROMEEIERI Y DB N
e R CHHATREE T 2. AifHREE L imEn
RAEFIRE L T T4 > ORE 2] ND, K%
SHETHH 3.

S, NERF ORI, B0 HIBR O IEFRRIE,
baseline E#f OFIE, WE L AR ONE, BHHMHHOER
Mo MagstE DB G & o Ll HL D #HTe.

BEXH

[1]  Vuls: Vulnerability scanner.
future-architect /vuls.

2] HhREERGA, BEE—. REZ IS ROME B & B IE
BEF. Ay Ea—&tFa) T4 RIY L 2025 (CSS
2025), 2025.

[3]  vuls-data-update.
vuls-data-update.

[4]  wvuls2. https://github.com/MaineK00n/vuls2.

[6]  vuls-data-db. https://github.com/vulsio/vuls-data-db.

[6] Ying Dong, Wenbo Guo, Yueqi Chen, Xinyu Xing,
Yuqing Zhang, and Gang Wang. Towards the detec-
tion of inconsistencies in public security vulnerability re-
ports. In 28th USENIX Security Symposium, pp. 869—
885, 2019.

[7]  Afsah Anwar, Ahmed Abusnaina, Songqing Chen, Frank
Li, and David Mohaisen. Cleaning the NVD: Compre-
hensive quality assessment, improvements, and analyses.
IEEFE Transactions on Dependable and Secure Comput-
ing, Vol. 19, No. 6, pp. 4255-4269, 2022.

[8]  Juehao Lin, Xuanxiang William Wang, Manuel Egele,
and Gianluca Stringhini. A comparative analysis of nvd,
jvndb and cnvd: Insights into global and regional vul-
nerability reporting. In Proceedings of the ACM Asia
Conference on Computer and Communications Secu-
rity (ASIA CCS), pp. 1323-1338, 2026.

[9] Nasif Imtiaz, Seaver Thorn, and Laurie Williams. A
comparative study of vulnerability reporting by software
composition analysis tools. In ACM/IEEE Interna-
tional Symposium on Empirical Software Engineering

https://github.com/

https://github.com/MaineK00n/

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[23]

and Measurement (ESEM), 2021.

Yekatierina Churakova, Mathias Ekstedt, and Larissa
Schmid. Vexed by VEX tools: Consistency evaluation
of container vulnerability scanners. arXiv:2503.14388,
2025.

VulnCheck. The real danger lurking in the
NVD backlog. https://www.vulncheck.com/blog/
nvd-backlog-exploitation, 2024. (Accessed 2026-07-29).
Anchore. The NVD enrichment crisis: One year later.
https://anchore.com/blog/nvd-crisis-one- year-later/,
2025. (Accessed 2026-07-29).

Vector Guo Li, Matthew Dunn, Paul Pearce, Damon
McCoy, Geoffrey M. Voelker, Stefan Savage, and Kir-
ill Levchenko. Reading the tea leaves: A comparative
analysis of threat intelligence. In 28th USENIX Secu-
rity Symposium, pp. 851-867, 2019.

Xander Bouwman, Harm Griffioen, Jelle Egbers, Chris-
tian Doerr, Bram Klievink, and Michel van Eeten. A dif-
ferent cup of TI? the added value of commercial threat
intelligence. In 29th USENIX Security Symposium,
2020.

Harm Griffioen, Tim Booij, and Christian Doerr. Quality
evaluation of cyber threat intelligence feeds. In Applied
Cryptography and Network Security (ACNS), LNCS
12147, pp. 277-296, 2020.

STHER, SHES, TEEA. MBI RERT — 2 X—
A JVN OfRR. 1HHILEEY X5 5CGE, Vol. 46, No. 5, pp.
1256-1265, 2005.

BEPOAG, REEE, B, ILNFE. A -7 >y -2V
7 U =T MR E UM SIEHEIEROIE & . 2
VEa—&tFx a2V T4 YERI YL 2024 (CSS 2024),
2024.

SHM, REEE, N, IR MRS, KF 2
i, BB —, TR dLgh, MR TEE. PSIRT AT Magste R
2V — = I e B Y A ZFHIlEA. 2 P a—&
X2V T4 KET YA 2024 (CSS 2024), 2024,
TEECAL P HE AR, MRS MEN SRl T — &R — 2
JVN iPedia OEFRIRPL. https://www.ipa.go.jp/security/
reports/vuln/jvn/. PUFEHAL R—b.

Sebastian Schelter, Dustin Lange, Philipp Schmidt,
Meltem Celikel, Felix Biessmann, and Andreas Graf-
berger. Automating large-scale data quality verification.
Proceedings of the VLDB Endowment, Vol. 11, No. 12,
pp. 1781-1794, 2018.

Eric Breck, Marty Zinkevich, Neoklis Polyzotis,
Steven Euijong Whang, and Sudip Roy. Data valida-
tion for machine learning. In Proceedings of Machine
Learning and Systems (MLSys), 2019.

Dezhan Tu, Yeye He, Weiwei Cui, Song Ge, Haidong
Zhang, Shi Han, Dongmei Zhang, and Surajit Chaud-
huri. Auto-validate by-history: Auto-program data qual-
ity constraints to validate recurring data pipelines. In
29th ACM SIGKDD Conference on Knowledge Discov-
ery and Data Mining (KDD), 2023.

Sergey Redyuk, Zoi Kaoudi, Volker Markl, and Sebas-
tian Schelter. Automating data quality validation for
dynamic data ingestion. In 24th International Confer-
ence on Extending Database Technology (EDBT), pp.
61-72, 2021.

Shreya Shankar, Labib Fawaz, Karl Gyllstrom, and
Aditya G. Parameswaran. Moving fast with broken data.
arXiv:2303.06094, 2023.

William M. McKeeman. Differential testing for software.
Digital Technical Journal, Vol. 10, No. 1, pp. 100-107,
1998.



