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Introduction

No Screenshots.



Chapter 1 - WiFi Explorer Pro 3 Product Overview
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eve M B ® Active Scanning: Wi-Fi | intuitibits @ 44 [ 50Hz | 160MHz [ MCS3 || NSS1 | saambps QM 3¢ wi]
{5 Detautt s All 2.4 GHz GHz  6GH. Open  Secure Qv
BSSID Network Name Vendor Signal Chan. Channel Width Band Mode Security Seen
| FA'E2:CB:EA:D6:1A  intuitibits-6e & [ Ubiquiti Networks Inc. -67 dBm 44 160 MHz 5GHz a/n/ac/ax WPA3 (SAE) Just now
| F6:E2:C6:EA:D6:1C  intuitibits-6e A @M Ubiquiti Networks Inc. -62 dBm 213 160 MHz 6GHz ax WPA3 (SAE) Just now
I] intuitibits & u Ubiquiti Networks Inc. 160 MHz a/n/ac/ax WPA2 (PSK) Just now
| F4:E2:C6:EA'D6:19  intuitibits & M@ Ubiquiti Networks Inc. -63 dBm 6 20 MHz 24 GHz bjg/njax WPA2 (PSK) Just now
l F4:3C:3..D:D5:36 Shark_R...b0dd536 @ HUNAN FN-LINK TEC. -94 dBm 6 20 MHz 24GHz bjg 2 sec ago
I EC:C3:0...2:D0:48 Tucker Home 6 @ HUMAX -91 dBm 36 80 MHz 5 GHz ajnfacfax WPA2 (PSK) Just now
] EC:C3:0..2:D0:44 Tucker Home 6 @ HUMAX -75dBm 3 20 MHz 24GHz bjg/n WPA2 (PSK) Just now
DE:EC:5...7D:EE:5A B % Belkin International Inc. -90 dBm n 20 MHz 24 GHz b/g/n WPA2 (PSK) 45 seca...
I D8:EC:5...D:EE:5A maincontrol B % Belkin International Inc -90 dBm n 20 MHz 24 GHz bjg/n WPA2 (PSK) 45 sec a...
CA:4111E:52:6A:B2 £ % Belkin International Inc. -84 dBm 1 20 MHz 24GHz bjg/n WPA2 (PSK) Just now
Network GHz Advanced Details
(] Length Information Element Details
35 2bytes > & TPC Report Transmit Power: 24 dBm, Link Margin: 0
45 26 bytes > & HT Capabilities 20/40 MHz, Short Gl for 20 MHz, Short GI for 40 MHz, 2 Spatial Streams
48 24 bytes v O RSNE Group Cipher: CCMP-128; Pairwise Cipher(s): CCMP-128; AKM Suite(s): PSK, FT over PSK
Element ID: 48
Length: 24 bytes
RSN Version: 1
Group Cipher Suite OULI: 00-OF-AC (IEEE 802.11)
Group Cipher Suite Type: CCMP-128 (4)
Pairwise Cipher Suite Count: 1
v = Pairwise Cipher Suite List
Pairwise Cipher Suite OUI: 00-0F-AC (IEEE 802.11)
Pairwise Cipher Suite Type: CCMP-128 (4)
Auth Key Management Suite... 2
> Auth Key Management Suite...
Q nformation Elements: 24, Displayed: 24 (100%)
Networks Found: 49, Displayed: 49 (100%), Selected: 1 (2%) C

Figure 1-1 - WiFi Explorer Pro 3 User Interface

LA N ] 5
4 o
A W
N | Apply a display filter ... <&/>
No. Time

ARRISGro_b9:71:df .. AmazonTe_81:6e:36 ..

137.. 15.212413 B@2.11 57 Flag

137.. 15.21253@ ARRISGro_b9:71:df .. AmazonTe_25:44:cd . 802.11 57 802.11 Block Ack, Flag

137.. 15.214558 ARRISGro_b9:71:df .. AmazonTe_fb:63:1b .. B802.11 57 882.11 Block Ack, Flag

137.. 15.214661 ARRISGro_b9:71:df .. AmazonTe_25:44:cd .. 802.11 45 Request-te-send, Flags

137.. 15.214776 AmazonTe_25:44:cd .. ARRISGro_b9:71:df .. B802.11 57 882.11 Block Ack, Flag

137.. 15.215164 AmazonTe_81:6e:36 .. 802.11 39 Acknowledgement, Flags

137.. 15.252599 le:48:be:25:44:cd .. AmazonTe_@7:69:f9 .. B02.11 57 802.11 Block Ack, Flag

137.. 15.254089 ARRISGro_b9:71:df .. AmazonTe_25:44:cd .. B02.11 57 862.11 Block Ack, Flag

137.. 15.255671 ARRISGro_b9:71:df .. AmazonTe_fb:63:1b .. 8062.11 57 802.11 Block Ack, Flags

137.. 15.255783 AmazonTe_25:44:cd .. ARRISGro_b%9:71:df .. 802.11 57 802.11 Block Ack, Flags:

137.. 15.257257 ARRISGro_a%9:9f:cf Broadcast 802.11 343 Beacon frame, SN=2113,

137.. 15.279455 3 Broadcast 802.11 323 Beacon frame, SN=3769, FN=i .
137.. 15.283125 c6:@86:c3:4f:eb:eb .. ca:@6:c3:4f:eb:db .. 802,11 57 882.11 Block Ack, Flags=........C

Frame 13731: 462 bytes on wire (3696 bits),
Radiotap Header v@, Length 25
802,11 radio information
I1EEE B@2.11 Beacon frame, Flags: ....
IEEE 802.11 Wireless Management
Fixed parameters (12 bytes)
Tagged parameters (397 bytes)
> Tag: SSID parameter set: VM282651-5G
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54,
Tag: DS Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): DTIM @ of 2 bitmap
Tag: Country Information: Country Code GB, Environment Any
Tag: Power Constraint: 3
Tag: TPC Report Transmit Power: 12, Link Margin: @
Tag: RSN Information
Tag: HT Capabilities (862.11n D1.18)
Thmi UT Tafaemntinn (007 11~ R1 181

8030 6f 36 1@ 8d dd 63 84 @0 00 64 00 11 05 @0 Bb 56  06::--:: «d--:e:V
Tag. 13 bytes. .

462 bytes captured (3696 bits) on interface end, id @

[Mbit/sec]

Figure 1-2 - Wireshark User Interface
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Figure 1-4 - Spectrum Analyzer screenshot
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@ o >
Default
BSSID
A8:BD:27:33:F4:78
AB:BD:27:33:F4:77
A8:BD:27:33:F4:76
A8:BD:27:33:F4:74
A8:BD:27:33:F4:71
A8:BD:2...3:93:DA
A8:BD:2...3:93:D7
A8:BD:2...3:93:D5
A8:BD:2...3:93:D4
A8:BD:27:33:93:D1
A8:BD:2...3:93:C7
A8:BD:2...3:93:C4

| AsBD:27:33:93:C1
AB:BD:2...3:89:5A

All
Network Name
MIA-CA
MIA-GUEST
MIA-CORP
MIA-WiFi
MIA-U
MIA-CUS
MIA-CORP
MIA-STS_Latam
MIA-WiFi
MIA-U
MIA-CORP
MIA-WiFi
MIA-U
MIA-CUS

Networks Found: 180, Displayed: 73 (40%)

File: MIA_202

Vendor

HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPE Aruba Networking
HPF Aruba Networkina

MIARLGORP

30304 | Saturday, March 4, 2

Signal
-69 dBm
-61 dBm
-69 dBm
-72 dBm
-65 dBm
-78 dBm
-80 dBm
-80 dBm
-81 dBm
-78 dBm
-75 dBm
-73 dBm
-73 dBm
-39 dBm

Spectrum 2.4 / § GHz

36 40 44 48

t12:38:54 PM

Channel
44
44
44
a4
a4

161
161
161
161
161
1
1
1
157

Channel Width
40 MHz
20 MHz
20 MHz
40 MHz
40 MHz
40 MHz
20 MHz
40 MHz
40 MHz
40 MHz
20 MHz
20 MHz
20 MHz
40 MHz

Band
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
24 GHz
2.4 GHz
2.4 GHz
5 GHz

Mode
a/nfac
a

a
a/nfac
a/njac
afnfac

a/nfac
a/nfac
a/nfac

bjg/n
b/g/n
aln/ac

Channel Utilization

57%
53%
53%
61%
57%
36%
38%
36%
34%
36%
38%
39%
39%
43%

Figure 1-5 - Screenshot of WiFi Explorer Pro 3 (the premiere Wi-Fi scanner!)

Qv dot11.net.ssid ~~ MIA

Security

WPA2 (PSK)

WPA2 (802.1X)

WPA2 (802.1X)
WPA2 (PSK)

WPA2 (802.1X)
WPA2 (802.1X)

WPA2 (802.1X)
WPA2 (802.1X)

WPA2 (802.1X)
WPA? (PSK)
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Chapter 2 - WLAN Scanning Theory

I8 Application
‘3 Presentation
5 Session

M Transport

3 Network

802.11 PHY

Figure 2-1 - OSI 7-layer model with 802.11 layer mapping

PR Data Link B

L b =

2.4GHz: Ch1 2.4GHz: Ché
5GHz: Ch 36 User Phone 5GHz: Ch 44

D “
_J\ SSID="Corporate" I_\ I\ SSID="Corporate" '\

J SSID="Corporate" \ﬂj
2.4GHz: Ch11
5GHz: Ch 52
o N =

Figure 2-2 - AP channel allocations
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L

—_
o

2.4 GHz Ch1, SSID=Corp, BSSID=18:35:41:A9:9F:C1
2.4 GHz Ch1, SSID=Guest, BSSID=18:35:41:A9:9F:C2
5 GHz Ch 36, SSID=Corp, BSSID=18:35:41:B4:EA:11
5 GHz Ch 36, SSID=Guest, BSSID=18:35:41:B4:EA:12

N

o4

| I

2.4 GHz Ch6, SSID=Corp, BSSID=18:35:41:A9:3C:01
2.4 GHz Ch6, SSID=Guest, BSSID=18:35:41:A9:3C:02
5 GHz Ch 44, SSID=Corp, BSSID=18:35:41:B4:FE:21
5 GHz Ch 44, SSID=Guest, BSSID=18:35:41:B4:FE:22

o

N

- \J

NI

2.4 GHz Ch11, SSID=Corp, BSSID=18:35:41:22:D4:11
2.4 GHz Ch11, SSID=Guest, BSSID=18:35:41:22:D4:12

5 GHz Ch 60, SSID=Corp, BSSID=18:35:41:F1:FE:41
5 GHz Ch 60, SSID=Guest, BSSID=18:35:41:F1:FE:42

“f

Figure 2-3 - BSSIDs for two SSIDs across the 2.4 GHz and 5 GHz radios
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1 | 1 1
: Channel 1 | Channel 6 :/ Channel 11 :
1 | b 1
X Channel 2 \ Channel 7 \; Channel 12 X
1 1 B S 1
Y @2 ey 80992990 Uk 1
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: | o !
! Channel 4 / Channel 9 \

]

]

]

]

]

]

1
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Figure 2-4 - 2.4 GHz band
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E o = 7
L >y L]
/ AP1 40 MHz channel
| Ch3s Ch4o |
5GHz: Ch 36 + 40 : i
Sec :
---------- T e > !
‘ “ 40 MHZ 'l
__I\ SSID="Corporate" lu L —— .
) [ ——————————————————— \I > SSID="Corporate'
i AP240 MHz channel | __{}----~"
| Ch3s Chao | 5GHz: Ch 40 + 36
: <_+“ :
1 40 MHz :
- - i - .

Figure 2-5 - OBSS when using bonded channels

! UNII-1 ! UNII-2 v UNII-2 Extended
1 1 1 1
! 3 40 44 48 . 52 56 60 64 . 100 104 108 112 116 120 124 128
' G\ /’_\\ /’—‘v\ ,—\\ : i [\ //'_“\ / G\ : ' ,/—‘ //_\ B\ ,_\\ /’"—\\ '—\\ ,’_\\ ,/—.
20MHz y VvV V¥V \'/ \/ \N/ \/ \!' '/ \/ N/ \N/ \/ \/ [
1 | 1 1
. ' i
40MHz ! ' b
L} 1 1 L}
: B | P
80MHz : \t ¥
! } {7
5.170GHz 5.250GHz 5.330GHz 5.490GHz
UNII-2 Extended  « . UNII-3 L ISM .
132 136 140 144 147 153 157 161 165
20MHz i / '\\ ‘,/ \\\ //, \\\ /// \ E E //' \ ) / \\\ /, \\\ ’,/ \\\ E // \\‘ E
A \/ \/ \/ N L \/ \/ \/ \ Y
. : :
40MHz i ] :
' L} 1 ]
L 1 1 1
80MHz oy : :
{ : -
5.730GHz  5.735GHz 5.815GHz 5.835GHz

Figure 2-6 - 5 GHz Band
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| UNII-5 :
i1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93
20MHz !
40MHz
80MHz | !
5‘.9256"2 6.4256'12.
; UNII-6 H UNII-7 ;
197 101 105 109 1131 117 121 125 129 133 137 141 145 149 153 157 161 165 169 173 177 181 |
20MHz !
40MHz ! : ;
80MHz | ! ]
IS.4256Hl 6.52.;6”2 6.87SGHZ.
; UNII-8 ;
1185 189 193 197 201 205 209 213 217 221 225 229 233 :
20MHz
4O0MHz
80MHz | :
6.875GHz 7.125GHz

Figure 2-7 - 6 GHz band
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b User Phone Y

Figure 2-8 - APs broadcasting beacon frames

IEEE 802.11 wireless LAN

N A | Lyopoosps ol

S—1 ———

Receiver address

Transmitter address

BSS% mgmm%
T
e VTR

- -
- -

A\

Tagged parameters (332 bytes)

ANY

Figure 2-9 - Beacon frame format
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> Frame 71: 369 bytes on wire (2952 bits), 369 bytes captured (2952 bits) on interface en@, id @
> Radiotap Header v@, Length 25
> 802.11 radio information
> IEEE 802.11 Beacon frame, Flags: ........ G
~ IEEE 802.11 Wireless Management
v Fixed parameters (12 bytes)
Timestamp: 1962171187688
Beacon Interval: ©.102400 [Seconds]
> Capabilities Information: ©x0111
v Tagged parameters (384 bytes)
> Tag: SSID parameter set: "Zyxel 444D _5G"
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
» Tag: Country Information: Country Code E@, Environment All
> Tag: Power Constraint: @
> Tag: TPC Report Transmit Power: 19, Link Margin: @
> Tag: RSN Information
> Tag: QBSS Load Element 802.11e CCA Version
» Tag: HT Capabilities (802.11n D1.10)
> Tag: HT Information (80€2.11n D1.10)
> Tag: Extended Capabilities (8 octets)
> Tag: VHT Capabilities
> Tag: VHT Operation
> Tag: Tx Power Envelope
> Tag: Vendor Specific: Microsoft Corp.: WPS
> Tag: Vendor Specific: Broadcom
> Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

Figure 2-10 - Beacon frame tag summary

v Tag: SSID parameter set: "Zyxel 444D 5G"
Tag Number: SSID parameter set (©)
Tag length: 13
SSID: "Zyxel 444D _5G"

Figure 2-11 - SSID element

v Tag: QBSS Load Element 802.11le CCA Version
Tag Number: QBSS Load Element (11)
Tag length: 5
QBSS Version: 2
Station Count: 7
Channel Utilization: 41 (16%)
Available Admission Capacity: © (© us/s)

Figure 2-12 - BSS load element
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v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
> Group Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1
> Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 1
> Auth Key Management (AKM) List 00:0f:ac (Ieee 802.11) PSK
> RSN Capabilities: ©x008c
PMKID Count: ©
PMKID List

Figure 2-13 - RSN information

> Frame 1600: 147 bytes on wire (1176 bits), 147 bytes captured (1176 bits) on interface en@, id @
> Radiotap Header v@, Length 25
> 802.11 radio information
> IEEE 802.11 Probe Request, Flags: ........ C
v IEEE 802.11 Wireless Management
v Tagged parameters (94 bytes)
> Tag: SSID parameter set: Wildcard SSID
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: HT Capabilities (802.11n D1.1@)
> Tag: Extended Capabilities (8 octets)
» Tag: VHT Capabilities
> Ext Tag: HE Capabilities

Figure 2-14 - Null probe request

Frame 118: 204 bytes on wire (1632 bits), 204 bytes captured (1632 bits) on interface en@, id @
Radiotap Header v@, Length 25

802.11 radio information

IEEE 802.11 Probe Request, Flags: ........ C

IEEE 802.11 Wireless Management

v Tagged parameters (151 bytes)

Tag: SSID parameter set: "Zyxel 444D 5G"

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: HT Capabilities (802.11n D1.10)

Tag: Extended Capabilities (11 octets)

Tag: VHT Capabilities

Ext Tag: HE Capabilities

Tag: Vendor Specific: Apple, Inc.

Tag: Vendor Specific: Epigram, Inc.

Tag: Vendor Specific: Microsoft Corp.: Unknown 8

Tag: Vendor Specific: Broadcom

£ v v v v

VW W OV WY W Y Y Y

Figure 2-15 - Directed probe request
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User Phone

< Probe Request
IIIIIII ______ FEOE&JQgsEpggﬁ’_ >

N

SSID="Corporate" / 4 I\ SSID="Corporate"
1
]
I
I

SSID="Corporate"
x F 2|

Figure 2-16 - Probe request and probe responses

{ v v v w

>

VW W W W WY W Y WYY VY Y Y

Frame 119: 462 bytes on wire (3696 bits), 462 bytes captured (3696 bits) on interface en®, id @
Radiotap Header v@, Length 25

802.11 radio information

IEEE 802.11 Probe Response, Flags: ........ C

IEEE 802.11 Wireless Management

> Fixed parameters (12 bytes)

v Tagged parameters (397 bytes)

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

SSID parameter set: "Zyxel 444D 5G"

Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Country Information: Country Code E@, Environment All

Power Constraint: @

TPC Report Transmit Power: 19, Link Margin: @

RSN Information

QBSS Load Element 802.11le CCA Version

HT Capabilities (802.11n D1.10)

HT Information (8062.11n D1.10)

Extended Capabilities (8 octets)

VHT Capabilities

VHT Operation

Tx Power Envelope

Vendor Specific: Microsoft Corp.: WPS

Vendor Specific: Broadcom

Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

Figure 2-17 - Probe response

15



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

Probe Request (PSC Channel) ax
80MHz Bonded Channel Frobs Bepones [ ]
f 20MHz 20MHz 20MHz 20MH 20MHz 20MHz 20MHz 20MHz

Non Non Non Non
PSC PSC PSC PSC Channel PSC 6GHz
Channel Channel \ / Channel \ / Channel Channel Channels
1 5 29
Figure 2-18 - PSC channel probes
Default & T Al 24 GHz 5 GHz Open  Secure > Q-
BSSID Network Name Vendor Signal Channel Streams SNR
I] 94:18:65:B6:DC:48 a8 N Netgear Inc. 4
l 94:18:65:86:DC:25 VM202651-2G 5 [ Netgear Inc. -51 dBm | 1 2 32dB @
l 52:0D:10:D1:A9:01 Virgin Media & > ARRIS Group Inc. -57 dBm @ 6 2 39dB ©§
I D4:20:B0:8A:31:61 VM202651-2G 8 .2f Mist Systems Inc. -62 dBm | 1 4 34dB @
i
Network Details Signal Strength Spectrum 2.4 [ 5 GHz Advanced Details
D Length Information Element Details
192 5 bytes > O VHT Operation Channel Width: 20 MHz or 40 MHz, Channel Center Frequ...
195 5bytes > ¢J Transmit Power Envelope Local EIRP
30 bytes v (& Reduced Neighbor Report Channel: 37 (80 MHz), BSSID 0: 94:18:65:B6:DC:62, Short...
Element ID: 201
Length: 30 bytes

v — Neighbor AP Information:
> = TBTT Information Header:

Operating Class:

Channel Number:

= TBTTO

BSSID:
Short SSID:
> == BSS Parameters:
20 MHz PSD:
¥ = TBTT1

dot11.reduced_neighbor_report

Neighbor AP TBTT Offset:

Channel 37 Operating Class 133 (80 MHz)
0x0d10

133 80 MHz

37

Unknown 0xff
94:18:65:B6:DC:62 (Netgear Inc.)
OxFA150FFC

Oxdc

11.0 dBm/MHz

Information Elements: 22, Displayed: 22 (100%)

Figure 2-19 - Reduced Neighbor Report data

16
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RNR: | also have
networks available on
channel 37 on 6GHz

\J Beacon

5GHZ Radio

<

Probe Request (Channel 37)

o

Probe Response

>(««o

<

Figure 2-20 - RNR operation

6GHZ Radio

AP
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Chapter 3 - Local Data Acquisition

70:F1:96:44:8B:92 (A]
18:82:8C:C6:9C:73
00:1D:C9:09:68:01
9C:1E:95:1B:43:82 (A
10:78:5B:DC:EF:12
6E:F1:96:44:8B:96 (A
70:F1:96:44:8B:96
18:82:8C:C6:9D:DB
04:17:B6:EC:A7:83
AO:FF:70:3E:06:A8
AO:FF:70:3E:06:A5
1A:82:8C:E6:9C:74
8C:76:3F:7E:09:F3
9C:3D:CF:4C:36:9C
8E:76:3F:7E:09:F3
EC:6C:9A:16:2F:8F
18:82:8C:C6:9C:74 3
96:76:3F:7E:09:F3 o

GHG

eee M ) © Active
5 pefault ¢ 7 LAl 24GHz 5GHz Open
BSSID Vendor

Actiontec Electronics Inc.

1 Arcadyan Technology Corp.

GainSpan Corp.

Actiontec Electronics Inc.
Actiontec Electronics Inc.
Actiontec Electronics Inc.

) Actiontec Electronics Inc.

Arcadyan Technology Corp.

Smart Innovation

#* Vantiva USA
# Vantiva USA
Arcadyan Technology Corp.

CommScope
Netgear Inc.
CommScope

Arcadyan Technology Corp.
Arcadyan Technology Corp.

CommScope

Networks Found: 53, Displayed: 563 (100%)

dBm

-60dBm —|

-92dBm —

Secure

Network Name
TELUS2438
TELUSWIFi5087
REMOTE27brzs
TELUS1449
TELUS1197

TELUS2438

TELUSWIFi5087

Witts World

SHAW-09EF
NETGEAR16

TELUSWIFi3318
TELUSWIFi5087

(o 1 > W o)

(s}

DD D

File: SNR_Sample | Saturday, 14 December 2024 at 11:51:53

Signal

-47 dBm
-52 dBm
-53 dBm
-60 dBm
-60 dBm
-61dBm
-61dBm
-63 dBm
-65 dBm
-66 dBm
-67 dBm
-68 dBm
-69 dBm
-70 dBm
-70 dBm
-71dBm
-72 dBm
-74 dBm

Noise

-87 dBm
-87 dBm
-87 dBm
-87 dBm
-90 dBm
-87 dBm
-87 dBm
-87 dBm
-87 dBm
-91 dBm
-87 dBm
-90 dBm
-90 dBm
-87 dBm
-91dBm
-90 dBm
-87 dBm
-86 dBm

Figure 3-1 - WFE Pro 3 showing signal, noise & SNR data

Signal Noise

SNR = 32dB

Figure 3-2 - SNR calculation

Beacon (Signal)

Background Noise

SNR

40 dB

35dB
34dB

27 dB
30dB
26 dB
26 dB
24 dB
22dB
25dB
20dB
22 dB
21dB
17 dB
21dB
19dB
15 dB
12dB

AP

L

Channel

n

1"
1"
36
36

149

149
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5 pefault

BSSID

eoe O »

7 £} Active Not scanning | intuitibits 8 | 213 || 6GHz
Active Mode

i v © Active B6jEHz Open  Secure
-o- Directed Network Name Signal

l‘fl‘fy"r ve Mode
All Channels
@ single Channel

P A—

® Listener

r e o

Remote Sensors
@ OnePlus 1
@ WLAN Pi M4

Manage Remote Sensors...

EIWUIK eSS

Signal Strength Spectrum 2.4 /| 5 GHz Spectrum 6 GHz

Figure 3-3 - WFE Pro 3 scanning options
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Chapter 4 - Data Acquisition Using Sensors

Capture stream, e.g. Remote
PCAP/SSH, TZSP Network
< 802.11 Frames
________________ —((((e
Remote network connection
Network Sensor
(e.g. AP or WLAN Pi)
Figure 4-1 - Remote sensor operation
Antenna —— _ Layer 1 Layer 2
802.11 Frame
Radio
Wireless Adapter
(Monitor Mode)
Driver
L1 Pseudo Layer 2
Operating System o Eapt_ure _Data_(saie to_file > or sEeamed]_ -
/ By
| Pseudo Pseudo Pseudo i
| Headers Headers Headers I
|
Frame Capture |
_— 802.11 802.11 802.11

Process/App | Frame Data Frame Data Frame Data I

Figure 4-2 - Pseudo-header injection
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+ Frame 1: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
v Radiotap Header v@, Length 25
Header revision: @
Header pad: @
Header length: 25
» Present flags
MAC timestamp: 318768875
v Flags: 8x12

wres 2.8 = CFP: False
..1. = Preamble: Short
« «8.. = WEP: False
@... = Fragmentation: False

wesl cowe = FC5 at end: True
«+@, .... = Data Pad: False
B.. ..., = Bad FCS: False
Bevs +4+s = Short GI: False

Data Rate: 6.8 Mh/s

Channel frequency: 5885 [A 161]

v Channel type: B@2.11a (@x@144), Orthogonal Frequency-Division Multiplexing (OFDM), 5 GHz spectrum
wras aans saa@ suw. = Turbo: False
wers wsws +oB: ... = Complementary Code Keying (CCK): False
.1.. .... = Orthogonal Frequency-Division Multiplexing (OFDM): True
. B... .... = 2 GHz spectrum: False
venl i e .. =5 GHz spectrum: True

wees «aB. soos wu.. = Passive: False
wens oBus vess weee = Dynamic CCK-OFDM: False
vers Bave sees aaee = Gaussian Frequency Shift Keying (GFSK): False
var@ sene veer eae. = GSM (90BMHZ): False
+a®s sess s sae. = Static Turbo: False
Sl PN R = Half Rate Channel (18MHz Channel Width): False
B, B R = Quarter Rate Channel (5MHz Channel Width): False

GSI Signal: -58 dBm

SSI Noise: -92 dBm

Antenna: 1

» IEEE 802.11 Beacon frame, Flags: ..vesessC
» IEEE 802.11 wireless LAN management frame

Figure 4-3 - Radiotap pseudo-header data example

* Frame 11: 289 bytes on wire (1672 bits), 209 bytes captured (1672 bits)
* PPI version 8, 32 bytes
Version: @
v Flags: @x@d
ssss =ss0 = Alignment: Not aligned
2088 P8R. = Reserved: 2x88
Header length: 32
DLT: 185
v 882,11-Common
Field type: 882.11-Common (2)
Field length: 2@
TSFT: 184674142
» Flags: @x2@81
Rate: 866.5 Mhps
Channel frequency: 5885 [A 161]
» Channel type: 882.11a (0x8140)
FHSS hopset: @x8d
FHSS pattern: Bx2a
dBm antenna sigpral: -5@
dBm antenna noise: -92
» IEEE 802.11 Qo5 Data, Flags: «..... EsiC

Figure 4-4 - PPl pseudo-header data example
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@ WiFiExplorerPro3 File Edit View Spectrum Analys

. Active Mode L
000 [ M v & Active
-o- Directed ‘
5 Default ¢ Y pren  Sec
[ Passive Mode
BSSID Netw or

All Channels
@ single Channel

® Listener

Remote Sensors
ﬁ @ WLAN Pi M4

@ WiFi Sensor
© RPI4
© WLAN Pi R4

Manage Remote Sensors...

Figure 4-5 - Network sensor options

Listen for encapsulated 802.11 information.

r = .
PEEKREMOTE (AiroPeek/OmniPeek) b

Encapsulatigr v TZSP (TaZmen Sniffer Protocol) ’ Port: |37008 I

Figure 4-6 - Listener mode options available in WFE Pro 3
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Remote
Networks
()
List Mod Sensor (««o C]
istener <] -
UDP Capture stream Device
< 802.11 Frames « D
________________ < (>4
Remote network connection
)
Activate capture
-/ mode «G° D
—
Administrator
Figure 4-7 - Listener mode operation
\(_\f’\ ‘J))
PRO
8-
Listen for encapsulated 802.11 information.
Choose encapsulation and port number:
Encapsulation: ~PEEKREMOTE (AiroPeek/OmniPeek) @  Port: | 5000 |
Figure 4-8 - Listener mode: PEEKREMOTE
Remote
Networks
)
Listener Mode «({o D
(PEEKREMOTE) Capture stream Access
PEEKREMOTE (UDP 5000) Point
< Beacons « D
________________ L (4
Remote network connection
)
(((«o O
)

Figure 4-9 - PEEKREMOTE capture stream from an access point
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Listen for encapsulated 802.11 information.

Choose encapsulation and port number:

Encapsulation:  TZSP (TaZmen Sniffer Protocol) & Port |37008 |

Figure 4-10 - Listener mode: TZSP

M mikrotik.pcapng = (m]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 20 =R QesEFE = Qqail

Ilmp.encap == 18 v] + HideBad HideData Hide Management Hide Control Data Only
No. Time Channe Transmitter address Receiver address Frame Type MCS index PHY type Lengtt Data.Ler Signal

15.. 0.002... fc:67:1f:4e:a.. d4:20:b0:8a:3.. Null Data

Frame 1552: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface en@, id @
Ethernet II, Src: Routerbo_6c:e0:80 (64:d1:54:6c:e0:80), Dst: Apple_99:5b:55 (ac:bc:32:99:5b:55)
Internet Protocol Version 4, Src: 192.168.1.65 (192.168.1.65), Dst: 192.168.1.93 (192.168.1.93)
User Datagram Protocol, Src Port: 52505 (52505), Dst Port: 37008 (37008)

TZSP: IEEE 802.11 Good

Version: 1

Type: Received packet (0)

Encapsulation: IEEE 802.11 (18)

Signal

Rate

Frame check sequence

Channel

Original Length

Sensor MAC

End

> IEEE 802.11 Null function (No data), Flags: ....... iy

{ v v v v

VvV vV V vV VvV Vv Vv

@ 7 mikrotik.pcapng | Packets: 4706 - Displayed: 292 (6.2%) || Profile: i-Fi Profile

Figure 4-11 - TZSP header data example
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Listener Mode

o

(TZSP) Capture stream
TZSP (UDP 37008)
() < 802.11 Frames
3 — (-
Remote network connection
e MikroTik
Router

G

Figure 4-12 - TZSP capture stream from MikroTik device

Terminal <1>

[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]
[admin@hAP-ac]

~VVVVVVVVVYVY

£- [Q quit|D dump|C-z pause]

[admin@hAP-ac] /interface wireles
[admin@hAP-ac] interface wireless
s=no streaming-enabled=yes streamin
[admin@hAP-ac] /interface wireless
processed-packets: 1343
memory-size: 10229
memory-saved-packets: 48
memory-over—limit-packets: 1255
stream—-dropped-packets: 0
stream—-sent-packets: 1343
real-file-limit: 10
real-memory-limit: 10

Remote

Networks
SR

*
s sniffer
sniffer> set multiple-channels=yes only-header
g-server=192.16€8.1.86
sniffer> sniff wlan2

f;_

Figure 4-13 - MikroTik device capture
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@ WiFiExplorerPro3 File Edit View

4

Active Mod
| v &) Active

adl
yae

00 e [
~ -o- Directed
5 Default $ | W
Passive Mode
BSSID Netwi

All Channels
@ single Channel

® Listener

Spectrum Analys
k

Open Sec

or

Remote Sensors

@ WLAN Pi M4
@ WiFi Sensor
Q RPI4

@ WLAN Pi R4

—

Manage Remote Sensors...

Figure 4-14 - Remote sensors selection and management options

Name

& WLAN Pi M4
& WiFi Sensor
& RPI4

& WLAN Pi R4

Sensors
& H & ¥ 7 i )
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Address Interface Mode
192.168.1.75 wlan0 Passive
100.91.78.105 Auto
192.168.1.74 Auto
192.168.1.76 Auto

OO O O

Port

19000

Figure 4-15 - Remote sensor management
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Figure 4-16 - Adding a new sensor

[ N Sensors
) Y [\%] [y
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Name Address Interface Mode Port
& WLAN Pi M4 192.168.1.75 wlan0 Passive ¢ 7
& WiFi Sensor 100.91.78.105 Auto Auto ¢ 19000
© RPI4 192.168.1.74 Auto Auto s 22
192.168.1.76 Auto Auto ¢ 22
192.168.1.99 Auto Auto ¢ 22

Figure 4-17 - A new sensor with initial attribute values
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Remote
Sensor

Connection to sensor
(optional interface selection)

Remote network connection

Captured frames

<

Figure 4-18 - Remote sensor operation

(optional)
wlan0 wlan1

Network connection

SSH over Ethernet
(or secondary Wi-Fi connection)  |inux Sensor

Figure 4-19 - Linux sensor overview

wlan0  g02.11 Frames (@@)
b

Remote
Networks

T

Remote

Networks

(-

802.11 Frames
................ << (@

G

M
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COMFAST

Figure 4-20 - WLAN Pi Pro, M4 and R4

Figure 4-21 - WLAN Pi NEO2
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Remote
Networks

802.11 Frames «
— ((((@~
Remote network connection q B
<

tcpdump capture WLAN Pi ( )
(@

G

SSH login /scandump

Probe Responses

Figure 4-22 - WLAN Pi as a remote sensor using active scanning

Remote
Networks

(CE)

SSH login / tcpdump

Figure 4-23 - WLAN Pi as a remote sensor using passive scanning

Probe Requests ( —
(G
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@

@ A U Y
General Profiles Annotations Filters

Name Address

&0 WLAN Pi M4 192.168.1.75

& WiFi Sensor 100.91.78.105

> RPI4 192.168.1.74

2 WLAN Pi R4 192.168.1.76

- v

Sensors

%) Il B

Coloring Rules Sensors Spectrum Analysis Advanced

Interface Mode

wlan0 Passive O
Auto <
Auto <
Auto (¥

Port

19000

Figure 4-24 - Sensor management panel showing WLAN Pi sensors

—

@ WiFiExplorerPro3 File Edit View Spectrum Analys
- Active Mode b
000 [ M v O Active
~ -o- Directed
] Default - A4 Open Sec
BSSID Netw! o %

rassiv ode
All Channels
@ single Channel

@ Listener

@ WLAN Pi M4
@ WiFi Sensor

Q@ RPI4
@ WLAN Pi R4

Manage Remote Sensors...

Figure 4-25 - WFE Pro 3 scan mode selector showing WLAN Pi sensors
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TCP Port 19000

o - |0
Remote network connection g

<

PCAPNg data

Android Device
(WiFi Sensor app)

Figure 4-26 - WiFi Sensor app as a remote sensor

(Sam
802.11 Frames ««o [:]

(Sam

Remote

Networks
)

(@] Sensors

© 0 6 ¥ & O

General Profiles Annotations Filters Coloring Rules Sensors Spect

11l @{é}

rum Analysis Advanced

Name Address Interface Mode Port
@ RPi3b 192.168.1.41 wlan1 Active O

© Neo3 192.168.1.65 Auto ¢

& WLAN Pi M4 192.168.1.32 Auto <

@ WiFi Sensor 192.168.1.53 Auto ¢ 19000
+ | - ©v

Figure 4-27 - WiFi Sensor Android device added to WFE Pro 3 sensor list
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0

©

Scanning

31 networks found

Figure 4-28 - WiFi Sensor app operation

Remote
Networks

TCP Port 19000

(GC

Associated> ’0~ 802.11 Frames (

. Associated N — ((((o[:]
O

PCAPNg data —a
Android Device @ -3

(WiFi Sensor app)

Figure 4-29 - WiFi Sensor direct connectivity
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Remote
el Tailscal Networks
iy TCP Port 19000 ailscale

> (GIm
PCAPNg data —
A |

Associated 802.11 Frames (@Go

S,
)

Android Device @ (N D

(WIFi Sensor app)

Figure 4-30 - WiFi Sensor VPN connectivity (local Wi-Fi connection)

Remote
Tail | Tail I Networks
ailscale TCP Port 19000 ailscale praatiaiin

(=

PCAPNg data
802.11 Frames

_____ —= (o
—
.

Android Device @@o D

(WiFi Sensor app)

Figure 4-31 - WiFi Sensor VPN connectivity (cellular connection)

Remote

) Networks
(optional)

wian0  wiant (@o ’E

802.11 Frames (@GO C]

Linux Sensor
(@m

Figure 4-32 - Linux sensor overview

Network connection

SSH over Ethernet
(or secondary Wi-F| connection)
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Selected sensor

00 @® Sensors
& A ¢ ¥ V%) il B
General Profiles Annotations Filters  Coloring Rules Sensors Spectrum Analysis Advanced
Name Address Interface Mode Port
© RPi Sensor sensor.local Auto Auto e 22
@ WLAN Pi M4 192.168.1.75 ¢

Figure 4-33 - Remote sensor diagnostics

Run diagnostics on wlanpi-4b4:

ngbivsemdmppem\lssbnspassed
Checking dumpcap (optional): found (/bin/dumpcap)
Checking /bin/dumpcap permissions: passed

airmon-ng (optional): found (/sbin/airmon-ng)
Checking /sbin/airmon-ng permissions: passed
Checking existing WLAN interfaces: wlan0O
Checking wlan0 status: available
Checking wlan0 monitor mode (iw): supported
Checking wlan0 monitor mode (airmon-ng): supported
Diagnostics completed.

Run Again

Copy to Clipboard

Figure 4-34 - Remote sensor diagnostics results
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v Members

Switch to new Members list

Search (Address | Name) Display Filter
Authorized
Not Authorized
D Bridges

€ 1-2/2 >

Auth? Address Name/Description
Pixel6 (WIiFi Sensor)

y? 372a95ed42

da:bcids:al ebicd (description)
(descriptior

d3bd326b7d MBP(WFE Pro 3)

daike: 2 00:00:17 | (description)

<1-2/2 2

E-Mail Join Instructions Manually Add Member

Sort By
O Inactive 1 @ Address
O Active 1 O Name
D Hidden g
Managed IPs Last Seen
fd83:048a:0632: FF8b:db99:9337: 2095 : ed42
i 10.147.17.217 1 MINUTE
147.17.x
fd83:0480:0632: Ff8b:db99:93d3: bd32 :6b7d
i 10.147.17.181 37
MINUTES

).147.17.X

alice@example.com [ Hittspibniy

Invite Add New Member

> Members Help

Version Physical IP

1.14.0 82.132.247.159

1.12.2 81.98.195.90

Figure 4-35 - ZeroTier dashboard showing WFE Pro 3 and WiFi Sensor endpoints

=1}

36



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

ZeroTier Cloud

wlan0 wlan1
Peer to Peer (if possible) Reriots
--------------------------- 1 6 Sensor
Internet
Figure 4-36 - ZeroTier Connectivity
e co.uk Download Support Docs 0

8 Machines & Apps = Services & Users & Accesscontrols [ Logs @ DNS {8 Settings 1¥ Get started

Machines

Manage the devices connected to your tailnet. Learn more 2 Add device

Need ideas for getting started? v

Y Filters v
2 machines
MACHINE ADDRESSES VERSION LAST SEEN
mbp-wfe-pro-3 100117.201.76 v 1.70.0 e Connected
co.uk macO0S 12.7.5
pixel-6-wifi-sensor 100.91.78.105 v 1.70.0 e Connected
co.uk Android 14

Figure 4-37 - Tailscale dashboard showing WFE Pro 3 and WiFi Sensor endpoints

(e
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Tailscale Cloud

Peer to Peer (if possible) J

Internet

Figure 4-38 - Tailscale Connectivity

Remote
Sensor
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Chapter 5 - Data Import From External Systems

i Send file (e.g. Email) —
Import file )
l T Export (e.g. PCAP file) Remote

Network

802.11 Frames G
— (( >

Network Scanner/Analyzer
(e.g. Airtool)

Figure 5-1 - Data import from frame capture application/utility

7149 (80MHz) =+ I3 & @m T Q 82 © Tu

® Capture on Channel 149 (5 GHz, 80 MHz)
® Capture on Other 2.4 GHz

ition A Security
® Capture on Other 5 GHz

® Capture on Other 6 GHz >
@ Remote Capture > ks
. wlanpi 2.4 GHz
. wlanpi-893 5 GHz
6 GHz

& Multi-Source Capture...

6 GHz (PSC onl
Upload Capture 5 ( y)

{s} Preferences...
® Help >

Check for Updates...
Launch at Login
About Airtool 2

Quit

Figure 5-2 - Airtool 2 multi-channel scanning option
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Send file (e.g. Email)

Import filei

Export CSV
Summary Data

Network Scanner app
(e.g. Aruba Utilities)

Figure 5-3 - Data import from a network scanner app

Remote

Networks
)

00
SSID, BSS, RSSI,

"VMe108420", "(Co:
'"VM@108420", "(CO:
'"'vMe108420", "CO:
'VMe108420", "(Co:
'VMe108420", "(CO:
"VMe10e8420", "(CO:
"BT-GMA2E6", "78:
"BT-GMA266", "78:
"BT-GMA266", "78:
"BT-GMA266", "78:
"BT-GMA266", "78:
"BT-GMA266", "78:
"'VM6643873", "18:
"'VM6643873", "18:
"'VM6643873", "18:

text-9810CF953F47-1.txt

Channel, Time

06:C3:4F:EA: C2", "-74", "12", "06:16:42"
06:C3:4F:EA: C2", "-75", "12", "@6:16:45"
06:C3:4F:EA:C2", "-77", "12", "@6:16:48"
06:C3:4F:EA: C2", "-77", "12", "@6:16:52"
06:C3:4F:EA:C2", "-78", "12", "@6:16:55"
06:C3:4F:EA: C2", "-79", "12", "06:16:58"
DD:12:85:08:37", "-84", "1", "06:16:42"
DD:12:B5:0B:37", "-84", "1", "06:16:45"
DD:12:B5:0B:37", "-90", "1", "06:16:48"
pD:12:B5:0B:37", "-85", "1", "06:16:52"
DD:12:B5:0B:37", "-84", "1", "06:16:55"
DD:12:B5:0B:37", "-84", "1", "06:16:58"
35:D1:B9:71:DF", "-76", "44", "06:16:42"
35:01:B9:71:DF", "-76", "44", "06:16:45"
35:D1:B9:71:DF", "-79", "44", "06:16:48"

Figure 5-4 - Exported CSV data sample
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[ X N BN » &) Active File: text-9810CF953F47-1 | Tuesday, 24 October 2023 at 06:17:24 (i)
] pefault s S All 24GHz 5GHz Open  Secure Qv
BSSID Vendor Network Name Signal Channel ~ Band
94:18:65:B6:DC:25 [ Netgear Inc. VM202651-2G -66 dBm 1 2.4 GHz
18:35:D1:B9:71:D9 O CommScope VM6643873 € -83 dBm 1 2.4 GHz
FA:DA:0C:6F:79:B8 (3 Hon Hai Precision Industry Co. Ltd. DIRECT-b8-HP M277 LaserJet ) -83dBm 1 2.4 GHz
{ 78:DD:12:B5:0B:37 Arcadyan Technology Corp. BT-GMA266 6 -84dBm 1 2.4 GHz
18:35:D1:A9:9F:C9 O CommScope VMO0108420 -72 dBm 6 2.4 GHz
l 0A:1F:26:1A:A6:9C @ Cisco Systems Inc. VM6042798 & -87dBm 6 2.4 GHz
H 30:E1:71:D3:6E:61 @ HP Inc. DIRECT-60-HP OfficeJet Pro 8710 -89 dBm 6 2.4 GHz

rk Details  Signal Strength | Spectrum 2.4 / 5 GHz

UNII-2A UNII-2C 3 g

VM202651-2G

149 157 165

Networks Found: 25, Displayed: 25 (100%) (=]

Figure 5-5 - WFE Pro 3 displaying imported CSV data (AirPort Utility)

No SIM & 06:16 [ ]

< Settings AirPort Utility

Local Network (
B siri & search

® Internet

Version

Acknowledgements

Wi-Fi Scanner *

Figure 5-6 - Apple AirPort Utility setup #1
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< App Store T 06:16

Done »

Q_ All networks

Scan duration: Continuous

< App Store F =

Done

Q All networks

BNL

VM6643873

VM202651-5G

VM202651-2G

VM0108420

06:16 -

- )

jVVI ACTVNA N A

Figure 5-7 - Apple AirPort Utility setup #2

BSID, BSS, RSSI, Channel, Time

"VM202651-2G", "36:23:03:1B:42:DF",
"YM202651-2G", "36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
“VM202651-2G", "36:23:03:1B:42:DF",
“VM202651-2G", "36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
“VM202651-2G", *36:23:03:1B:42:DF",
"VM202651-2G", "36:23:03:1B:42:DF",
“BNL", "94:18:65:B6:DC:48", "-69",
“BNL", "94:18:65:B6:DC:48", "-69",
“BNL", "94:18:65:B6:DC:48", “-67",
“BNL", “94:18:65:B6:DC:48", "-65",
“BNL", "94:18:65:B6:DC:48", “-64",
“BNL", "94:18:65:B6:DC:48", “-63",
“BNL", "94:18:65:B6:DC:48", “-62",
“BNL", "94:18:65:B6:DC:48", "-63",
“BNL", "94:18:65:B6:DC:48", “-63",

“BNL_26G", "30:23:03:1B:42:DE", "-82",
“BNL_26G", "30:23:03:1B:42:DE", "-82",
“BNL_26G", "30:23:03:1B:42:DE", "-82",
"BNL_2G", "30:23:03:1B:42:DE", "-82",
“BNL_2G", "30:23:03:1B:42:DE", "-82",

{ N text-48D3-8BAE-0A-0.txt

4", "19:59:09"

4", "19:59:13"

4", "19:59:16"

4", "19:59:19"

4", "19:59:23"
l|_83l0' l|4ll' "19:59:09"
..-84"' II4II' lllg:sg: 13ll
n_g7", "“40" , "19:59:16"
n_g7", "40", "19:59:19"
“_g4", “40", "19:59:23"

"_gq» . u4an .
" _84“ i " 40" 7
"_84“, ll4°"‘
“"'86“ " ll4au #
n_B4u . ll4°n ,
“"84“ , ||4°u ,
*19:59:09"
"19:59:13"
"19:59:16"
*19:59:19"
"19:59:23"
"19:59:26"
"19:59:29"
*19:59:32"
"19:59:36"

“48" 5
“48" ;
“48" -
“48" 5
II4BII 5
“48" i,
II48II L
48",
ll48ll '

*19:59:26"
"19:59:29"
"19:59:32"
"19:59:36"
"19:59:39"
*19:59:45"

Figure 5-8 - Raw CSV data from AirPort Utility
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> ) Active File: text-48D3-8BAE-0A-0 | Wednesday, 31 July 2024 at 20:00:24 5]
[ Airport utility S All 2.4 Gl Qv

BSSID Network Name Vendor Channel  Band Signal Noise (Approx) SNR (Approx)
94:18:65:B6:DC:48 BNL [0 Netgear Inc. 48 5GHz -62dBm -96 dBm 34dB

|] 1E:48:BE:25:44:CD a Amazon Technol... 44 5GHz -72dBm -96 dBm 24dB
18:35:D1:A9:9F:C9 VM0108420 O CommScope 11 24GHz -73dBm -96 dBm 23dB
18:35:D1:B9:71:D9 VM6643873 O CommScope 6 24GHz -75dBm -96 dBm 21dB
FA:DA:0C:6F:79:B8 DIRECT-...7 LaserJet (3 Hon Hai Precisio... 6 24GHz -78dBm -96 dBm 18dB
C6:06:C3:4F:EA:C2 TP-Link Technol... 9 24GHz -79dBm -96 dBm 17 dB
02:68:EB:44:88:B8 DIRECT-...Pro 8020 @ HPInc. 6 24GHz -80dBm -96 dBm 16 dB
C0:06:C3:4F:EA:C2 VM0108420 TP-Link Technol... 9 24GHz -80dBm -96 dBm 16 dB
18:35:D1:B9:71:DF VM6643873 O CommScope a4 5GHz -80dBm -96 dBm 16 dB
36:23:03:1B:42:DE VM202651-2G Belkin Internatio... 4 24GHz -81dBm -96 dBm 15 dB
3A:23:03:1B:42:DE Belkin Internatio... 4 24GHz -82dBm -96 dBm 14 dB

[ 30:23:03:1B:42:DE BNL_2G Belkin Internatio... 4 24GHz -82dBm -96 dBm 14 dB
C6:06:C3:4F:EB:DA TP-Link Technol... 9 24GHz -83dBm -96 dBm 13dB

| C0:06:C3:4F:EB:DA VM0108420 TP-Link Technol... 9 24GHz -83dBm -96 dBm 13dB
18:83:BF:34:67:E3 BTHub5-MG23 Arcadyan Techno... 1 24GHz -84dBm -96 dBm 12dB

l 30:23:03:1B:42:DF VM202651-5G Belkin Internatio... 40 5GHz -84 dBm -96 dBm 12dB

ﬂ 36:23:03:1B:42:DF VM202651-2G Belkin Internatio... 40 5GHz -84 dBm -96 dBm 12dB

5A:83:BF:34:67:E5 EE WiFi-X { 1 24GHz -85dBm -96 dBm

11dB

Networks Found: 33, Displayed: 33 (100%)

Figure 5-9 - AirPort Utility data displayed in WFE Pro 3

2120 @@ ™

WiFi Networks * ° WiFi Networks  pafresh

Reconnect WiFi

2131 Qo @™

WiFi Networks ¢, 0140 csv

o CIIED

| ' VM6643873 Export to CSV ' VM6643873 Share file

3/

PCAPng
48
Settings X

Contact us

VM202651-5G VM202651-5G6

BNL BNL

© =
V t Networks

Figure 5-10 - Analiti CSV export process
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o0 [ | 2 ® Active File: analiti_wifi_signals_snapshot_1698181078610 | Tuesday, 24 October 2023 at 22:00:08 B
[ Analiti csv s 7 Al 24GHz 65GHz 6GHz Open Secure Q-

BSSID Network Name Vendor Band Channel Channel Width Security Signal v

I 94:18:65:86:DC:46 VM202651-5G & [ Netgear Inc. 5 GHz 48 40 MHz  WPA2 (PSK) -46 dBm
94:18:65:B6:DC:48 BNL 6 [ Netgear Inc. 5 GHz 48 40 MHz  WPA2 (PSK) -46 dBm

| 94:18:65:86:DC:47 VM6643873 & [ Netgear Inc. 5 GHz 48 40 MHz WPA2/WPA3 (PSK/SAE)  -47 dBm
94:18:65:B6:DC:25 VM202651-2G £ [ Netgear Inc. 2.4 GHz 1 20 MHz  WPA2 (PSK) -51 dBm
94:18:65:86:DC:67 VM6643873 £ [ Netgear Inc. 6 GHz 37 80 MHz WPAS3 (SAE) -51dBm

| 94:18:65:86:DC:62 WLANPi_Test_6GHz £ [ Netgear Inc. 6 GHz 37 80 MHz WPAS (SAE) -55 dBm
FA:DA:0C:6F:79:B8 DIRECT-...7 LaserJet & [ Hon Hai Precisio... 2.4 GHz 1 20 MHz WPA2 (PSK) -64 dBm

I 18:35:D1:A9:9F:C9 VM0108420 6 O CommScope 2.4 GHz 6 20 MHz  WPA2 (PSK) -71dBm
18:35:D1:B9:71:D9 VM6643873 A O CommScope 2.4 GHz 1 20 MHz  WPA2 (PSK) -74 dBm

l C0:06:C3:4F:EA:C2 VM0108420 A £ TP-Link Technol... 2.4 GHz 12 40 MHz  WPA2 (PSK) -74 dBm
18:35:D1:A9:9F:CF VM0108420 6 O CommScope 5 GHz 44 80 MHz WPA2 (PSK) -77 dBm

l C0:06:C3:4F:EA:C3 VMO0108420 & £ TP-Link Technol... 5 GHz 36 80 MHz WPA2 (PSK) -79 dBm
18:35:D1:B9:71:DF VM6643873 6 O CommScope 5 GHz 44 80 MHz WPA2 (PSK) -79 dBm
3C:45:7A:BD:90:1A SKYMSTXQ 2.4 6 = Sky 2.4 GHz n 20 MHz WPA2 (PSK) -80 dBm
C0:06:C3:4F:EB:DA A £ TP-Link Technol... 2.4 GHz 12 40 MHz  WPA2 (PSK) -81dBm

l D2:06:C3:4F:EB:DA VM0108420 6 £ TP-Link Technol... 2.4 GHz 12 40 MHz  WPA2 (PSK) -81 dBm

l 78:DD:12:B5:0B:37 BT-GMA266 £ El Arcadyan Techno... 2.4 GHz 1 20 MHz  WPA2 (PSK) -83 dBm
D2:06:C3:4F:EB:DB VM0108420 6 £ TP-Link Technol... 5 GHz 36 80 MHz WPA2 (PSK) -84 dBm

Networks Found: 20, Displayed: 20 (100%) a

Figure 5-11 - Analiti data displayed in WFE Pro 3
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0700 A& ™M A O e4dl 07:00 @ & ™M A

= wﬁ emaitocs i [ Aruba Utilities

Display Options
III“I“IIIII Select Settings Profile
L Profile 0

This device MAC address set to:
00:02:00:00:00:00

| log file max length (characters)
:DC:48 NOT FILTERING 100000
6 last scan 2 sec RESULTS
cha wid dBm sec All SSIDs
37 80 -67 WPA3p BNL prompt name for emailed files
37 80 -67 WPA3p WLANPi_Test_6GHz normally off
cha wid dBm sec All SSIDs
48 40 -40 WPA3pt BNL
cha wid dBm sec All SSIDs
6 20 -76 WPA2p VM6643873
3 20 -79 WPA2p BNL_2G
11 20 -80 WPA2p VM0108420
11 20 -86 WPA2p
120 -88 Open EE WiFi Yellow Threshold (dBm)
9A:43: 11 20 -89 WPA2p VM0802359 -68
1 20 -89 WPA2p BTHub5-MG23
1 20 -89 WPA2e EE WiFi-X

Handover Monitor Settings

Force Scan Interval (sec)
5

Red Threshold (dBm)
-75

Yellow Threshold (Mbps)
24

SHOW WI-FI
R Tnresbioid (MbpS)

Figure 5-12 - Aruba Utilities network scan and export process #1
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07200 B @ ™M A o8 Vil | 0701 B G ™M A O P4l

&  Wi-Fi Moni... SETTINGS EMAIL-LOGS =  Wi-Fi Moni... SETTINGS

ArubaUtIiiﬁes:‘ﬁfJ:l‘) i
SSID: BN

Address: 192.168.1.11

Controller

46

BNL 94:18:65:86:DC:48 BNL 9.
2B WIS 13 g Tose -41dBm
_ Gentral B5SID __ cha wid dBm s N6 wid dBm sec All SSIDs
A ‘ 3 80 _-62 W 80 -67 WPA3p BNL
NE } 2 37 80 -62 WP 80 -67 WPA3p WLANPi_Test_6GHz
_?"8“’3 BSSID __ cha wid dBm § _ 5.0 __ BSSID __ wid dBm sec All SSIDs
48 _WE 40 -40 WPA3pt BNL
f’Log Gr i f Fil 80 -70 WP 24 BSSTDISS wid dBm sec All SSIDs
4 R cha_wid_dBm 20 -76 WPA2p VM6643873

40 -68 WP Belkin_I:1B:42: 20 -79 WPA2p BNL_2G
B'uetomh £ 40 -68 WP 20 -80 WPA2p VM0108420
36:23:03118:42°D WP 20 -86 WPA2p
3/CBRS3:18:42:DE WP 20 -88 Open EE WiFi
ARR \ (6 £ ARRIS_Gr:9A:43:69 20 -89 WPA2p VM0802359
WP 20 -89 WPA2p BTHub5-MG23
WP 20 -89 WPA2e EE WiFi-X
SKY_UR_ YU T 58 WP

iPerf2 L
ARRI [:9A:43:6 2 W

iPerf3

Wm' START PING SP;(;\éVNqu-FI STICK SURVEY PT

Figure 5-13 - Aruba Utilities network scan and export process #2

Ranging
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eee @ )

[ Aruba Utilities )

BSSID
94:18:65:86:DC:48
18:35:D1:A9:9F:CF
C6:06:C3:4F:EA:C3
C0:06:C3:4F:EA:C3
94:18:65:B6:DC:62
94:18:65:B6:DC:68
4E:17:44:F9:9C:FC
1E:48:BE:25:44:CD
30:23:03:1B:42:DF
36:23:03:1B:42:DF
18:35:D1:B9:71:DF
C6:06:C3:4F:EB:EB
C0:06:C3:4F:EB:DB
C0:06:C3:4F:EB:EB
C6:06:C3:4F:EB:DB
C6:06:C3:4F:EA:C2
C0:06:C3:4F:EA:C2
FA:DA:0C:6F:79:B8

© Active

Alll  2.4GHz
Network Name
BNL
VM0108420

VMO0108420
WLANPI_Test_6GHz
BNL

VM202651-5G
VM202651-2G
VM6643873

VMO0108420
VM0108420

VM0108420

DIRECT-...7 LaserJet

Networks Found: 27, Displayed: 27 (100%)

5 GHz

T DDDDDPDDPDPDDPDPDPDPDDPDPDDPDDPDDDEDDDDDD

File: ArubaUtilitiesCsvScanFile_2024_0802_073237_ | Friday, 2 August 2024 at 07:33:39

6 GHz

Open  Secure

Vendor

»»@HA®H0GH

v 0

DL L LD

2

Netgear Inc.
CommScope

TP-Link Technol...
TP-Link Technol...

Netgear Inc.
Netgear Inc.

Amazon Technol...
Amazon Technol...
Belkin Internatio...

Belkin Internatio...

CommScope

TP-Link Technol...
TP-Link Technol...
TP-Link Technol...
TP-Link Technol...
TP-Link Technol...
TP-Link Technol...
Hon Hai Precisio...

Band
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
2.4 GHz
2.4 GHz
2.4 GHz

Channel
48
44
36
36
37
37
44
44

108
108
44
36
36
36
36

) O © ©

Signal
-15 dBm

Qv

-53dBm |
-54 dBm |

-54 dBm

-56 dBm |

-56 dBm
-56 dBm
-58 dBm
-58 dBm
-58 dBm
-59 dBm
-62 dBm

"

1l

:

-62dBm |

-62dBm |

-63dBm |

-73 dBm
-73dBm
-76 dBm

)

Noise (Approx)
-96 dBm
-96 dBm |
-96 dBm
-96 dBm |
-96 dBm
-96 dBm
-96 dBm
-96 dBm |
-96 dBm
-96 dBm
-96 dBm
-96 dBm
-96 dBm
-96 dBm |
-96 dBm
-96 dBm |
-96 dBm
-96 dBm

SNR (Approx)

81dB
43 dB
42 dB
42 dB
40 dB
40 dB
40 dB
38 dB
38dB
38 dB
37 dB
34 dB
34 dB
34 dB
33dB
23 dB
23dB
20dB

]

Figure 5-14 - Aruba Utilities data displayed in WFE Pro 3
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Chapter 6 - Spectrum Analysis Data

B Scanning: Wi-Fi | VM6643873 & aa g MHz M NSS 1 0>
[ Detautt S 2.4 GHz Qv
BSSID Network Name Vendor Signal Channel Band Channel Width  Transmit Power Streams  Chai
36:23:03:1B:43:4E VM202651-2G 2. Belkin International Inc. -32dBm 5 2.4 GHz 20 MHz 2
l 3A:23:03:1B:43:4E o+ Belkin International Inc. -33 dBm 5 2.4 GHz 20 MHz 2
30:23:03:1B:43:4E BNL_26 2 Belkin International Inc -34 dBm 5 2.4 GHz 20 MHz 2
.
.
.
.
| 4226 2 . K 8 4
y B 26 e B 2 2 2 2
: 36:23:03:1B:42:DE VM202651-2G o+ Belkin International Inc -63 dBm 2 24 GHz 20 MHz 2
I C0:06:C3:4F:EA:C2 VM0108420 TP-Link Technologies 64 dBm 12 24 GHz 40 MHz 2
3A:23:03:1B:42:DE o Belkin International Inc 65 dBm 2 24 GHz 20 MHz 2

Spectrum 2.4 / 5 GHz

j o AT ko 4

A |

i

| |
/\ 1§\ L N 5 .
B N e I W N ) ww'\Ll—«M kvl M At i Ll it 1 e
4 ) 13 14

Default: No Rules

Networks Found: 42, Displayed: 26 (61%)

Figure 6-1 - 2.4 GHz Spectrum plot with interferer near channel 9

.

Figure 6-2 - MetaGeek Wi-Spy DBx & Wi-Spy 2.4x (v2) spectrum analysis dongles
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View Spectrum Analysis Window Help 4 63 0]
| Off
v Graph Density v Full 2.4 GHz Band
Graph Spectrogram Full 5 GHz Band
Dual Band

Display Live Trace

Display Average Trace
v Display Maximum Trace
v Display Utilization Trace

Hide Color Scale

Reset

Figure 6-3 - MetaGeek DBx3 spectrum analysis controls

aw  Spectrum Analysis Window Help

Scanning: Wi-Fi | intuitibits

WiPry Clarity > Off
v Graph Density Full 2.4 GHz Band
v Graph Spectrogram Full 5 GHz Band
Dual Band

v Display Live Trace
Display Average Trace v Full 6 GHz Band
Display Maximum Trace |

v Display Utilization Trace

Hide Color Scale

Reset

Figure 6-4 - Oscium Clarity spectrum analysis controls



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

Figure 6-5 - Oscium WiPry 2500x & WiPry Clarity

Figure 6-6 - RF Explorer Wi-Fi Combo

Figure 6-7 - Ubertooth One
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RF Energy

MetaGeek Wi-Spy
Adapter
SSH login / spectools

spectools data WLAN Pi

Figure 6-8 - WLAN Pi as a remote Spectrum Analysis probe

View Spectrum Analysis Window Help

Remote Wi-Spy >l
| v Off
v Graph Density Full 2.4 GHz Band
v Graph Spectrogram S Full 5 GHz Band
Display Live Trace puslisand
Display Average Trace {4 A Full 6 GHz Band

Display Maximum Trace : | P
v Display Utilization Trace

Hide Color Scale

Reset

Figure 6-9 - Remote sensor Spectrum Analysis controls

Remote
Networks

(CE]

Interferers
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Spectrum Analysis  Window Help 7 33 D #44(80MHz) ® Q N P ®@ <+ K Sun3Dec 08:06
3) Active Scanning: Wi-Fi | VM6643873 8 44 5GHz | 80MHz | MCS2 NSS 1 88 Mbps | 307 - B
] pefault s All 24GHz 5 GHz )pen  Secur Q-
BSSID Network Name Vendor Signal Channel Band

[ | 30:23:
| 3A:23:03:1B:43:4 82 Belkin Internat I 13 dB 8 2.4 GH:

Figure 6-11 - Sample WLAN with Graph Density & Graph Spectrogram views enabled
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' Spectrum Analysis Window Help

Wi-Spy DBx3 >

Graph Density
Graph Spectrogram

Display Live Trace D
Display Average Trace

Display Maximum Trace

Display Utilization Trace

Hide Color Scale

Reset #R I

Figure 6-12 - WFE Pro 3 Spectrum Analysis options

Figure 6-13 - Graph Density view detail with an interferer
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Oldest sweep

60 second
timeframe

~ Newest sweep

7 =14 dBm

Figure 6-15 - Spectrogram (top) and density view (bottom) with an interferer
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Figure 6-17 - Average trace
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Figure 6-19 - Utilization trace
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-3

rand ek,
= Vi 1 I

14

Figure 6-20 - Combined traces showing a wireless camera interferer

Figure 6-21 - 2.4 GHz WLAN density graph & utilization trace
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* Belkin:1B:43:4E, Ch. 9 @ 20 MHz

Figure 6-22 - 2.4 GHz WLAN density graph & utilization trace with network overlay
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Chapter 7 - Bluetooth & Zighee Data

o000 [ B ® Active Scanning: Wi-Fi | BNL @48 | [ 5GHz |[40MHz | MCS9 | Nss3 || 600Mbps Q[ 5.5 B
5 pefault s | 7 A 24GHz 5GHz Open > Q‘I ns pe cto rs # @*» O 0 6 e
BSSID Network Name Vendor Signal ¥ SNR )
! 40 MHz Channel Width
l 94:18:65:B6:DC:48 BNL & [ Netgear inc. -57 dBm 39dB The use of 40 MHz channels in a
18:35:D1:A9:9F:C9 VMO108420 £ (3 CommScope -66 dBm 30dB M 2.4/GHz networkiis not
recommended as they are more
. C0:06:C3:4F:EA:C2 VM0108420 8 TP-Link Technol... susceptible to interference and
-06:03:4F:EA: P P more likely to interfere with other
C6:06:C3:4F:EA:C2 6 £ TP-Link Technol... 69 dBm 27 dB Gevices!Itthisiis yoLr natwork
[[ 36:23:03:1B:42:DE VM202651-2G [a} Belkin Internatio... -70 dBm 26 dB consider setting the access point
ST ” . to use 20 MHz channels to avoid
30:23:03:1B:42:DE BNL_2G a Belkin Internatio... -70 dBm 26dB performance and reliability issues,
| 3A:23:03:18:42:DE &) Belkin Internatio... ~ -72 dBm 24dB 0 especially near other Wi-Fi netw...
l FA:DA:0C:6F:79:B8 DIRECT-...7 LaserJet & @ HP Inc. -72 dBm 24dB
1 Too Many Networks
18:35:D1:B9:71:D9 VM6643873 8 O CommScope -73 dBm 23ds W It appears too many networks are
30:23:03:1B:42:DF VM202651-5G 8 Belkin Internatio...  -74 dBm 22d8 @ using the same channel. If this is
your network, consider using a
| 36:23:03:18:42:0F VM202651-2G A Belkin Internatio...  -75 dBm 21d8 @ iaront(oss rowdan chanelNit
| o02:68:EB:44:88:88  DIRECT-.Pro8020 & @ HPInc. -77 dBm 19d8 @ Sveryininglocks clowded {dolliot
move the network to another
18:35:D1:B9:71:DF VM6643873 A (O CommScope -78 dBm 18dB B channel unless you're experienci...
| C0:06:C3:4F:EB:DA VM0108420 & £ TP-Link Technol... -79 dBm 17 dB
| 1E:a8:BE:25:44:0D £ a Amazon Technol..  -79 dBm 17d8 00
|ﬁ 18:83:BF:34:67:E3 BTHub5-MG23 & E Arcadyan Techno.. -82dBm 14dB 0
C0:06:C3:4F:EA:C3 VMO0108420 A £ TP-Link Technol... -83 dBm 13dB @
C6:06:C3:4F:EA:C3 8 # TP-Link Technol... -85 dBm 11 dB
Networks Found: 23, Displayed: 23 (100%), Sel d: 1 (4%) =2
Figure 7-1 - WFE Pro 3 Inspectors panel
*® O L 0 @
Proximity UUID Protocol Signal Measured Power Major Minor
| © 50765..613A492  iBeacon -68 dBm @ -50 dBm 2499 61507
@) 2F2344..9FFA6 iBeacon -64 dBm @ -66dBm 1 1
l @) 2F2344..9FFA6 AltBeacon -64 dBm @ -66dBm 1 1
| © 1CA92E..A4BF6  iBeacon -72dBm @ 3dBm 5152 0
@ 1CA92E...A4BF6 iBeacon -62 dBm 3dBm 5151

Figure 7-2 - Proximity beacon inspector
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BLE Advertisement Channels

N OO " NMmT WY
oHANMmMmYT DWW N NN MM
T II LTI XX I I I I X 2 E 2 2 ;
VLDuwouwuwowv VLU LULOUOLUDLOOLOY

~ QW HANMT WL OMNODNOENMT N =]
g FEEEE R 2
(¥ VLOLDLLULLLLDLLLLUDLLDLLDLOLUVLVDLDLULOLDLUVOLOD E

2.4 GHz Band

Figure 7-3 - 2.4 GHz band showing BLE channels with Wi-Fi band overlaid

LSB MSB
""""" 1

Preamble Access Address PDU CRC g}c()tr:nt:ir;;Tone :
(1 or 2 octets) (4 octets) (2-258 octets) (3 octets) (16-160 uS) i

Link layer packet format for LE encoded PLYs ’ o

P

LSB [ “|MsB
Header Payload

(16 bits) (1-225 octets)

i Advertising physical channel PDU

PDU Type RFU Ch Sel TX Add RX Add Length
(4 bits) (1 bit) (1 bit) (1 bit) (1 bit) (8 bits
LSB MSB

Figure 7-4 - BLE PDU details
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e o M airtool_2022-01-19_07.50.53.PM.pcapng

= r ; . s = == = e = I

dm 0 mr R Qes=s s lEqaaqrf

R | Apply a display filter ... <38/> =l -+

No. . Interface Name ' Time -~ Destination Bad FCS info . 7
77 CC2540 1.424882 109 Broadcast ADV_NONCONN_IND

cc2540 1.433532 : :d4:b6: Broadcast ADV_NONCONN_IND
79 CC2540 1.447687 @3:c4:a5:d4:b6:25 Broadcast ADV_NONCONN_IND
80 CC2540 1.460270 03:c4:a5:d4:b6:25 Broadcast ADV_NONCONN_IND
81 CC2540 1.472853 @3:c4:a5:d4:b6:25 Broadcast ADV_NONCONN_IND
82 CC2540 1.482423 6e:f3:31:d5:f5:16 Broadcast ADV_IND
83 CC2540 1.488582 @3:c4:a5:d4:b6:25 Broadcast ADV_NONCONN_IND
84 CC2540 1.491732 QorvoInt_a5:c7:93 40:18:48:78:... SCAN_REQ
85 CC2540 1.501689 83:c4:a5:d4:b6:25 Broadcast ADV_NONCONN_IND
86 CC2540 1.509292 QorvoInt a5:c7:93 7e:73:9d:db:.. SCAN REQ
Length: 2

Type: Flags (0x@1)
000. .... = Reserved: @x@

«+1 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): true (@x1)
. 1... = Simultaneous LE and BR/EDR to Same Device Capable (Controller): true (@x1)
+ess +B.. = BR/EDR Not Supported: false (0x0)
.1. = LE General Discoverable Mode: true (@x1)
....... @ = LE Limited Discoverable Mode: false (8x@)
Manufacturer Specific
Length: 6

Type: Manufacturer Specific (@xff)
Company ID: Apple, Inc. (@x@@4c)
Data: 0a0100

pepe @0 db PO 00 PP 90 0P 0@ ©3 0@ db6 be B9 8e 42 10 siwaaman sty s B
@ 7 airtool_2022-01-19_07.50.53.PM.pcapng. Packets: 109 - Displayed: 109 (100.0%) Profile: Detault

Figure 7-5 - A capture showing BLE advertisements
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Figure 7-6 - Zigbee channel plan
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[ oW ] M airtool_2022-01-19_07.34.25.PM.pcapng

Am e BMNRREY QesEF & = & @ & T [H

(m = -]+
No. Time Interface name Delta time Length Info

2 0.051606 RapidConnect 0.051606 26 Beacon, Src: 0x4327, EPID: c1:59:f3:f1:fd:52:1d:2f

6 5.274481 RapidConnect 1.928691 45 Command, Dst: Broadcast, Src: 0x0000 —
7 6.537654 RapidConnect 1.263173 3 Ack —
8 6.591836 RapidConnect 0.054182 51 Data, Dst: @0x334f, Src: 0x4327 —
9 6.637152 RapidConnect 0.045316 3 Ack :

10 6.691566 RapidConnect . ©0.654414 51 Data, Dst: 0x334f, Src: 0x4327

Frame 2: 26 bytes on wire (208 bits), 26 bytes captured (208 bits) on interface RapidConnect, id @
IEEE 802.15.4 Beacon, Src: 0x4327
Frame Control Field: 0x8000, Frame Type: Beacon, Destination Addressing Mode: None, Frame Version: IEEE Std 802
Sequence Number: 59
Source PAN: Oxbeld
Source: 0x4327
Superframe Specification:
GTS
Pending Addresses: @ Short and @ Long
ZigBee Beacon, ZigBee PRO, EPID: c1:59:f3:fl:fd:52:1d:2f
Protocol ID: @
Beacon: Stack Profile: ZigBee PRO, Router Capacity, End Device Capacity
tees sass 2a.. 0010 = Stack Profile: ZigBee PRO (0x2)
........ 0010 .... Protocol Version: 2
sees sles cene wuus Router Capacity: True
010 0. cuwn wess Device Depth: 4
loee enes anus suss End Device Capacity: True
Extended PAN ID: c1:59:f3:f1:fd:52:1d:2f (c1:59:f3:f1:fd:52:1d:2f)
Tx Offset: 16777215
Update ID: 11

(O 7 Thefriendly name for this interface (frame.interface_name) - Packets: 89 - Profile: Zigbee

Figure 7-7 - A capture showing Zigbee beacons

® OO 06 e

PAN ID Channel Signal Link Quality Frequency
@ BE1D 25 -39dBm ! 58% @ 2475 MHz
@ B373 25 -40dBm ! 100% @D 2475 MHz

Figure 7-8 - Zigbee network discovery
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Figure 7-9 - Zigbee network overlaid on Wi-Fi networks

100 | | 5GHz | (160 MHz| [ MCS 2 || NSS 2 48 Mbps | O

77N\ M > )
* O @ 0 6 e

PAN ID Channel Signal Link Quality Frequency
7 BE1D 25 -43dBm 100%
l @ B373 25 -34dBm 100%

Show Zigbee and Wi-Fi coexistence

Q

Zigbee Networks Found: 2, Displayed: 2 (100%)

Figure 7-10 - Control to enable/disable Zigbee overlay on Wi-Fi networks

13
B373, Zigbee Ch. 25

2475 MHz
2475 MHz
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Figure 7-11 - The RapidConnect Zighee Smart Energy USE Stick
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Chapter 8 - WiFi Explorer Pro 3 Ul Tour

@ WiFiExplorerPro3 File Edit View Spectrum Analysis Window Help 94 3 ¢ #48(40MHz) ® Q N 3P ®mA T K Wed20Dec 07:18
000 [ n © Active Scanning: Wi-Fi | BNL 8 ae 5 40 MHz | | MCS NSS3 | 600 M el -
¥ Network Name 14 ] Default s Al Qv 2> ® 0 (7}
@ BNL
BSSID Network Name Vendor Signal Channel : Channel Band Beacon Overhe
@ BNL_2G
© BT-GMA266 l 94:18:65:86:DC:48  BNL B N Netgearinc. -49 dBm 4 24GHz 8%
© BTHUb5-MG23 I 94:18:65:86:DC:47 VM6643873 8 ] Netgear Inc. -49 dBm 48 1 24GHz 9%
© DIRECT-B.tPro8020 | 94118:66:86:DC:25 WFEPro3_Test [ Netgear Inc. -51dBm 1 100 5GHz 2%
@ DIRECT-b.7 Laserset | FA:DA:OC:6F:79:88 DIRECT-b8-H...277 LaserJet @ HPInc -63 dBm 8 12 24GHz 15%
© SKYMSTXQ 2.4 | 36:23:03118:43:37 VM202651-2G s Belkin International Inc 63 dBm 100 36 5GHz 3%
« VM0108420 l 30:23:03:1B:43:37 VM202651-5G s Belkin International Inc -63 dBm 100 48 5GHz 1%
®© VM202651-2G 18:35:D1:A9:9F:C9 VM0108420 > ARRIS Group Inc -66 dBm 6 6 24GHz 8%
®© VM202651-5G I 3A:23:03:1B:43:36 %+ Belkin International Inc. -67 dBm 8 44 5GHz 2%
® VM6042798 30:23:03:1B:43:36 BNL_2G o¢ Belkin International Inc -68 dBm 8 8 24GHz 9%
®© VM6643873 18:35:D1:89:71:D9 VM6643873 > ARRIS Group Inc -69 dBm n 1 24GHz 1%

®© WFEPro3_Te

®© Hic

> Mode 5
Channel 10
> Channel Width 3
Security 2
Access Point 17
> Vendor 9

Information Element 39

Automatic Filters v

Spectrum 2.4 / 5 GHz

UNII-2A

p
|
|
!
!
|
f

5 - A =

UNII-2C

N Netgear:B6:DC:48, Ch. 48 @ 40 MHz

Networks Found: 38, Displayed: 38 (100%), Selected: 1 (2%)

Figure 8-1 - WFE Pro 3's user interface

UNII-3  UNI-4

Rules Matched: None

4 Include overlapping networks in sele...
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© BNL
= BNL_2G

& DIRECT-b.

® Hidden
> Mode

> Channel

> Channel Width
% Security

% Access Point
> Vendor

>

P R R R R R R R AR R R R RARARANANARARRERS NS ARARARARARARERARAR R AR AR R ARy

0
AtantiaiilvEs

® BT-GMA266

& BTHub5-MG23
& DIRECT-B...t Pro 8020
...7 LaserJet
& SKYMSTXQ 2.4

= VM0108420

® VM202651-2G

= VM202651-5G

® VMB042798

8 Sidebar o

mation Element

Pro 3: The Definitive User Guide (Screenshots)

Sas

Band Beacon Overl
24GHz 8%
1M 24GHz 9%
100 5GHz 2%
12 24GHz 15%
36 65GHz 3%
48 5GHz 1%
6 24GHz 8%

94:18:65:86:DC:47 VM6643873 £ [ Netgear Inc.
94:18:65:86:DC:25 WFEPro3_Test [ Netgear Inc.
FA:DA:0C:6F:79:B8 DIRECT-b8-H...277 LaserJet

362303184337 VM202651-26 Networks Area
30:23:03:1B:43:37 VM202651-5G
18:35:D1:A9:9F:C9 VM0108420 >~ ARRIS Group Inc.
3A:23:03:1B:43:36 o+ Belkin International Inc.

Belkin International Inc.

44 5GHz 2%

30:23:03:1B:43:36 BNL_2G o+ Belkin International Inc.

18:35:D1:89:71:D9 VM6643873 > ARRIS Group Inc. -69 dBm n .:

Spectrum 2.4 / 6 GHz

UNIT  UNI-2A UNI-3  UNI-4

Graphs Area

1
.

48
N Netgear:B6:DC:48, Ch. 48 @ 40 MHz

Networks Found: 36, Displayed: 38 (100%), Selected: 1. (2%)  ISICIUEH =114 H

Figure 8-2 - WFE Pro 3's user interface areas
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File Edit View Window  Help 94 33 § #a48(40MHz @ Q N 3

@  WiFi Explorer Pro 3

900@

Vv Network Name

Spectrum Analysis

MCS 9 600 Mbps

Scanning: Wi-Fi | BNL

® WFEPro3_Test

® Hidden Network

Spec! 2.4/5GHz 2
> Mode 5
UNII-1  UNII-2A UNII-2C UNII-3  UNII-4
> Channel 10
> Channel Width 3
> Security 2
> Access Point 17
> Vendor 9
> Information Element 39

Graphs Area Control

'z
I
1

N Netgear:B6:DC:48, Ch. 48 @ 40 MHz

Automatic Filters v Networks Found: 38, Displayed: 38 (100%), Selected: 1 (2%) Rules Matched: Nons

@ BNL

Vendor Channel Band Beacon Overh
® BNL_2G
@ BT-GMA266 ] 4; 24GHz 8%
© BTHUb5-MG23 l 94:18:65:86:DC:47 VME643873 [ Netgear Inc. -49 dBm 48 11 24GHz 9%
@ DIRECT-B...t Pro 8020 l 94:18:65:86:DC:25 WFEPro3_Test [ Netgear Inc. -51 dBm 1 100 5GHz 2%
@ DIRECT-b..7 LaserJet | FA:DA:OC:6F:79:B8 DIRECT-b8-H...277 LaserJet @ HPInc -63 dBm 8 12 24GHz 15%
® SKYMSTXQ 2.4 II 36:23:03:1B:43:37 VM202651-2G *s Belkin International Inc. -63 dBm 100 I 36 5GHz 3%
« VM0108420 l 30:23:03:18:43:37 VM202651-5G 2. Belkin International Inc. -63 dBm 100 48 B5GHz 1%
@ VM202651-2G I 18:35:D1:A9:9F:C9 VM0108420 >~ ARRIS Group Inc. -66 dBm 6 I 6 24GHz 8%
® VM202651-5G 3A:23:03:1B:43:36 *s Belkin International Inc. -67 dBm 8 I 44 5GHz 2%
®© VM6042798 W&m:aa‘ss BNL_2G es Belkin rnational Inc. -68 dBm H 2.4 GHz 9%
®© VM6643873 I 18/35:D1:89:71:D9 VM6643873 > ARRI oup Inc. -69 dBm I 1 24GHz 1%

4 Include overlapping networks in sele...

Figure 8-3 - WFE Pro 3's Ul area reveal/hide controls
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o000 (MO » B ® Active File: SNR_Sample | Saturday, 14 December 2024 at 11:51:53
5] pefault ¢ | ¥ BB 24GHz 5GHz Open  Secure Qv
BSSID Vendor Network Name Signal v~  Noise SNR
U 70:F1:96:44:8B:92 [ Actiontec Electronics Inc. TELUS2438 8 -47dBm N -87dBm @ 40dB [
l 18:82:8C:C6:9C:73 [Zl Arcadyan Technology Corp. TELUSWIFi5087 ( -52dBm 0 -87dBm 35d8 N
I 00:1D:C9:09:68:01 .+ GainSpan Corp. REMOTE27brzs £ -53dBm | -87dBm 34d8
| 9c:E:95:1B:43:82 @ Actiontec Electronics Inc. TELUS1449 & -60dBm | -87dBm © 27 dB W
I 10:78:5B:DC:EF:12 [ Actiontec Electronics Inc. TELUS1197 6 -60dBm -90dBm [ 30dB
| 6E:F1:96:44:8B:96 0 Actiontec Electronics Inc. ; Nety 8 -61dBm T -87dBm © 26dB N
70:F1:96:44:8B:96 [ Actiontec Electronics Inc. TELUS2438 6 -61dBm -87 dBm @ 26dB
18:82:8C:C6:9D:DB E] Arcadyan Technology Corp. TELUSWIiFi5087 ( -63dBm | I -87dBm & 24ds
| 04:17:B6:EC:A7:83 © Smart Innovation A £ -65dBm | -87 dBm 22dB 0
l AO:FF:70:3E:06:A8 # Vantiva USA Hidden Network @ -66dBm -91dBm | 25d8
l AO:FF:70:3E:06:A5 #% Vantiva USA Witts World A -67dBm [ -87dBm 20dB
l 1A:82:8C:E6:9C:74 2] Arcadyan Technology Corp. en N A -68dBm [ -90dBm 22dB
| 8C:76:3F:7E:09:F3 O CommScope SHAW-09EF 6 -69dBm | -90dBm @ 21d8 @
9C:3D:CF:4C:36:9C [ Netgear Inc. NETGEAR16 6 -70dBm -87dBm @ 17de @
l 8E:76:3F:7E:09:F3 O CommScope A -70dBm [0 -91dBm ( 21dB
l EC:6C:9A:16:2F:8F 2] Arcadyan Technology Corp. TELUSWIFi3318 £ -71dBm [ -90dBm [ 19d8
l 18:82:8C:C6:9C:74 F] Arcadyan Technology Corp. TELUSWIiFi5087 £ -72dBm [0 -87dBm @ 15dB 0
l 96:76:3F:7E:09:F3 O CommScope Net 6 -74dBm [0 -86 dBm @ 12dB8 @
Networks Found: 53, Displayed: 63 (100%)

Channel

1
6
3

il

1

36
36
6

4

1

1
149

Figure 8-4 - WFE Pro 3's Ul with sidebar, inspectors, and graphs areas hidden

L4 & D #48(40MHz) @ Q N 3 ®m FT @ Wed20Dec 07:18
eee @M @ 48 ) 50Hz | [40MHz [ MCS9 [ NSS3 | [ 600Mbps |IOM B
v Network Name 14 ] Defauit s Q- P O @ 0 6 e
= BNL
BSSID Network Name Vendor signal Channel £ Channel  Band Beacon Overh
= BNL_2G -
-B6: 9
© BT-GMA266 | | 94i18:65:86:0c:48  BNL [ 4 24GHz 8%
@ BTHUbS-MG23 | os1sesBE:DC:A7 VM6643873 48 M 24GHz 9%
& DIRECT-B...t Pro 8020 | osases86:DC:25 WFEPro3_Test 1 100 5GHz 2%
@ DIRECT-b.7 LaserJet | FA:DA:OC:6F:79:88 DIRECT-b8-H...277 LaserJe 8 12 24GHz 15%
® SKYMSTXQ 2.4 | se23:0318:43:37 VM202651-2G $: Belkin International Inc. -63 dBm 100 36 5GHz 3%
© VM0108420 | 30:23:0318:43:37 VM202651-5G 2. Belkin International Inc. -63 d8m 100 48 5GHz 1%
© VM202651-2G 18:35:D1:A9:9F:C9 VM0108420 £ > ARRIS Group Inc -66 dBm 6 6 24GHz 8%
© VM202651-56 | 3a23:0318:43:36 $: Belkin International Inc. -67 dBm 8 44 5GHz 2%
® VM6042798 30:23:03:1B:43:36 BNL_2G $: Belkin International Inc. -68 dBm 8 8 24GHz 9%
® VM6643873 18:35:D1:89:71:D9 VM6643873 > ARRIS Group Inc. -69 dBm 1 1 24GHz 1%
& WFEPro3_Test
& Hidden Network Spectrum 2.4 / 5 GHz
> Mode 5
> Channel 10 UNII-3  UNII-4
> Channel Width 3
> Security 2
> Access Point 17
> Vendor 9
% Information Element 39
‘(’7
7
7
=¢
2
I %
%
\ 7
48
N Netgear:B6:DC:48, Ch. 48 @ 40 MHz Include overlapping networks in sele.
Automatic Filters v Networks Found: 38, Displayed: 38 (100%), Selected: 1 (2%) Rules Matched: None (=)

Figure 8-5 - Menu Bar Ul location
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&  WiFi Explorer Pro 3

File  Edit

B o

Settings...
3 g

Services

Hide Others

ChaAwr A
Show Al

HE
| 18

® ﬁ)out WiFi Explorer Pro 3
Check for Updates...

Hide WiFi Explorer Pro 3 ¥ H

Quit WiFi Explorer Pro 3

N

5 GHz

| FaDA0C:6F:79:B8

C6:06:C3:4F:EA:C2

DD

DIRECT-...LaserJet

View  Spectrum Analysis

¢ HPInc.

Window

Scanning: Wi-Fi | VM6643!

Open  Secure

Netgear Inc.
Netgear Inc.
Belkin International Inc.
Belkin International Inc.
Belkin International Inc.
CommScope

TP-Link Technologies Co...

Figure 8-6 — WiFi Explorer Pro 3 menu items

@  WiFi Explorer Pro 3

File Edit View

Spectrum Analysis

Window Help

FYY s

Default $ | S
BSSID
| oansesBeDC:a7

| 94118:65:86:0C:25
| 94:18:65:B6:DC:48
36:23:03:1B:43:36
30:23:03:1B:43:36
36:23:03:1B:43:37
30:23:03:1B:43:37

BNL_2G
VM202651-2G
VM202651-5G

76pen...

Open Recent
Save As...

Export All Networks...
Export Displayed Networks...

D O O

anning: Wi-Fi | VM202651-5G

Inc. -51 dE

r Inc. -52 dE

elkin International Inc. -59 dE
Belkin International Inc. -60 dE
Belkin International Inc. -62 dt
Belkin International Inc. -62dl

Figure 8-7 - File menu items
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Count of Channel Width

30

25

20

15
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w

0 =

20 MHz

Channel Width ~

40 MHz 80 MHz

Band -
W 2.4GHz
m 5 GHz

m (blank)

Figure 8-8 - Sample report created from exported CSV data using Excel

E

Default

@ WiFiExplorerPro3 File Edit View Spectrum Analysis

Window

Help

000 [

(]

BSSID

94:18:65:B6:DC:25
94:18:65:B6:DC:48
94:18:65:B6:DC:47
30:23:03:1B:43:36
36:23:03:1B:43:36
FA:DA:0C:6F:79:B8
36:23:03:1B:43:37
30:23:03:1B:43:37

n oo
7 Al

Network N
WFEPro3
BNL

VM6643
BNL_2G
VM2026

Paste

Speak

DIRECT-R Start Dictation... 1 [
VM2026'§ Emoji & Symbols fr

Ikin International Inc.

VM202651- (o J—t1

Scanning: Wi-Fi | VM202651-5G

n Hai Precision Industry
Ikin International Inc.

Belkin International Inc.

Signal
-51 dE
-52 dE
-52 dt
-60 dE
-61 dE
-63 dE
-64 dE
-64 d|

Figure 8-9 - Edit menu items
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.' WiFi ExplorerPro3 File Edit View Spectrum Analysis Window Help

o000 @ B © Active Organize Networks By Name
Organize Networks By Access Point

s | ©
B3 pefault ¢V AL 24 Organize Networks By Access Point Radio
BSSID Network Name Organize Networks By Access Point Vendor
| 9ag:65:86:DC:48 BNL o
| osaus:65:86:DC:47 VM6643873
| oansesBEDC:25 Tes§ APPly Coloring Rules
3A:23:0311 -
| 36:23:03:18:43:37 vMZ02651-24
36:23:03:1B:43:36 VM202651-2;
l 30:23:03:1B:43:37 VM202651- tilizatior
l 30:23:03:1B:43:36 BNL_2G
v Show Network Labels
l 18:35:D1:B9:71:D9 VM6643873 .
Show Center Frequencies =
C0:06:C3:4F:EA:C2 VM0108420
| 30:23:03:1B:42:DF VM202651-50 Show Column Separator Lines
| 36:23:03:18:42:0F vM202651-2d ~ Show Row Separator Lines

C6:06:C3:4F:EA:C2

- KRG ER - R ERC EN- ER - ERC ERC ERCE]

Make Text Bigger
| sa23031B:a2:08 Make Text Smaller
I 18:35:D1:A9:9F:C9 VM0108420
| 36:23:03:1B:42:0E VM202651-2G &
30:23:03:1B:42:DE BNL_2G
' 78:DD:12:B5:0B:37 BT-GMA266 Select View
| 02:68:EB:44:88:B8 DIRECT-B8-... Select Previous View
| FA:DA:0C:6F:79:B8 DIRECT-b8-H Select Next View
= 7A:DD:12:A5:0B:37 A

C0:06:C3:4F:EA:C3 VM0108420
18:35:D1:B9:71:DF VM6643873 Enter Full Screen

Figure 8-10 - View menu items

3

@ WiFiExplorerPro3 File Edit View Spectrum Analysis Window Help 4
o0e [ ! B © Active
Default ¢ | v B 24GHz 5
v Graph Density D Full 2.4 GHz Band
BSSID Network Name
_ Graph Spectrogram XS Full 5 GHz Band
| 94:18:65:B6:DC:48 . . Dual Band
l 94:18:65:86:DC:47 Display Live Trace S—
| oaisesBeDC:25  WFEPro3_Test Dijplay Aveigeirace.  T.O/ -52 dBm
3A:23:03:1B:43:36 ; Display Maximum Trace oM 60 dBm
36:23:03:1B:43:36 VM202651-2G ¥ Display Utilization Trace -62 dBm
| 30:23:03:1B:43:38 BNL_2G Hide Color Scale -62 dBm
l 18:35:D1:B9:71:D9 VM6E6643873 \ -62 dBm
Reset )
' FA:DA:QOC:6F:79:B8 DIRECT-b8-H...277 Lase J -63dBm @
I 36:23:03:1B:43:37 VM202651-2G 8 o+ Belkin International Inc. -63 dBm

Figure 8-11 — Spectrum Analysis menu items
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.' WiFi Explorer Pro3 File Edit View Spectrum Analysis Window Help < &
000 [ B O Active Close 5a
Minimize
Default s 7 LAl 24GHz 5 GHz Secu Zoom
BSSID Network Name r Tile Window to Left of Screen
| 94:18:65:B6:DC:25 WFEPro3_Test A" [ Netg Tile Window to Right of Screen
| 94:18:65:B6:DC:48 BNL 8 [ Netg Replace Tiled Window
I 94:18:65:B6:DC:47 VM6643873 8 [ Netg v WiFi Explorer Pro 3
| 30:23:03:1B:43:36 BNL_26G £  $ Belkin
36:23:03:1B:43:36 VM202651-2G a8 +s Belkin International Inc. -62 dBm
| 30:23:03:1B:43:37 VM202651-5G a8 +s Belkin International Inc. -62dBm
l 36:23:03:1B:43:37 VM202651-2G a8 +s Belkin International Inc. -63 dBm
C0:06:C3:4F:EA:C2 VM0108420 8 42 TP-Link Technologies -66 dBm
| 18:35:D1:B9:71:D9 VM6643873 8 > ARRIS Group Inc. -66 dBm
l FA:DA:0C:6F:79:R8 DIRFCT-b8-H. 277 | aserlet £ 'Y Hon Hai Precision Industrv -68 dBm

Figure 8-12 - Window menu item

.’ WiFi ExplorerPro3 File Edit View Spectrum Analysis Window Hel %100 (80 MHz)
[ X X BN B & Active Scanning: Wi-F, (5’353"«3‘
) WiFi Explorer Pro 3 Help
9 Default ¢ 7 fAal 24GHz 5 GHz Open  Secure -
WiFi Explorer Pro 3 Release Notes
BSSID Network Name
Report an Issue
94:18:65:86:DC:48 BNL £ [ Netge . GH
94:18:65:86:DC:47 VM6643873 8 [ Netgear Inc. X WiFi Explorer on X GH
94:18:65:B6:DC:25 WFEPro3_Test 8 1 Netgear Inc. . GH
Deactivate...
3A:23:03:1B:43:36 8 e Belkin International GH
36:23:03:1B:43:36 VM202651-2G £ % Belkin International N, Acknowledgments /GH
30:23:03:1B:43:36 BNL_2G 8 +e Belkin International Inc. 9 2.4 GH
C0:06:C3:4F:EA:C2 VMO0108420 ﬁ 42 TP-Link Technologies -66 dBm 2 2.4 GH
2A:22:N21R:A3:37 \IM202RK1-2G a ®: Relkin Internatinnal Ine -AAR dARmM 1nn 5 GH

Figure 8-13 - Help menu items
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3 xplorerPro3 File Edit View Spectrum Analysis Window Help 94 33 O #48(@0MHz @ Q N 3 ®mA T @ Wed20Dec 07:18
fon e e e ) CELE R L L LR LR
000 @M > N © Active Scanning: Wi-Fi | BNL @ 48 | 506Hz |[40MHz || MCS9 || NSS3 | 600Mbps Q[ < B o
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Figure 8-14 - Toolbar Ul location
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Figure 8-15 - Toolbar details (toolbar split to show details)
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Figure 8-16 - Filter Area Ul location
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Figure 8-17 - Filter Area details
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:
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* > Mode 5 &
. > UNI-1 - UNI-2A
E Channel 10
= > Channel Width 3
E > security 2
E > Access Point 17
H + > Vendor 9
: > Information Element 39
H
:
:
H
:
H
H
H
H
:
H
:
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:
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Figure 8-18 - Sidebar Ul location
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v (& Annotation
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v ¢ Channel Width

v (@) Overlapping Networks
v B Security

v % Access Point

v =5 Device Name

v [V] Vendor

v { Information Element

Automatic Filters v

Figure 8-19 - Sidebar Automatic Filter Options

o000 O | | © Active

> Network Name 17 Default g

> Annotation

v Mode 6
l [0 Netgear Inc.

iﬁm‘mﬂ_‘ Netgear Inc.
© 802.11a/n/ac/ax I o =
802.11b/g/n

802.11b/g/n/ax

Vendor

© 802.1g/n

> Channel

> Channel Width 3
> Overlap...etworks 21
> Security 4
> Access Point 16
> Device Name 8
> Vendor 10
> Inform...lement 39

Scanning: Wi-Fi | BNL a8 a8
¥ LAl 24GHz 5GHz Open Secure
BSSID Network Name
94:18:65:B6:DC:47 VM6643873

94:18:65:B6:DC:48 BNL

5 GHz

(u2]

40 MHz

Qv
Signal
-55 dBm

-55dBm |

NSS3 | [ 600Mbps | O % B
L Channel Band Mode
48 5 GHz a/n/ac/ax
48 5GHz a/n/ac/ax

Figure 8-20 - Sidebar filter example using a Mode filter
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Figure 8-21 - Sidebar filter example using a negated Mode filter
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Figure 8-22 - Networks Area Ul location (also referred to as the "networks table")
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Figure 8-23 - Graphs Area Ul location
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94:18:65:B6:DC:25 [0 Netgear Inc. WFEPro3_Test £ -44dBm 1 2.4 GHz 20 MHz 2
[] 94:18: :DC:47 N Netgear Inc. VM6643873 g -50dBm GEEEEN ) 48 5 GHz 40 MHz 12
l 94:18:65:86:DC:48 [0 Netgear Inc. BNL ) -50dBm 48 5 GHz 40 MHz 12 4

| 94:18:65:86:DC:62 [0 Netgear Inc. WLANPI_Test_6GHz B -65 dBm 37 6 GHz 80 MHz 10 2
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SSID:  VM6643873 5 GHz UNII-1 Infrastructure
BSSID: 94:18:65:B6:DC:47 802.11a/n/ac/ax WPA2/WPA3 Personal
Vendor: Netgear Inc. Max Rate: 1147 Mbps Encr AES (CCMP)
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Signal: -50 dBm Noise: -96 dBm 46 dB
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Channel 48

Signal

Networks Found: 25, Displayed: 25 (100%), Selected: 1 (4%) Rules Matched: None O]

Figure 8-24- Graphs Area: Network Details panel
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Signal: -80 dBm Noise: -96 dBm SNR: 16 dB

07:06
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Networks Found: 37, Displayed: 37 (100%), Selected: 1 (2%) Rules Matched: None [0

Figure 8-25 - Graphs Area: Network Details panel showing channel utilization graph
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BSSID Vendor Network Name Signal v Channel Band Channel Utilization Channel Width
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Signal: -85 dBm Noise: -96 dBm

VM0108420

VM0108420 Channel 44

Signal s ¢ o, t

Networks Found: 37, Displayed: 37 (100%), Selected: 1 (2%) Rules Matched: None [

Figure 8-26 - Graphs Area: Network Details panel with SSID Band Peers Graph highlighted
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ARRIS Group Inc, Ma: 1300 Mbps Encryption: AES (CCMP)
1, Signal Quality: Very Poor 36404448 Channel Width: 80 MHz
Signal: -85 dBm Noise: -96 dBm SNR: 11dB

VMO0108420

VMO0108420 Channel 44

Signal < se O3X. ¢

Networks Found: 37, Displayed: 37 (100%), Selected: 1 (2%) Rules Matched: None []

Figure 8-27 - Graphs Area: Network Details panel with the Channel Peers Graph highlighted

36:23:03:1B:43:37

& Active Scanning: Wi-Fi | BNL 8 48 5GHz |(40MHz | MCS9 | Nss3 | | 600Mbps O] % B

5 pefault ¢ All 4 GH 5 GH Ope Secu Qv
BSSID Vendor Network Name Signal v Channel Band Channel Utilization Channel Width
94:18:65:86:DC:47 m Netgear Inc. VM6643873 -48 dBm 48 5 GHz 40 MH
94:18:65:86:DC:48 [ Netgear inc. BNL a -48 dBm 48 5GHz 40 MH.
3A:23:03:1B:43:36 e Belkin International Inc. -49 dBm 8 2.4 GHz 20 MH
I 94:18:65:B6:DC:25 [ Netgear Inc. WFEPro3_Test { -50 dBm 1 2.4 GHz 20 MH
l 30:23:03:1B:43:36 e Belkin International Inc. BNL_2G ) -52 dBm 8 2.4 GHz 20 MH
36:23:03:1B:43:36 o Belkin International Inc. VM202651-2G G -53 dBm 8 2.4 GHz 20 MH
30:23:03:1B:43:37 ¢ Belkin International Inc. VM202651-5G -63 dBm 100 5 GHz 80 MH

S

Belkin International Inc. VM202651-2G { -63 dBm 100 5 GHz 80 MH

Networks Found: 40, Displayed: 40 (100%) Default: NoRules [

Figure 8-28 - Graphs Area: Signal Strength panel, all networks
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& Active Scanning: Wi-Fi | BNL 8 48 5GHz | [40MHz|[ MCS9 || Nss3 | [ 600Mbps | B[ .: B
] Default 2 All 24GHz 5GH Open  Secure VM Networ [<]
BSSID Vendor Network Name Signal Channel Band Channel Utilization Channel Width

N Netgear Inc.

06:43:23

Networks Found: 42, Displayed: 1 (2%), Selected: 1 (2%) Rules Matched: None [

Figure 8-29 - Graphs Area: Signal Strength panel showing a single filtered BSSID
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94:18:65:86:DC:47 [ Netgearinc. VMEB643873 8 -49 dBm 48 § GHz 40 MH
94:18:65:86:DC:48 [ MNetgearinc BNL A -49 dBm a8 5 GHz 40 MH

| osansswsseinCi28 [ Netgear inc WFEPro3_Test -50 dBm 1 2.4 GHz 20 MH
3A:23:03:1B:43:36 ++ Belkin International Inc £ -55 dBm 8 2.4 GHz 20 MH

! 30:23:03:1B:43:36 *+ Belkin International Inc. BNL_2G -56 dBm 8 2.4 GHz 20 MH
36:23:03:1B:43:36 *e Belkin International Inc. VM202651-2G s -57 dBm B8 2.4 GHz 20 MH
FA:DA:QC:6F:79:B8 [ Hon Hai Precision Indus. DIRECT-b8-HP M277 LaserJet -66 dBm 8 2.4 GHz 20 MH

> ARRIS Group Inc. VM0108420 f -67 dBm 6 2.4 GHz 20 MH

Spectrum 2.4 [ 5 GHz

UNII-1 UNII-2A U UNI-3 UNII-4

Networks Found: 40, Displayed: 40 (100%) Default: No Rules =

Figure 8-30 - Graphs Area: Spectrum 2.4/5 GHz panel showing all networks
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Active File: morning-test | Thursday, 11 January 2024 at 07:00:00

9 Default s Kl | 2.4GH H: ot acire VM Networks q Qv VMs6| )
BSSID

Vendor Network Name Signal Channel Band Channel Utilization Channel Width
94:18:65:B6:DC:47 [ Netgear Inc. A -49dBm 48 5 GHz 40 MHz
18:35:D1:B9:71:D9 > ARRIS Group Inc. d -67dBm 1 2.4 GHz 20 MHz
18:35:D1:B9:71:DF * ARRIS Group Inc -76 dBm 44 5 GHz 80 MHz

Spectrum 2.4 | 5§ GHz

UNII-1 UNI-2A

UNII-2C UNII-3

UNII-4

] s 1
10 149 157 165

Networks Found: 40, Displayed: 3 (7%)

Default: No Rules

Figure 8-31 - Graphs Area: Spectrum 2.4/5 GHz panel showing a filtered network

Figure 8-32 - Graphs Area: Spectrum 2.4/5 GHz panel indicating a primary channel (ch. 100)
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El) H © WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 3 B
[} pefault s 2.4 GH > 6 GHz p Qv
BSSID Network Name Vendor Signal Channel Band Channel Width Mode
I 94:18:65:B6:DC:62 WLANPI_Test_6GHz [ Netgear Inc. -55 dBm 37 6 GHz 80 MHz ax
94:18:65:B6:DC:68 BNL [0 Netgear Inc. -55 dBm 37 6 GHz 80 MHz ax

2 Spectrum 6 GHz Advar

UNII-6

Networks Found: 24, Displayed: 2 (8%) =

Figure 8-33 - Graphs Area: Spectrum 6 GHz panel showing two networks

Networks Found: 31, Displayed: 2 (6%)

Figure 8-34 - Graphs Area: Spectrum 6 GHz panel showing a primary channel (Ch. 37)
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C0:06:C3:4F:EA:C2
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N W o O

45 26 bytes >
61 22 bytes >
127 8 bytes >
191 12 bytes >
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C0:06:C3:4F:EA:C3 VMO0108420

B © WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B

7 Al 24GHz 5GHz 6GHz Open  Secure Qv dot11.net.ssid == VM0108420 [<]
Network Name Vendor Signal v Channel Band Channel Width Mode
VM0108420 8 @ CommScope -70dBm [ 1 2.4 GHz 20 MHz  b/g/n
VMO0108420 TP-Link Technol... b/g/n

f  # TP-Link Technol... -78dBm 1 36 5 GHz 80 MHz a/n/ac
Network Details  Signal Strength ~ Spectrum 2.4 /5GHz  Spectrum 6 GHz h
Information Element Details
VM0108420

9bytes > SSID

8 bytes > { Supported Rates

1bytes > < DSSS Parameter Set

6 bytes > O Country

42 1bytes > < ERP

50 4 bytes > ¢ Extended Supported Rates
70 5bytes > < RM Enabled Capabilities

{ HT Capabilities

{ HT Operation

{ Extended Capabilities
¢ VHT Capabilities

& VHT Operation

1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 18 Mbps
Current channel: 1
DE (All)

24, 36, 48, 54 Mbps

Link Measurement, Neighbor Report, Beacon Passive Measurement, Beacon Active Measurement, Beaco...
20/40 MHz, Short Gl for 20 MHz, Short Gl for 40 MHz, 2 Spatial Streams

Primary Channel: 1 (Any Width Supported), Secondary Channel Offset: +1, No protection mode

TFS, WNM Sleep Mode, TIM Broadcast, BSS Transition, SSID List, Operating Mode Notification

Short Gl for 80 MHz, 2 Spatial Streams

Channel Width: 20 MHz or 40 MHz

50 4 bytes > { Extended Supported Rates
70 5 bytes + ¢ RM Enabled Capabilities

Element ID:

nna NAA b N Nemdae Cmnnilia Al acana £a L LT N FE A e e e
Q Information Elements: 17, Displayed: 17 (100%)
Networks Found: 25, Displayed: 5 (20%), 1(4%) o
Figure 8-35 - Graphs Area: Advanced Details panel showing IEs for a selected network
@00 [ > H DWANPIMA Scanning: WLAN Pi M4 | 192.168.1.75 B
Default ¢ | ¥ 24GHz 5GHz 6GHz Open  Secure Qu dot11.net.ssid == YM0108420 [x]
BSSID Network Name Vendor Signal v Channel Band Channel Width Mode
l 18:35:D1:A9:9F:C9 VM0108420 A O CommScope -68dBm ! n 2.4 GHz 20 MHz  b/g/n
n 0:06:C3:4F:EA:C2 VM0108420 TP-Link Technol... -71dBm
l 18:35:D1:A9:9F:CF VM0108420 A @ CommScope -81dBm % 44 5 GHz 80 MHz  a/n/ac
Network Details Signal Strength Spectrum 2.4 | 5 GHz Spectrum 6 GHz | = Advanced Details h
ID Length Information Element Details

24, 36, 48, 54 Mbps

Link Measurement, Neighbor Report, Beacon Passive Measurement, Beacon Active Measureme...
70

5 bytes

q v ={ RM Enabled Capabilities (octet 1): |  0x73

R ot enabled

wasin @eien Repeated Measurements: Not enabled

esl cuee Beacon Passive Measurement: Enabled

esle seus Beacon Active Measurement: Enabled

I Beacon Table Measurement: Enabled

Found: 25, Disp!

yed: 5 (20%), d: 1 (4%)

....... Rearnn Meacurement Rennrtina Conditinnc: Nat enahled
Information Elements: 17, Displayed: 17 (100%)

Q

Figure 8-36 - Graphs Area: Advanced Details showing the Neighbor Report field for a selected BSSID
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o000 [ B © WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B
Default < T LAl 24GHz 5GHz 6GHz Open  Secure Qv dot11.net.ssid == VM0108420
BSSID Network Name Vendor Signal ™ Channel Band Channel Width Neighbor Report
l 18:35:D1:A9:9F:C9 VM0108420 £ (@O CommScope -69 dBm n 2.4 GHz 20 MHz | Enabled
“ C0:06:C3:4F:EA:C2 VM0108420 TP-Link Technol... 40 MHz  Enabled
C0:06:C3:4F:EA:C3 VM0108420 £  # TP-Link Technol... -81dBm 36 5 GHz 80 MHz | Enabled
1
Network Details Signal Strength Spectrum 2.4 / 5 GHz Spectrum 6 GHz Advanced Details
ID Length Information Element Details
50 4 bytes > O Extended Supported Rates 24, 36, 48, 54 Mbps
70 5 bytes v+ < RM Enabled Capabilities Link Measurement, Neighbor Report, Beacon Passive Measurement, Beacon Active Measureme...
Element ID: 70
Length: 5 bytes
q }{ RM Enabled Capabilities (octet 1): ] 0x73
i nie el ink Mea ement+ _Fnahled dot11.rm_enabled_cap.rm a eigh report |
q.l. Neighbor Report: Enabled ADnly e ol h |
eons 304 Paralle( Measurements: N
Apply as Filter
sone Buan Repeated Measurements: Not | |
A s Beacon Passive Measurement: New Filter. |
N1 Beacon Active Measurement: NeW Coloring Rule... |
elas aes Beacon Table Measurement: E Copy flement |
Q. Rearnn Meaciirement Rennrtin, Copy All Elements
Q dot11.rm_ _cap.rm_ cap _report £ 17 (100%)
Expand Item
Found: 25, Displayed: 5 (20%), 1(4%) Expand All Items =

Figure 8-37 - Graphs Area: Advanced Details panel showing how to add Neighbor Report as a column

@ WiFiExplorerPro3 File Edit View Spectrum Analysis Window Help 74 33 O #48(40MHz) ® Q N 3 ®©@ 7T & Wed20Dec 07:18
eee @ | | © Active Scanning: Wi-Fi | BNL 8 a8 5 GH OMHz | [ MCS9 | NSS3 | 600mbps B[ 3
esssssnsncanns
¥ Network Name 14 £ Default s All Qv .;gf_\
« BNL : .
. e BSSID Network Name Vendor Signal Channel E  2Channel Band Beacon Over!e
L NL_. a -
« BT-GMA266 . 94:18:65:86:DC:48 BNL 8 N Netgearinc. -49 dBm NN 48 . 4 24GHz 8% [
e o | 94118:65:86:DC:47 VM6643873 1 Netgear inc. -49 dBm 48 N 24GHz 9% [ *
. H
@ DIRECT-B..t Pro 8020 ' 94:18:65:86:DC:25 WFEPro3_Test ] Netgear Inc. -51 dBm 1 - 100 5GHz 2% E
@ DIRECT-b..7 Lasersst | | | FA:DA:OC:6F:79:B8 DIRECT-b8-H...277 LaserJet @ HPInc. -63 dBm 8 . 12 24GHz 15% -
H
& SKYMSTXQ 2.4 I 36:23:03:1B:43:37 VM202651-2G os Belkin International Inc. -63 dBm 100 E 36 5GHz 3% E
M
« VM0108420 I 30:23:03:1B:43:37 VM202651-5G s Belkin International Inc. -63 dBm 100 . 48 5GHz 1% H
®© VM202651-2G 18:35:D1:A9:9F:C9 VM0108420 > ARRIS Group Inc -66 dBm 6 E 6 24GHz 8% | H
. .
®© VM202651-5G l 3A:23:03:1B:43:36 s Belkin International Inc. -67 dBm 8 . 44 5GHz 2% | H
. .
®© VM6042798 30:23:03:1B:43:36 BNL_2G 8 . 8 24GHz 9% { H
s -
© VM6643873 18:35:D1:89:71:09 VM6643873 q . 1 24GHz % :
. .
® WFEPro3_Test . H
H .
®© Hidden Network H :
> Mode 5 H :
UNII-1  UNN-2A UNII-2C UNII-3  UNII-4 : S
> Channel 10 . J
> Channel Width 3 . E
H
> Security 2 - .
H H
> Access Point 17 . .
’ H
> Vendor 9 s E
> Information Element 39 H :
. H
H H
. H
N H
: 2
e H
- .
O H
. H
. H
: .
5 H
. H

N Netgear:B6:DC:48, Ch. 48 @ 40 MHz

Q Include overlapping networks in sele..s
0 B

Networks Found: 38, Displayed: 38 (100%), Selected: 1 (2%) Rules Matched: None [

Automatic Filters v

o
‘russssssssmssssnsnsanns®

Figure 8-38 - Inspectors Ul location
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@ WiFiExplorerPro3 File Edit View Spectrum Analysis Window Help 7 33 D #48(40MHz) @ Q N P ®A FT R Wed20Dec 07:18
e0ee @ o © Active Scanning: Wi-Fi | BNL @ 48 | 5GHz | 40MHz| MCS9 || Nss3 | e00mbps B 3
) Network Name 14 [ Default s Al 4 GH Qv A ( ® 0 6 @
= BNL
© BNL_26 BSSID Network Name Vendor Signal Channel E Channel Band Beacon Overhg
b aizee | | 94:18: DC f ear -49dBm N as 4 24GHz 8%
& BTHUb5-MG23 [ 94:18:65:86:DC:47 VM6643873 [ Netgear Inc. -49 dBm 48 1 24GHz 9%
& DIRECT-B..t Pro 8020 I 94:18:65:86:DC:25 WFEPro3_Test [0 Netgear Inc. -51 dBm 1 100 5GHz 2%
& DIRECT-b..7 LaserJet ﬂ FA:DA:0C:6F:79:B8 DIRECT-b8-H...277 LaserJet @ HPInc. -63 dBm 8 12 24CGHz 15%
® SKYMSTXQ 2.4 I 36:23:03:18:43:37 VM202651-2G *s Belkin International Inc. -63 dBm 100 36 5GHz 3%
« VM0108420 I 30:23:03:1B:43:37 VM202651-5G o+ Belkin International Inc. -63 dBm 100 48 5GHz 1%
® VM202651-2G 18:35:D1:A9:9F:C9 VM0108420 > ARRIS Group Inc. -66 dBm 6 6 24GHz 8%
= VM202651-5G I 3A:23:03:1B:43:36 *s Belkin International Inc. -67 dBm 8 44 5GHz 2%
© VM6042798 30:23:03:1B:43:36 BNL_2G *s Belkin International Inc -68 dBm 8 8 24CGHz 9%
®© VM6643873 18:35:D1:89:71:D9 VME643873 > ARRIS Group Inc -69 dBm n 1 24GHz 1%

® WFEPro3_Test
®© Hidden Network Spectrum 2.4 [ 6 GHz

Mode

UNI-1  UNI-2A UNII-2C UNII-3  UNIl-4

Channel

Security

>
>
> Channel Width
>
>
>

> Information Element

N Netgear:\ £DC:48, Ch. 48 @ 40 MHz @ Include overlapping networks in sele.

- Found: 38, Di: 38 (100%), 1(2%) Rules Matched: None [O) E

Figure 8-39 - Status Bar Ul location

Number of discovered Number of networks  Coloring Rules matched
networks displayed selected in Networks Area

/

Networks Found: 40, Displayed: 27 (67%), Selected: 1 (2%) Rule Matched: =

Total number of Percentage of discovered Hide/Show
networks discovered Percentage of discovered networks selected Graphs Area

networks displayed

Figure 8-40 - Status Bar Details
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Chapter 9 - WiFi Explorer Pro 3 Settings

& WiFiExplorerPro3 File Edit View Spectrum Analysis Window Help
-
©

| About WiFi Explorer Pro 3 Scanning: Wi-Fi | intuitibits
,:l Settings... m S
BS Services > Vendor Signal
€4 Hide WiFi Explorer Pro 3 8 Belkin International Inc. -86 dBm
C4 Hide Others 8 Belkin International Inc. -89 dBm
l C4 show All a Belkin International Inc. -86 dBm
B2 a8 G Google Inc. -94 dBm
Quit WiFi Explorer Pro 3 , )
I] C4 a8 Belkin International Inc. -94 dBm
C4:41:1E:52:6A:C6 voltronFast 8 Belkin International Inc. -92 dBm
' C4:41:1F:R2:R9:5C voltranFast a Relkin Internatinnal Inc -88 dRm

Figure 9-1 - Accessing the Settings window

General

{E’} E Q) Y \%, Il Sa

General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

Scan sensitivity: Highest

Lowest Highest
Display signal strength as: dBm &
Display 100% when signal strength is greater or equal to: dBm
Display 0% when signal strength is smaller or equal to: dBm
Delete networks if not seen after: 5 minutes &
Appearance: System Default &4

Automatically save scan sessions to:

Limit autosave files to:

Automatically check for updates: Daily (C]

Figure 9-2 - The General settings tab
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© General

{\6} E Q) ? @ I @}@

General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

ﬁ Scan sensitivity: -80 dBm

Lowest Highest
Display signal strength as: dBm &
Display 100% when signal strength is greater or equal to: dBm
Display 0% when signal strength is smaller or equal to: dBm
Delete networks if not seen after: 5 minutes [T]
Appearance: System Default %]

Automatically save scan sessions to:

Limit autosave files to:

Automatically check for updates: Daily e

Figure 9-3 - Scan sensitivity adjustment under the General settings tab

o000 (O B O WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75 (m3)
E Default < 5 Al 24GHz 5GHz 6 GHz Open Secure S —— Qv

BSSID Network Name ﬁ Signal ~ QChannel Band Channel Width Mode
18:35:D1:A9:9F:CF VM0108420 A8 O CommScop -80 dBm 44 5 GHz 80 MHz a/n/ac

l C6:06:C3:4F:EA:C3 ] 8 £ TP-Link Technol... -79 dBm 36 5 GHz 80 MHz a/nfac
C0:06:C3:4F:EA:C3 VM0108420 A £ TP-Link Technol... -79 dBm 36 5 GHz 80 MHz a/nfac

l 3C:45:7A:BD:90:1A SKYMSTXQ 2.4 B = Sky -74dBm n 2.4 GHz 20 MHz  b/g/n

l C6:06:C3:4F:EA:C2 A £ TP-Link Technol... -73 dBm 1 2.4 GHz 40 MHz  b/g/n
C0:06:C3:4F:EA:C2 VM0108420 6 £ TP-Link Technol... -73 dBm 1 2.4 GHz 40 MHz  b/g/n

ﬂ 3A:23:03:1B:42:DE 8 Belkin Internatio... -72dBm 4 2.4 GHz 20 MHz  b/g/n

| 36:23:03:1B:42:DE VM202651-2G A Belkin Internatio... -72dBm [0 4 2.4 GHz 20 MHz  b/g/n
30:23:03:1B:42:DE BNL_2G ) Belkin Internatio... -72 dBm 4 2.4 GHz 20 MHz  b/g/n

l 18:35:D1:B9:71:D9 VM6643873 A (O CommScope -72dBm 0 6 2.4 GHz 20 MHz  b/g/n

I FA:DA:0C:6F:79:B8 DIRECT-b8...77 LaserJet £ Hon Hai Precisio... -72 dBm 6 2.4 GHz 20MHz g/n

I 30:23:03:1B:42:DF VM202651-5G &) Belkin Internatio... -72 dBm 108 5 GHz 80MHz a/nfac

ﬂ 36:23:03:1B:42:DF VM202651-2G fa) Belkin Internatio... -72 dBm 108 5 GHz 80 MHz a/nfac

l 18:35:D1:A9:9F:C9 VM0108420 A8 O CommScope -69dBm [ n 2.4 GHz 20 MHz  b/g/n
18:35:D1:B9:71:DF VM6643873 A8 O CommScope -69 dBm 44 5 GHz 80 MHz a/n/ac

l 94:18:65:B6:DC:62 WLANPI_Test_6GHz A [ Netgear Inc. -61dBm 0 37 6 GHz 80 MHz ax

| 94:18:65:B6:DC:68 BNL & [ Netgear Inc. -61dBm 37 6 GHz 80 MHz ax

[ 94:18:65:B6:DC:47 VM6643873 & [ Netgear Inc. -49 dBm 48 5 GHz 40 MHz  a/nfac/ax

I 94:18:65:B6:DC:48 BNL & [ Netgear Inc. -48 dBm 48 5 GHz 40 MHz a/n/ac/ax

Networks Found: 20, Displayed: 20 (100%) q IScan sensitivity: -80 dBm II:]

Figure 9-4 - The effect of adjusting scan sensitivity
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o General
ﬁ CO ? QO I @@
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Scan sensitivity: Highest
Lowest Highest
Display signal strength as: % & h
Display 100% when signal strength is greater or equal to: -20 C dBm
Display 0% when signal strength is smaller or equal to: -85 Z dBm
Delete networks if not seen after: 5 minutes (€]
Appearance: System Default
Automatically save scan sessions to:
Limit autosave files to:
Automatically check for updates: Daily
Figure 9-5 - Signal strength units under the General settings tab
00 O B WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75
Default S v [Al 24GHz 5GHz 6GHz Open Secure Qv
BSSID Network Name Ven| Signal ~ Channel Band Channel Width Mode
4E:17:44:F9:9C:FC £ @ Amazon Technol... 17% 44 5 GHz 20 MHz  a/nfac
l 16:1F:26:1A:A6:9F VM1953835 A @ CiscoSystemsinc. | 20% 108 5 GHz 80 MHz a/nfac
C0:06:C3:4F:EB:DB VM0108420 & £ TP-Link Technol... 22% 36 5 GHz 80 MHz a/nfac
I 16:1F:26:1A:A6:9E £ @ CiscoSystemsInc. | 22% 108 5 GHz 80 MHz a/n/ac
C6:06:C3:4F:EB:DB £ & TP-Link Technol... 24% 36 5 GHz 80 MHz a/n/ac
C0:06:C3:4F:EA:C3 VM0108420 A £ TP-Link Technol... 32% 36 5 GHz 80 MHz a/nfac
l 18:35:D1:A9:9F:CF VM0108420 8 @ CommScope 32% 44 5 GHz 80 MHz a/n/ac
C6:06:C3:4F:EA:C3 & £ TP-Link Technol... 36% 36 5 GHz 80 MHz a/nfac
l 30:23:03:1B:42:DF VM202651-5G 8 Belkin Internatio... 36% 108 5 GHz 80 MHz a/nfac
l 36:23:03:1B:42:DF VM202651-2G 8 Belkin Internatio... 38% 108 5 GHz 80 MHz a/nfac
C6:06:C3:4F:EA:C2 8 £ TP-Link Technol... 42% 1 2.4 GHz 40 MHz  b/g/n
C0:06:C3:4F:EA:C2 VM0108420 A £ TP-Link Technol... 44% 2.4 GHz 40 MHz  b/g/n
3A:23:03:1B:42:DE &) Belkin Internatio... 44% 4 2.4 GHz 20 MHz  b/g/n
I 36:23:03:1B:42:DE VM202651-2G B Belkin Internatio... 44% 4 2.4 GHz 20 MHz  b/g/n
3C:45:7A:BD:90:1A SKYMSTXQ 2.4 8 = Sky 44% 1 2.4 GHz 20 MHz  b/g/n
l 18:35:D1:B9:71:DF VM6643873 A O CommScope 44% 44 5 GHz 80 MHz a/n/ac
I 30:23:03:1B:42:DE BNL_2G a8 Belkin Internatio... 46% 2.4 GHz 20 MHz  b/g/n
I 18:35:D1:B9:71:D9 VM6643873 A O CommScope 46% 6 2.4 GHz 20 MHz  b/g/n
FA:DA:0C:6F:79:B8 DIRECT-b8...77 LaserJet & [ Hon Hai Precisio... 48% 6 2.4 GHz 20MHz g/n
| - —
Networks Found: 25, Displayed: 25 (100%)

Figure 9-6 - The effect of setting signal level units to percentage values
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Channels_|nfo

® General
E C\/-J T \%) Il {§}®
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Scan sensitivity: Highest
Lowest Highest
Display signal strength as: %
Display 100% when signal strength is greater or equal to: -20 Z dBm
Display 0% when signal strength is smaller or equal to: -85 < dBm
Delete networks if not seen after: 5 minutes [Z]
Appearance: System Default ]
ﬁ Automatically save scan sessions to: .1 WFE_Scans Show
Limit autosave files to: 20 3
Automatically check for updates: Daily
Figure 9-7 - Setting WFE Pro 3 to auto-save scan data to files
[8)] Profiles
& B ¢ ¥ D Iy @y
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile: Channels_info %] Show profile chooser in toolbar
1 Default

Show Pin Name Field
BSSID
Network Name
Channel
Center Frequency
Channel Width
Channel Utilization
Signal
Noise
Count
Vendor

Device Name

Annotations

+ Address of the wireless router or access point

Figure 9-8 - The Profiles settings tab

91



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

| —
+ | - @~

Duplicate Profile

1 Reset Profile

Import Profile...

Export Profile...

Figure 9-9 - The profiles list More button options

@ Annotations

{g’} ﬁ @ ? @ 1 {O:}E'}

General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

Q

BSSID Annotation

30:23:03:1B:43:37 Office AP

94:18:65:B6:DC:25 Test AP

94:18:65:B6:DC:47 ISP Network

+ @ ~| BssID may include * or ?, for example: 88:1F:A1:31:* or BB!1F:A1:31:EB:?E.

Figure 9-10 - The Annotations settings tab
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@ ¥ BSSID may include

Import...
Export...

Remove All

9-11 - The annotations list More button options

Figure
@ Filters
& B O ¥ D Il e
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

Show Label Filter

Netgear Networks dot11.net.vendor == "Netgear Inc."

Ch 48 48

Gt than -60 dot11.net.signal > -60
+ @ v | Drag filters to change their presentation order.

Figure 9-12 — The Filters settings tab

Remove All

Figure 9-13 - The filters list More button options
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Apply rule set:

Default

Generations

Overlapping 2.4GHz

General Profiles Annotations  Filters

Coloring Rules

? \%] Iy @@}

Coloring Rules Sensors Spectrum Analysis Advanced

B ©

Overlapping 2.4GHz a Show rule set legend
Enable Color Name Filter
[ wi-Fie dot11.net.generation == Note: Green
1 WwiFis dot11.net.generation == Note: Yellow
1 WwiFi4 dot11.net.generation == Note: Orange

‘

/T\ Drag rules to change their preference.

Figure 9-14 - The Coloring Rules settings tab

Duplicate Rule Set

Import Rule Set...

Export Rule Set...

Figure 9-15 - The coloring rule sets list More button options

94



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

o Sensors
© 0 ¢ ¥ %) il @
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Name Address Interface Mode Port
& WLAN PiM4 192.168.1.75 wlan0 Passive ¢
& WiFi Sensor 100.91.78.105 Auto ¢ 19000
& RPI4 192.168.1.74 Auto 7
& WLAN Pi R4 192.168.1.76 Auto <
+ Ov
Figure 9-16 - The Sensors settings tab
Sl @ v
Import...
Export...
Run Diagnostics...
Figure 9-17 - The sensors list More button options
® Spectrum Analysis
— X
i @ Y %, [y )
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

) Decay (seconds): 3015
Averaging window size (seconds): 30 2
Utilization threshold (dBm): -85 12

Color scale: Autoscale

When a spectrum analyzer is connected: Start spectrum analysis automatically
Display highlighted networks only

Figure 9-18 — The Spectrum Analysis settings tab
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Figure 9-20 — Spectrum analysis Maximum Trace
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Figure 9-21 — Spectrum analysis Utilization Trace

Advanced

I T (RN AP NN N

nsors Spec nalysis Advanced

Scan Results: [ Include hidden service networks

Spectrum Visualization: When showing network labels, also include:

) Device name
4 Annotations

(%4 Hide 2.4 or 5 GHz graphs if no networks are displayed

Hide DFS channels if no networks are using them
UNII-2A (52-64) & UNII-2C (100-144)

Vendor Database: [[J Automatically check for updates

4 Automatically download and update database

Check Now

Figure 9-22 — The Advanced settings tab
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VM202651-5G

| |
100
* Belkin:1B:43:37, Ch. 100 @ 80 MHz

Figure 9-23 — Spectrum Visualization with device names & annotations enabled

|
100

* Belkin:1B:43:37, Ch. 100 @ 80 MHz

Figure 9-24 — Spectrum Visualization with device names & annotations disabled

(D B O Active Scanning: Wi-Fi | VM|
] Default ¢ All 24GHz | 5GHz Open Secure Ne
BSSID Vendor Network Name
18:35:D1:B9:71:DF >z VM6643873
' 18:35:D1:A9:9F:CF >z VM0108420

Figure 9-25 — Networks table showing Arris Group Inc. devices
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OUI search

Results

18:35:D1 ARRIS Group, Inc.

Figure 9-26 — Online lookup of the 18:35:D1 OUI details
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Chapter 10 - Data Visualization: Filter Expressions
& Display Filters

(X N JE] W © WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B
{5 Default ¢ ¥ PAIl 24GHz 5GHz 6GHz  Open Secure q ()
BSSID Network Name Vendor Signal ~ Channel Band Channel Width Mode

{ 3C:45:7A:BD:90:1A SKYMSTXQ 2.4 6 s Sky -74 dBm 1 2.4 GHz 20 MHz  b/g/n
C0:06:C3:4F:EA:C2 VM0108420 £ # TP-Link Technol... -73 dBm 1 2.4 GHz 40 MHz  b/g/n
m 36:23:03:1B:42:DE VM202651-2G 8 Belkin Internatio... -73dBm 4 2.4 GHz 20 MHz  b/g/n
30:23:03:1B:42:DE BNL_2G B8 Belkin Internatio... -73 dBm 4 2.4 GHz 20 MHz  b/g/n
' C6:06:C3:4F:EA:C2 £ £ TP-Link Technol... -72 dBm 1 2.4 GHz 40 MHz  b/g/n
3A:23:03:1B:42:DE ) Belkin Internatio... -72 dBm 4 2.4 GHz 20 MHz  b/g/n
| 18:35:D1:B9:71:D9 VM6643873 A O CommScope -71dBm 6 2.4 GHz 20 MHz  b/g/n
18:35:D1:A9:9F:C9 VMO0108420 & (O CommScope -70 dBm " 24 GHz 20 MHz  b/g/n
FA:DA:0C:6F:79:B8 DIRECT-b8-HP M277 LaserJet 5[4 Hon Hai Precisio... -66 dBm 6 2.4 GHz 20MHz g/n
Figure 10-1 - Filtering with keywords
e0e [ H O WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B
5] Default S 7 LAl 24GHz 65GHz 6GHz Open Secure q [Qv dot11.net.vendor ~~ Netgeal @)
BSSID Network Name Vendor Signal A Channel an annel Wi ode Amendments
l 94:18:65:B6:DC:62 WLANPi_Test_6GHz & [ Netgear Inc. -58 dBm 37 6 GHz 80 MHz ax d/e/hfijw
94:18:65:B6:DC:68 BNL 8 [ Netgear Inc. -58 dBm 37 6 GHz 80 MHz ax d/e/hfijw
94:18:65:86:DC:47 VM6643873 8 [ Netgearinc. -49 dBm 48 5 GHz 40 MHz  a/n/ac/ax d/e/h/i
94:18:65:B6:DC:48 BNL 8 [ Netgearinc. -48 dBm 48 5 GHz 40MHz a/n/ac/ax  dfe/hfi/w
94:18:65:B6:DC:25 WFEPro3_Test 8 [ Netgearinc. -46 dBm 1 24GHz 20 MHz  b/g/nfax dfefi
Networks Found: 25, Displayed: 5 (20%) =

Figure 10-2 — Network attribute filter applied to the networks table
100



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

e D b HE D WLANPIMA Scanning: WLAN Pi M4 | 192.168.1.75 (w3}
] Default $ v (Al 24GHz 5GHz 6GHz Open  Secure q Qv dot11.rm_enabled ighbor_report @
BSSID Network Name Vendor Signal ~  Channel mendments
l C0:06:C3:4F:EB:DB VM0108420 £ @ TP-Link Tec..  -83dBm 36 5 GHz 80 MHz a/nfac dlefi/k/v
l C6:06:C3:4F:EA:C3 Jden N £ # TP-Link Tec.. -80dBm | 36 5 GHz 80 MHz a/n/ac dfefi/k/v
I] 18:35:D1:A9:9F:CF VM0108420 fa) CommScope d/efi/k/v
C0:06:C3:4F:EA:C3 VM0108420 6 £ TP-LinkTec.. -78dBm | 36 5 GHz 80 MHz a/n/ac d/efi/k/v
Network Details Signal Strength Spectrum 2.4 | 5 GHz Spectrum 6 GHz Advanced Details |
ID Length Information Element Details
5 e e
70 5 bytes v ¢ RM Enabled Capabilities Link Measurement, Neighbor Report, Beacon Passive Measurement, Beacon Active Measureme...
Element ID: 70
Length: 5 bytes
v = RM Enabled Capabilities (octet 1): 0x73 dot11.rm_enabled_cap.rm_en
— [: —
Neighbor Report
o e | Aoply as Fiter | <Cm—
v 0ssn Repeated Measur, New Filter...
..1 .... Beacon Passive | New Coloring Rule...
eele sass Beacon Active M Copy Element
Q dot11.rm_enabled_cap.rm_enabled_cap.neighbor_report Copy All Elements nts: 15, Displayed: 15 (100%)
Networks Found: 25, Displayed: 16 (64%), Selected: 1 (4%) Expand Item =
Figure 10-3 — Information element field filter applied to the networks table
o000 [ > H © WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75 3 i)
Default < T Al 24GHz 5GHz 6GHz Open  Secure q Qv dot11.net.ssid == VM0108420 [x]
BSSID Network Name Vendor Signal ~  Channel Band Channel Width Mode Amendments
l C0:06:C3:4F:EB:DB VM0108420 6 # TP-LinkTec.. -82dBm [ 36 5 GHz 80 MHz a/n/ac dfefifk/v
18:35:D1:A9:9F:CF VM0108420 A O CommScope -80dBm [ 44 5 GHz 80 MHz a/n/ac d/efifk/v
C0:06:C3:4F:EA:C3 VM0108420 A & TP-Link Tec.. -79dBm [ 36 5 GHz 80 MHz a/n/ac d/efifk/v
C0:06:C3:4F:EA:C2 VM0108420 A £ TP-Link Tec.. -72dBm ! 1 24GHz 40 MHz  b/g/n dfefifk/v
| 18:35:D1:A9:9F:C9 VM0108420 A O CommScope -72 dBm 1M1 24GHz 20 MHz  b/g/n dfefifk/v
2

Networks Found: 25, Displayed: 5 (20%)

Figure 10-4 - Filtering using a comparison operator
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o0 D H O WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75 @
[ Defauit < v LAl 24GHz 5GHz 6GHz Open  Secure # [Qv dot11.net.ssid == VM0108420 AND 2.4GHz °]
BSSID Network Name Vendor Signal ~ Channel Band Channel Width Mode Amendments
C0:06:C3:4F:EA:C2 VM0108420 f £ TP-Link Tec.. -73dBm 1 2.4GHz 40 MHz  b/g/n dfefifk/v
| 18:35:D1:A9:9F:C9 VM0108420 6 O CommScope -73 dBm 11 2.4GHz 20 MHz  b/g/n d/efifk/v
Networks Found: 25, Displayed: 2 (8%) =
Figure 10-5 - Filtering example using multiple expressions
o000 [ Bl @ WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B
Default ¢ ¥ [All 24GHz 5GHz 6GHz Open  Secure é l Qv NOT dot11.net.channel_width == 20 I [x]
BSSID Network Name Vendor Signal ~  Channel Band Channel Width Mode Amendments
| 16:1F:26:1A:A6:9E £ @ CiscoSyste.. -85dBm 108 5 GHz 80 MHz a/nfac d/e/hfijv
l C0:06:C3:4F:EB:DB VM0108420 A £ TP-Link Tec.. -83dBm ! 36 5 GHz 80 MHz a/nfac dfefilk/v
' C6:06:C3:4F:EB:DB A £ TP-Link Tec.. -82dBm 36 5 GHz 80 MHz a/nfac dfefi/k/v
l C6:06:C3:4F:EA:C3 Vetw A £ TP-Link Tec.. -81dBm ! 36 5 GHz 80 MHz a/nfac dfefilk/v
C0:06:C3:4F:EA:C3 VM0108420 6 £ TP-Link Tec.. -81dBm 36 5 GHz 80 MHz a/n/ac d/efi/k/v
18:35:D1:A9:9F:CF VM0108420 6 O CommScope -81dBm | 44 5 GHz 80 MHz a/n/ac d/efilk/v
l 30:23:03:1B:42:DF VM202651-5G ) Belkin Inter... -73dBm 108 5 GHz 80 MHz  a/nfac e/hfifkjv
| 36:23:03:1B:42:DF VM202651-2G a Belkin Inter... -73dBm | 108 5 GHz 80 MHz  a/nfac e/hfifk/v
l C6:06:C3:4F:EA:C2 A £ TP-Link Tec.. -72dBm 1 24GHz 40 MHz  b/g/n dfefi/k/v
C0:06:C3:4F:EA:C2 VM0108420 6 £ TP-LinkTec.. -71dBm | 1 24GHz 40 MHz  b/g/n dlefifk/v
18:35:D1:B9:71:DF VM6643873 6 @O CommScope -69 dBm 44 5 GHz 80 MHz a/n/ac d/efi/k/v
l 16:1F:26:1A:A6:9F VM1953835 £ @ CiscoSyste.. -69dBm | 108 5 GHz 80 MHz a/nfac d/e/hfik/v
l 94:18:65:B6:DC:62 WLANPi_Test_6GHz & [ Netgear Inc. -58 dBm 37 6 GHz 80MHz ax d/e/hfijw
I 94:18:65:B6:DC:68 BNL A [ Netgear Inc. -58 dBm | 37 6 GHz 80 MHz ax d/e/hfijw
m 94:18:65:86:DC:47 VM6643873 A [ Netgear Inc. -48 dBm 48 5 GHz 40 MHz  afnfacfax d/e/hfi
| 94:18:65:B6:DC:48  BNL & [ Netgearinc. -48dBm = 48 5GHz 40 MHz  a/n/ac/ax  dfe/h/i/w
Networks Found: 25, Displayed: 16 (64%) =]

Figure 10-6 - Filtering using the negation operator
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[ N N BN B WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 B
5 Default ¢ | 7 WA 240GHz 6 GHz Open  Secure # I Qu dot11.net.channel == 48 I [x)
BSSID Network Name Vendor signal ~  Channel  Band Channel Width ~ Mode Amendments
U 94:18:65:86:DC:47 VM6643873 6 [ Netgear Inc. -48 dBm 48 5 GHz 40 MHz  a/n/ac/ax dfe/hfi
l 94:18:65:B6:DC:48 BNL £ [ Netgearinc. -48 dBm i 48 5 GHz 40 MHz a/n/ac/ax  dfe/hfi/w
Found: 25, Di 2 (8%) Q
Figure 10-7 - Filter field location
eee® D B @ WLANPiM4 Scanning: WLAN Pi M4 | 192.168.1.75 't (W3]
= Defaulq 7 Al 2.4 GHz 6 GHz Open Secure Qv
BSSID Network Name Vendor Signal ~  Channel Band Channel Width Mode Amendments
4E:17:44:F9:9C:FC & @ Amazon Te... -85 dBm 44 5 GHz 20 MHz a/n/ac efi
| 16:1F:26:1A:A6:9E £ @ CiscoSyste.. -85dBm [ 108 5 GHz 80 MHz a/n/ac dfe/hfijv
| 16:1F:26:1A:A6:9F VM1953835 & @ Cisco Syste... -85 dBm 108 5 GHz 80 MHz a/n/ac d/e/hfifk/v
l C6:06:C3:4F:EB:DB A £ TP-Link Tec.. -83dBm 36 5 GHz 80 MHz a/n/ac d/efik/v
| C0:06:C3:4F:EB:DB VM0108420 6 # TP-Link Tec.. -83dBm 36 5 GHz 80 MHz a/n/ac d/efifk/v
18:35:D1:A9:9F:CF VM0108420 6 O CommScope -82 dBm 44 5 GHz 80 MHz  a/n/ac d/efifk/v
C0:06:C3:4F:EA:C3 VM0108420 6 @ TP-Link Tec.. -80dBm 36 5 GHz 80 MHz  a/n/ac d/efifkfv
l C6:06:C3:4F:EA:C3 V 6 # TP-Link Tec.. -78dBm (0 36 5 GHz 80 MHz  a/n/ac d/efifk/v
I 30:23:03:1B:42:DF VM202651-5G a Belkin Inter... -75dBm 108 5 GHz 80 MHz a/n/ac e/hfifk/v
' 36:23:03:1B:42:DF VM202651-2G a8 Belkin Inter... -75 dBm 108 5 GHz 80 MHz a/n/ac e/hfi/k/v
| 3C:45:7A:BD:90:1A SKYMSTXQ 2.4 B s Sky -74 dBm 11 24GHz 20 MHz  b/g/n efifk/v
l C6:06:C3:4F:EA:C2 & @ TP-LinkTec.. -73dBm 2.4 GHz 40 MHz  b/g/n d/efifk/v
ﬂ 3A:23:03:1B:42:DE 8 Belkin Inter... -73 dBm 4 24GHz 20 MHz  b/g/n efiiv
l 18:35:D1:A9:9F:C9 VM0108420 8 @O CommScope -73dBm 1M1 24GHz 20 MHz b/g/n d/efi/k/v
C0:06:C3:4F:EA:C2 VM0108420 8 £ TP-LinkTec.. -72dBm 2.4 GHz 40 MHz  b/g/n dlefi/kjv
l 36:23:03:1B:42:DE VM202651-2G &) Belkin Inter... -72dBm 0 2.4 GHz 20 MHz  b/g/n efifk/v
30:23:03:1B:42:DE BNL_2G &) Belkin Inter... -72 dBm 4 24CGHz 20 MHz  b/g/n efifk/v
18:35:D1:B9:71:DF VM6643873 6 O CommScope -71dBm 44 5 GHz 80 MHz a/n/ac d/efifk/v
l .- immamnmn A~ - PR, P e imas
Networks Found: 25, Displayed: 25 (100%) (1

Figure 10-8 — Quick filter bar location
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o Filters
{C:,;} E C() Y; \7, Il G
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Show Label Filter

Netgear dot11.net.vendor == "Netgear Inc."

Ch 48 48

Gt -60 dot11.net.signal > -60

<+ @ v| Drag filters to change their presentation order.

Figure 10-9 — The Filters settings tab

00 [ B WLANPIiM4 Scanning: WLAN Pi M4 | 192.168.1.75 ¢ (3}
Default s ¥ Al 24GHz 5GHz 6GHz Open  Secure Netgear Chagl [Gt-60 h
BSSID Network Name Vendor Signal ~  Channel Band Channel Width Mode Amendments
l 94:18:65:B6:DC:62 WLANPi_Test_6GHz & [ Netgear Inc. 37 6 GHz 80 MHz ax d/e/hfijw
| 94:18:65:86:DC:68 BNL & [ Netgear Inc. 37 6 GHz 80 MHz ax d/e/hfijw
94:18:65:86:DC:47 VM6643873 A [ Netgear Inc. 48 5 GHz 40 MHz  a/n/acfax d/e/hfi
| 94:18:65:B6:DC:48 BNL A [ Netgear Inc. 48 5 GHz 40 MHz a/n/ac/ax d/e/h/ifw
94:18:65:B6:DC:25 WFEPro3_Test A [ Netgear Inc. 1 24CGHz 20 MHz  b/g/nfax dfefi

Figure 10-10 — Custom filters on the quick filter bar
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Import...
Export...

Remove All

Drag filters to chan

Figure 10-11 - The filters list More button options

@&  WiFi Explorer Pro File Edit /i Aacio A0 Window Help 94 3 O #48(40MHz) @ Q N B
Slde bar Scanning: Wi-Fi | BNL ) a8 5 GHz 40 MHz MCS 9 600 Mbps
Network Name 5 Default Qv
@ BNL
BSSID Network Name Vendor Signal Channel
@ BNL_2G :
© BT-GMA266 94:18:65:86:DC:48 BNL B N Netgearinc. -49 dém GEEEEE |
@ BTHUbS-MG23 l 94:18:65:86:DC:47 VM6643873 [J Netgear Inc. -49 dBm 48
@ DIRECT-B...t Pro 8020 I 94:18:65:B6:DC:25 WFEPro3_Test [J Netgear Inc. -51 dBm 1
@ DIRECT-b.7Laserset || FA:DA:OC:EF:79:88 DIRECT-b8-H...277 LaserJet @ HPInc. -63 dBm 8
® SKYMSTXQ 2.4 l 36:23:03:1B:43:37 VM202651-2G *+ Belkin International Inc. -63 dBm 100
= VM0108420 l 30:23:03:1B:43:37 grnational Inc. -63 dBm 100
© VM202651-2G p Inc. -66 dBm 6
®© VM202651-6G rnational Inc. -67 dBm 8
®© VM6042798 30:23:03:1B:43:36 rnational Inc. -68 dBm 8
®© VME643873 18:35:D1:B9:71:D9 VM6643873 >~ ARRIS Group Inc. -69 dBm n
& WFEPro3_Test
& Hidden Network Spectrum 2.4 | 5 GHz
> Mode 5
Sieh . 10 UNI-1  UNIF2A UNII-3  UNII-4
annel —_—
> Channel Width 3
> Security 2
> Access Point 17
> Vendor 9
> Information Element 39 BNL
"%
7
7
|
£
7
-
48
N Netgear:B6:DC:48, Ch. 48 @ 40 MHz
&omaﬁc Filters v Networks Found: 38, Displayed: 38 (100%), Selected: 1 (2%) Rules Matched: None

2 & Wed20Dec 07:18
% = )
Channel Band Beacon Overh:

4 24GHz 8%
1M 24GHz 9%
100 5GHz 2%
12 24GHz 15%
36 5GHz 3%
48 5GHz 1%
6 24GHz 8%
44 5GHz 2%
8 24GHz 9%

1 24GHz N%

4 Include overlapping networks in sele...

Figure 10-12 - Sidebar Ul location
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v @ Network Name

v (& Annotation

v ® Mode

v ) Channel

v <> Channel Width

v («) Overlapping Networks
v B Security

v & Access Point

v =4 Device Name

v [V] Vendor

v O Information Element

Automatic Filters v

Figure 10-13 - Sidebar Automatic Filter options

00 M > B & Active Scanning: Wi-Fi | BNL @ 48 | 5GHz | [40MHz [ MCS9 | [ NSS3 | 600Mbps | .* (6}
> Network Name 17 [ Default ¢ ¥ (A} 24GHz 5GHz Open Secure Q-

> Annotation Vendor BSSID Network Name Signal v~ Channel Band Mode

Y Mode : l I Netgear Inc. 94:18:65:86:DC:47 VM6643873 8 -55dBm NN 48 5GHz a/n/ac/ax

. 802.1ainjac ]

© 802.1ajnjac/ &etgearlnc. 94:18:65:B6:DC:48 BNL 6 -55dBm | 48 5GHz a/n/ac/ax
Ma/n/ac/ax
© 802.11b/g/n _]

802.11b/g/n/ax
802.11g/n

> Channel 8
> Channel Width 3
> Overlap...etworks 21
> Security 4
> Access Point 16
> Device Name 8
> Vendor 10
> Inform...lement 39

Figure 10-14 - Sidebar filter example using a Mode filter
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v

v

ER[ERENERIEN]

\’
6 ||

l >=-a£dsm
7 ]| 8

19

>=-15dBm

4

>=-25dBm

>=-35dBm

4

>= -45dBm

0 0

>=-65dBm

>= -55dBm

>=-85dBm

>=-75dBm

aJwlEJRJ(TJ(Y )y ])9]

>=-95dBm

Figure 10-16 - Keyboard shortcut filters

eee M > B © Active Scanning: Wi-Fi | BNL @ 48 [ 5GHz | [40MHz| MCS9 | [ NSs3 | [ 600Mbps | QD] )% B
> Network Name 17 [ pefault ¢ 7 BAI)  24GHz 5GHz Open Secure Qv
> Annotation 1 Vendor BSSID Network Name Signal v Channel Band Mode
7 Médegoz Tkt ° [ Netgear Inc. 94:18:65:B6:DC:25 WFEPro3_Test A -50dBm 1 2.4 GHz b/g/n/ax
- @ HP Inc. FA:DA:0C:6F:79:B8 DIRECT...aserJet £ -67 dBm 1" 24GHz g/n
' - I Belkin Internatio... 3A:23:03:1B:42:DE A -69dBm 4 2.4 GHz b/g/n
802:11b/:/:/ax l O CommScope 18:35:D1:B9:71:D9 VM6643873 A -71dBm n 2.4 GHz b/g/n
® 802.1g/n l O CommScope 18:35:D1:A9:9F:C9 VMO0108420 A -71dBm " 2.4 GHz b/g/n
Cranne) 8 l # TP-Link Technol... C6:06:C3:4F:EA:C2 8 -72dBm 1 24 GHz b/g/n
> Channel Width 3 l £ TP-Link Technol... C0:06:C3:4F:EA:C2 VM0108420 6 -72dBm 2.4GHz b/g/n
> Overlap...etworks 21 l Belkin Internatio... 36:23:03:1B:42:DE VM202651-2G (3 -72dBm 2.4GHz bjg/n
> Sacrity s | Belkin Internatio...  30:23:03:1B:42:DE BNL_2G 6 -72dBm 2.4GHz bjg/n
> Access Point 16 O CommScope 18:35:D1:B9:71:DF VM6643873 8 -73dBm 44 5GHz a/nfac
> Device Name 8 | Belkin Internatio... 30:23:03:1B:42:DF VM202651-5G £ -75dBm 108 5GHz a/nfac
> Vendor 10 Belkin Internatio... 36:23:03:1B:42:DF VM202651-2G B -75dBm 108 5GHz a/nfac
> Inform...lement 39 I @ HP Inc. 02:68:EB:44:88:B8 DIRECT..0 8020 3 -78dBm 1 24GHz g/n
a Amazon Technol... 1E:48:BE:25:44:CD 8 -79dBm 44 5GHz a/nfac
| £ TP-Link Technol... C6:06:C3:4F:EB:DA 6 -80dBm 1 2.4 GHz b/g/n
[ 5A:83:BF:34:67:E4 EE WiFi -80 dBm 1 2.4 GHz bjg/n
I # TP-Link Technol... C0:06:C3:4F:EB:DA VM0108420 8 -81dBm 1 2.4 GHz b/g/n
[Z] Arcadyan Techno... 18:83:BF:34:67:E3 BTHUb5-MG23 (3 -82dBm 1 2.4 GHz b/g/n
Automatic Filters v Networks Found: 35, Displayed: 33 (94%) =2
Figure 10-15 - Sidebar filter example using a negated Mode filter
>=-10dBm >=-30dBm >= -50dBm >=-70dBm >=-90dBm
>=-20dBm >=-40dBm >=-60dBm
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oo @O

| 2 B © WLANPIiM4

Scanning: WLAN Pi M4 | 192.168.1.75

[ Default < T LAl 24GHz 5GHz 6GHz Open Secure Netgear Ch48 Gt-60 Qv
BSSID Network Name Vendor Signal ~  Channel Band Channel Width Mode
94:18:65:B6:DC:62 WLANPi_Test_6GHz & [ Netgear Inc. -60dBm 37 6 GHz 80 MHz  ax
94:18:65:B6:DC:68 BNL & [ Netgear Inc. -60dBm 37 6 GHz 80 MHz ax
94:18:65:B6:DC:47 VM6643873 6 [ Netgear Inc. -48 dBm 48 5 GHz 40 MHz  a/n/ac/ax
94:18:65:86:DC:48 BNL £ [ Netgear Inc. -48dBm 48 5 GHz 40 MHz a/n/ac/ax
94:18:65:B6:DC:25 WFEPro3_Test A [ Netgear Inc. -47 dBm 1 24GHz 20 MHz  b/g/nfax
Found: 25, Displayed: 5 (20%) # [Showing only networks with signal strength >= -60 dBm lil

Amendments
dfe/hfijw
dfe/hfijw
dfe/hfi
d/e/hfijw
dlefi

Figure 10-17 - Keyboard shortcut filter applied for -60 dBm (Ctrl-6)

Filter by network name (SSID)
‘annotations, vendor, or device name

Filter by BSSID

Filter by band

Filter by generation
Filter by channe!

Filter by channel width

Filtor by signal strength (RSS1)

Filter by network mode

Filter by security or encryption type

Filter by feature

Type any text. Use qu
matching or names with spaces.

3. quest. etc

Type one or more octets in the form :XX or XX:
2

Type the band frequency In GHz.

Type wit, wifis, or wifis.

Typea channel number or range.

Type the channel width in MHz. Units may be

Type<.>, <= or >= and the signal strength in dBm.

Type the lettor(s) that identity the mode: .b, g. .
ac. or ax. You may prefix it with 802.11, 8021 or 1.

Type the acronym for the security or encryption

type: open. secure, wep, Wpa, wpa2, wpas, sae.
psk owe. 802X

The identifier of the feature: wps (WPS), ft (BSS
Fast Transition), dtpc” (DTPC), ha* (Hotspot 2.0)

\ Filter by

Combine fiters using the DR egerator
Negate a fite using the NOT operator

Note: Logical operators are

Combinefiters g the AND opereisy~~~ Saha

Group filter expressions using parenthesis

(2 4ghz AND 40

- Equal Numerical and text values
- Not equal Numerical and text values

- Contains Text values

- Does not contain Text values

> Greater than Numerical values

> Greaterorequalthan  Numerical values

< Less than Numerical values

- Less or equal than Numerical values

Note: If the valus ation marks. E.g.,for
showing oy, Us “Guest Network”

dotil.net.amendments*

doti.net.annotations

dotiLnet.band

doti.net.basic_rates

dotil.net.beacon_airtime*

dotiLnet.beacon_interval

dotTLnet beacon._mode”

dotil.net.beacon.rate”

dotll.net.bssid
B ‘faﬂmkgegx:-_mq
dotll.net.channel

dottl.net.channel_uti

dotiLnet.channelwidth

" 30w get.clients*

dotiL.net.country_code~~ __
dotf.net device_name

dotll.net.fast_transiti

2y

Filter by Keyword oy

Filter by network name (SSID), Type :,ny text. Use quotation marks for exact oot
, or devi tching or names: bos)
office, "ABC Schoof, API23, quest, etc. proimes
Filter by BSSID Type one or more octets in the form :XX or XX:. :’ . .
00:, 00:11:, :55, :44:55, etc.
Filter by band Type the band frequency in GHz.
2.4ghz, 2ghz, 5ghz, etc.
Filter by generation Type wifi4, wifiS, or wifi6.
Filter by channel Type a channel number or range. § §
1,36, 7-10, etc. i .
Filter by channel width l'y':::'do channel width in MHz. Units may be
20, 20mhz, 40mhz, etc.
Filter by signal strength (RSSI) Type <, >, <= or >= and the signal strength in dBm.
565, <=-70,etc.
Flta by matwork mode ot an Youmay et Rwih 302 Gz, |
ac, 802.11b, 80211g, 1in, etc. 3
Type o rity or encryp o infrastructure)
Filter by security or encryption type  type: open, secure, wep, wpa, wpa2, wpa3, sae, g
psk, owe, 802.1X.
Fltar by tctre Fas Transiondpe- (TP b (rapot2 0 o
Filter by ly i show hidden networks only. J et
Device name

dotil.net.generation

dotil.net.je_count*

dotTL.net letotal_length®

Generation (4.5, or &)

o

Number of information elements in beacon or probe

response frames
dot c dotl. net
Total length of nformation elements (bytes)

wps = Locked

ose Apply as Filter

Figure 10-18 - Filters cheat sheet available from www.intuitibits.com
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-— s e

Chapter 11 - Data Visualization: Columns &
Profiles

e0oe D

[ pefault s
BSSID
94:18:65:B6:DC:25
94:18:65:86:DC:47

94:18:65:B6:DC:48

18:35:D1:A9:9F:C9
18:35:D1:B9:71:D9
C0:06:C3:4F:EA:C2
FA:DA:0C:6F:79:B8
3A:23:03:1B:42:DE
30:23:03:1B:42:DF
36:23:03:1B:42:DF
36:23:03:1B:42:DE
18:35:D1:B9:71:DF
30:23:03:1B:42:DE
C0:06:C3:4F:EB:DA
3C:45:7A:BD:90:1A
C6:06:C3:4F:EA:C3
C0:06:C3:4F:EA:C3
18:35:D1:A9:9F:CF

B Active

All 24GHz 5GHz

Network Name

WFEPro3_Test
VM6643873

BNL

VM0108420
VM6643873
VM0108420
DIRECT-b...7 LaserJet

VM202651-5G
VM202651-2G
VM202651-2G
VM6643873
BNL_2G
VM0108420
SKYMSTXQ 2.4

VM0108420
VM0108420

PODDPDD DD
eoeEBEABA

DL

(00 o 2 o o B o o 8 o 1 o)

™
>

Scanning: Wi-Fi | BNL

Open Secure

48 5 GHz

Vendoq [ signal

Netgear |nc.
N

Netgear Inc.
CommScope
CommScope
TP-Link Tec...

Hon Hai Pre...

k)

T

Belkin Inter...
Belkin Inter...
Belkin Inter...
Belkin Inter...
O CommScope
Belkin Inter...
£ TP-Link Tec...
“v Sky
£ TP-Link Tec...
£ TP-Link Tec...
O CommScope

i ] Channel

-55dBm
-67 dBm
-68 dBm
-69 dBm
-71dBm
-73dBm
-74 dBm
-74 dBm
-75 dBm
-75 dBm
-76 dBm
-78 dBm
-79 dBm
-80 dBm
-80 dBm

m 1
-55 dBm 48

48
1"
6

108
108

-85 dBm 44

==

Networks Found: 19, Displayed: 19 (100%)

Figure 11-1 - Typical WLAN scan data listing

Auto Size Column

Auto Size All Columns

Show Text Only All Columns

Pin Column

Hide Column

Rename Column

Advertisement Protocol ID

v Amendments

v Annotations

v Auth Key Management Suite Type

v Band

Beacon Airtime

Beacon Interval

40 MHz

Qv
Band
2.4 GHz
5 GHz
5GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
5 GHz
5 GHz
2.4 GHz
5 GHz
2.4 GHz
2.4 GHz
2.4 GHz
5 GHz
5 GHz
5 GHz

P

MCS 9

NSS 3

Channel Width

20 MHz
40 MHz
40 MHz
20 MHz
20 MHz
40 MHz
20 MHz
20 MHz
80 MHz
80 MHz
20 MHz
80 MHz
20 MHz
40 MHz
20 MHz
80 MHz
80 MHz
80 MHz

Figure 11-2 - Columns menu (accessed by Control-clicking any column header)

600 Mbps B[N

Mode
b/g/nfax
a[n/ac/ax
a/n/ac/ax
b/g/n
b/g/n
b/g/n

g/n

b/g/n
a/n/ac
a/nfac
b/g/n
a/n/ac
b/g/n
b/g/n
b/g/n
a/n/ac
a/n/ac

a/n/ac

B

Amendments

dlefi
dfefhfi

d/e/hfijv...

dlefifk/v
dfefifk/v
d/efifk/v
e/hfi
efifv
e/hfik/v
e/hfifk/v
efifklv
d/efi/k/v
efifk/v
dfefilk/v
efifk/v
dlefifk/v
d/efifklv
dfefifk/v
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[ X N NN B & Active Scanning: Wi-Fi | BNL @ 48 |[5GHz | 40MHz [ MCS9 | [ NSS3 | [ 600Mbps | QM '+ @
Default s T LAl 24GHz 5GHz Open Secure Qv
BSSID Network Name Vendor Signal v Channel Band Channel Width Group Cipher Suite Type
94:18:65:86:DC:25 WFEPro3_Test (4 [ Netgear Inc. -54 dBm 1 24GHz 20 MHz
94:18:65:86:DC:47 VM6643873 & N Netgear Inc. -55dBm (N CCMP-128
| 94:18:65:B6:DC:48 BNL £ [ Netgear Inc. -56 dBm | 48 5GHz 40 MHz | CCMP-128
I C6:06:C3:4F:EA:C2 en Netw 5 # TP-Link Tec.. -65dBm [ 1 24CGHz 40 MHz | CCMP-128
l C0:06:C3:4F:EA:C2 VM0108420 6 # TP-Link Tec.. -67dBm [ 1 24GHz 40 MHz \CCMP-128
]
Network Details Signal Strength Spectrum 2.4 / 5 GHz Advanced Details
D Length Information Element Details
35 2 bytes > < TPC Report Transmit Power: 12 dBm
48 20 bytes v & RSNE Group Cipher: CCMP-128; Pairwise Cipher(s): CCMP-128; AKM Suite(s): PSK
Element ID: 48
Length: 20 bytes dot11 ren groun cinher cuite tuna
# RSN Version: 1 [ .
Group Cipher Suite OUI: 00-OF-AC (EEEE
Group Cipher Suite Type: CCMP-128 (4) ’ Apply as Filter
T COUT T New Filter..
> = Pairwise Cipher Suite List New Coloring Rule...
Auth Key Management Suite Count: 1
> = Auth Kev Manaaement Suite List Copy All Elements
Q dot11.rsn.group_cipher_suite_type Information Elements: 22, Displayed: 22 (100%)
Figure 11-3 - Custom column addition
(5] Profiles
B & ¥ @ Il @p
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced

Active profile: Channels_Info

1 Default

Channels_info Show

Pin

CH<H<H<H<M<H<

Address of the wireless router or access point.

B Show profile chooser in toolbar

Name Field

BSSID

Network Name
Channel

Center Frequency
Channel Width
Channel Utilization
Signal

Noise

Count

Vendor

Device Name

Annotations

Figure 11-4 — The Profiles settings tab showing a custom profile
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(Q lsearch

Name

20/40 BSS Coexistence

Advertisement Protocol ID

Advertisement Protocol

Agere Proprietary

20/40 BSS Intolerant Chan...

Pre-Association Message E...
Query Response Length Li...

Field

dot11.20_40_bss_coexistence
dot11.20_40_bss_intolerant_channel_report
dot11.advertisement_protocol.advertisement_protocol...
dot11.advertisement_protocol.pame_bi
dot11.advertisement_protocol.query_response_length_...
dot11.advertisement_protocol

dot11.agere_proprietary

Columns: 879

- Cancel

Figure 11-5 - Adding new columns to a profile

Network Name
BNL
VM6643873
VM202651-2G
VM202651-5G
VM202651-2G
VM202651-5G
Hidden Network
VMEB643873
VM0108420
Hidden Network
VMO108420
Hidden Network
Hidden Network
VMO108420

DD

o0® [ P N Oactw

? Au i - hum

. —

. BSSID Channel
94:18:65:B6:DC:48 48
94:18:65:86:DC:47 48
36:23:03:1B:43:37 100
30:23:03:1B:43:37 100
36:23:03:18:42:DF 100
30:23:03:1B:42:DF 100
C6:06:C3:4F:EAC3 36
18:35:D1:B9:71:DF 44
C0:06:C3:4F:EA:C3 36
4E17:44:F9:9CIFC 44
18:35:D1:A9:9F:CF 44
1E:48:BE:25:44:CD 44
C6:06:C3:4F:EB:DB 36
C0:06:C3:4F:EB:DB 36

Scanning: Wi-Fi | VM202651-56

Center Frequency Channel Width Channel Utilization
5240 MHz 40 MHz
5240 MHz 40 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5180 MHz 80 MHz
5220 MHz 80 MHz
5180 MHz 80 MHz
5220 MHz 20 MHz
5220 MHz 80 MHz
5220 MHz 20 MHz
5180 MHz 80 MHz
5180 MHz 80 MHz

8 100 | 5GHz |(B0MHz| | MCS3 || NSS1 || 117Mbps 3983

Qu Filter

Signal ~  Noise

-49 dBm mmmmm -96dBm |
-49dBm (S @ -96dBm [
-69dBm @~ | -92dBm W
-69dBm % -92dBm [
-72dBm @NT ' -92dBm @&
-73dBm T | -92dBm @)
-78 dBm @ -96dBm |
-79dBm @& -96dBm |
-81dBm @0 -96 dBm |
-85dBm @& -96dBm |
-86 dBm W . -96dBm | )
-86 dBm W -96 dBm |

-89 dBm @ -96 dBm |
-90dBm & = -96dBm |

Figure 11-6 - Networks Area with "Channels_Info" profile applied
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General

Profiles

&

Annotations

Filters

Profiles

Coloring Rules

? %] Ly

Sensors

25

Spectrum Analysis Advanced

Active profile:

Channels_Info

Show profile chooser in toolbar

h

= Default
1 Channels_Info

Device Name

Annotations

Address of the wireless router or access point.

Show Pin Name

BSSID
Network Name
Channel
Center Frequency
Channel Width
Channel Utilization
Signal
Noise

Count

Vendor

Field

Figure 11-7 - Active profile selector in Settings

o000 [

P>

[ = channels_info

Network Name

BNL
VM6643873
VM202651-2G
VM202651-5G
VM202651-2G
VM202651-5G

VM6643873
VM0108420

PP DDDPDDDPDDDDDDED®

B & Active

BSSID

94:18:65:86:DC:48

94:18:65:86:DC:47
36:23:03:1B:43:37

30:23:03:1B:43:37

36:23:03:1B:42:DF
30:23:03:1B:42:DF

C6:06:C3:4F:EA:C3

18:35:D1:B9:71:DF

C0:06:C3:4F:EA:C3

4E:17:44:F9:9C:FC

N

s | ﬁ 2.4GHz [BGHz

Open

Channel

48
48
100
100
100
100
36
44
36
44

Scanning: Wi-Fi | VM202651-5G

Secure

Center Frequency Channel Width

5240 MHz 40 MHz
5240 MHz 40 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5500 MHz 80 MHz
5180 MHz 80 MHz
5220 MHz 80 MHz
5180 MHz 80 MHz
5220 MHz 20 MHz

m

(

Figure 11-8 - Profile chooser location
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+ | —

Duplicate Profile
Reset Profile

Import Profile...
Export Profile...

Figure 11-9 - The profiles list More button options

0 ® [ B & Active Scanning: Wi-Fi | YVM202651-5G @ 40 || 5GHz | 80MH
ﬁ Default ¢ T LAl 24GHz 5GHz Open Secure Netgear Networks Ch 48 >
BSSID Vendor ﬁ Network Name . Ni
| I Auto Size Column
94:18:65:B6:DC:25 m Netgear Inc. WFEPro3_Test Auto Size All Columns
| osansese:nc:a8 [ Netgearinc. BNL
| 30:23:0318:43:36 85 Belkin International Inc. BNL_2G Show Text Only All Columns Er
18:35:D1:A9:9F:C9 > ARRIS Group Inc. VM0108420 Align Text > | Er
. . . 0 . L H H - .
I 36:23:03:1B:43:36 es Belkin International Inc. VMZM Pin Column Er
30:23:03:1B:42:DE e Belkin International Inc. BNL_2G Er
l 3A:23:03:1B:42:DE 22 Belkin International Inc. Hide Column
| 36:23:03:18:42:DE 85 Belkin International Inc. VM202651-2G Rename Column Er
. . . . . L H 1 .
l 3A:23:03:1B:43:36 e Belkin International Inc. Advertisement Protocol ID
l 18:35:D1:B9:71:D9 7 ARRIS Group Inc. VME6643873 v Amendments Er
. C6:06:C3:4F:EA:C2 42 TP-Link Technologies Co.... Annotations Er
I C0:06:C3:4F:EA:C2 42 TP-Link Technologies Co.... VMO0108420 v Auth Key Management Suite Type Er
36:23:03:1B:43:37 ®. Belkin International Inc. VM202651-2G 7 BSSID Er

Figure 11-10 - Pinning a column using a column header
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Chapter 12 - Data Visualization: Scan Results
Organization, Coloring Rules, Data Enhancements
& Hidden Gems

o0 [ » &) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 B
[ Default s < A 24GHz 5GHz Open Secure Qv
Network Name Count BSSID v Vendor Signal Channel Band Channel Width Mode Amendments
. v ASMOBD § <Multiple Values> W 1,6, 1... 2.4,5... 20,80MHz aJb/g/n/ac/ax
l ASMOBD £ 96:18:98:BF:F4:FA W Cisco Meraki -66 dBm 40 5 GHz 20 MHz  a/n/acfax d/e/hfi/k/v
ASMOBD £ 96:18:98:BF:F4:F9 @ Cisco Meraki -90 dBm 48 5 GHz 20 MHz a/n/ac/ax d/e/hfi/k/v
l ASMOBD (& 96:18:98:BF:F4:E1 W Cisco Meraki -61dBm 40 5 GHz 20 MHz  a/n/acfax d/e/hfifk/v
I ASMOBD £ 96:18:98:BF:F2:22 W Cisco Meraki -54 dBm 44 5 GHz 20 MHz  a/n/ac/ax d/e/hfi/k/v
ASMOBD 96:18:98:BF:F1:33 W Cisco Meraki -68 dBm 36 5 GHz 20 MHz  a/n/acfax d/e/hfi/k/v
l ASMOBD £ 96:18:88:BF:F4:FA W Cisco Meraki -67 dBm 1 2.4 GHz 20 MHz  b/g/n/ax d/e/hfi/k/v
l ASMOBD £ 96:18:88:BF:F4:F9 W Cisco Meraki -89 dBm n 2.4 GHz 20 MHz  b/g/n/ax d/e/hfi/k/v
ASMOBD £ 96:18:88:BF:F4:E1 @ Cisco Meraki -60 dBm 6 2.4 GHz 20 MHz  b/g/n/ax d/e/hfi/k/v
I ASMOBD 96:18:88:BF:F2:22 i Cisco Meraki -62 dBm 1" 2.4 GHz 20 MHz  b/g/n/ax d/efhfifk/v
ASMOBD £ 96:18:88:BF:F1:33 W Cisco Meraki -73 dBm 6 2.4 GHz 20 MHz  b/g/n/ax d/e/hfi/k/v
[] ASMOBD £ 22:3F:1B:ED:F1:30 W Cisco Meraki -90 dBm 140 5 GHz 80 MHz a/n/ac/ax d/e/hfi/k/v
| ASMOBD £ 22:3F:0B:ED:F1:30 @ Cisco Meraki -88 dBm 1 2.4 GHz 20 MHz  b/g/n/ax d/e/hfi/k/v
> ASCORP B8 11 <Multiple Values> i CiscoMeraki -54dBm G 2.4,5... 20,80MHz aJb/g/njacjax d[e[h[i[k|v
Networks Found: 23, Displayed: 23 (100%), Highlighted: 12 (52%) 2

Figure 12-1 - Networks organized by name
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(il | 2 &) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 B
5 Default = Al 2.4 GHz GH Open  Secure Q-
Network Name Count  BSSID Vendor Signal Channel Band Channel Width Mode
v ASMOBD 12 <Multiple Values> @ CiscoMeraki -54dBm 1,6,11,36,40,44... 2.4,5.. 20,80 MHz a/b/g/n/ac/ax

ASMOBD £ 22:3F:0B:ED:F1:30 W Cisco Meraki -88 dBm 1 2.4 GHz 20 MHz  b/g/n/ax

[] ASMOBD 8 22:3F:1B:ED:F1:30 W CiscoMeraki  -90dBm (| 140 5 GHz 80 MHz a/n/ac/ax
ASMOBD 96:18:88:BF:F1:33 @ Cisco Meraki -73dBm 6 24GHz 20 MHz  b/g/nfax

| ASMOBD 96:18:88:BF:F2:22 { Cisco Meraki -62 dBm 1M1 24GHz 20 MHz  b/g/n/ax

k Det Signal Strengt Spectrum 2.4 /| 5 GHz Advanced

UNII-2A

ASMOBD
ASMOBD

ASMOBD

ASMOBD

140

@ Meraki:ED:F1:30, Ch. 140 @ 80 MHz

Networks Found: 23, Displayed: 23 (100%), Sel d: 1 (4%), Highli d: 1 (4%) 2

Figure 12-2 - Networks organized by name spectrum view

0O =3 &) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 B
[ pefault 3 All 2.4 GHz Gt Oper . Qv
BSSID Vendor Count Network Name Signal Channel Band Channel Width Mode
v Meraki:BF:F1:33 @ Cisco Meraki 4 ASCORP,ASMOBD 3 -68dBm 6,36 2.4,5GHz 20 MHz afb/g/n/ac/ax
96:18:88:BF:F1:33 ) Cisco Meraki ASMOBD ( -73dBm 6 2.4 GHz 20 MHz  b/g/nfax
96:18:98:BF:F1:33 @ Cisco Meraki ASMOBD )  -68dBm 36 5 GHz 20 MHz  a/n/ac/ax
98:18:88:BF:F1:33 @ Cisco Meraki ASCORP -72 dBm 6 2.4 GHz 20 MHz  b/g/nfax
9A:18:98:BF:F1:33 @ Cisco Meraki ASCORP -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax
> Meraki:BF:F2:22 @ Cisco Meraki 4 ASCORP,ASMOBD (& -54dBm 1,44 2.4,5GHz 20 MHz a/bjg/njac/ax
> Meraki:BF:F4:E1 @ Cisco Meraki 4 ASCORP, ASMOBD -60 dBm 6, 40 2.4,5GHz 20 MHz a/b/g/njac/ax
> Meraki:BF:F4:F9 @ Cisco Meraki 4 ASCORP,ASMOBD (A -89dBm 11,48  2.4,5GHz 20 MHz afb/g/n/ac/ax
> Meraki:BF:F4:FA @ Cisco Meraki 4 ASCORP, ASMOBD -66 dBm 1,40 2.4,5GHz 20 MHz a/b/g/n/ac/ax
> Meraki:ED:F1:30 @ Cisco Meraki 3 ASCORP, ASMOBD ) -88dBm 1,140 2.4,5GHz 20,80 MHz a/b/g/n/acfax

Networks Found: 23, Displayed: 23 (100%)

Figure 12-3 - Networks organized by access point
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§H) | 2 &) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 B
5 pefault s All 4 GHz GH re Q-
BSSID Vendor Count  Network Name Signal Channel Band Channel Width Mode
|+ Meraki: ASCORP, ASMOBD 8

96:18:88:BF:F1:33 i Cisco Meraki ASMOBD -73 dBm 6 2.4 GHz 20 MHz  b/g/nfax
96:18:98:BF:F1:33 @ Cisco Meraki ASMOBD -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax
98:18:88:BF:F1:33 @ Cisco Meraki ASCORP -72 dBm 6 2.4 GHz 20 MHz  b/g/nfax
9A:18:98:BF:F1:33 i Cisco Meraki ASCORP -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax

Spectrum 2.4 | 5 GHz Advar i Det.

Meraki:BF:F1:33
Meraki:BF:F1:33

‘
|
6 ‘ 36

@ ASCORP, ASMOBD @ ASCORP, ASMOBD

Networks Found: 23, Displayed: 23 (100%), Highlighted: 4 (17%) (=]

Figure 12-4 - Networks organized by access point spectrum view with a group selected

@ » Act File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 (B
5 Default 0 Al SHz Qv

BSSID Count  Vendor Network Name Signal Channel Band Channel Width Mode

22:3F:0B:ED:F1:30 @ Cisco Meraki ASMOBD -88 dBm 1 2.4 GHz 20 MHz  b/g/n/ax
v Meraki:BF:F1:33 2 (U Cisco Meraki ASCORP, ASMOBD -68 dBm 36 5 GHz 20 MHz a/nfacfax

96:18:98:BF:F1:33 @ Cisco Meraki ASMOBD -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax

9A:18:98:BF:F1:33 ) Cisco Meraki ASCORP -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax
> Meraki:BF:F1:33 2 (@ Cisco Meraki ASCORP, ASMOBD -72dBm 6 2.4 GHz 20 MHz b/g/n/ax
> Meraki:BF:F2:22 2 [ Cisco Meraki ASCORP, ASMOBD -54 dBm 44 5 GHz 20 MHz a/nfacfax
> Meraki:BF:F2:22 2 [ Cisco Meraki ASCORP, ASMOBD -62 dBm " 2.4 GHz 20 MHz b/g/njax
> Meraki:BF:F4:E1 2 [ Cisco Meraki ASCORP, ASMOBD -60 dBm 6 2.4 GHz 20 MHz b/g/n/ax
> Meraki:BF:F4:E1 2 (@ Cisco Meraki ASCORP, ASMOBD -61dBm 40 5 GHz 20 MHz a/n/acfax
> Meraki:BF:F4:F9 2 [ Cisco Meraki ASCORP, ASMOBD -89 dBm 1 2.4 GHz 20 MHz  b/g/njax
> Meraki:BF:F4:F9 2 (@ Cisco Meraki ASCORP, ASMOBD -90 dBm 48 5 GHz 20 MHz a/nfac/ax
> Meraki:BF:F4:FA 2 [ Cisco Meraki ASCORP, ASMOBD -66 dBm 40 5 GHz 20 MHz a/n/acfax
> Meraki:BF:F4:FA 2 (@ Cisco Meraki ASCORP, ASMOBD -67 dBm 1 2.4 GHz 20 MHz b/g/n/ax
> Meraki:ED:F1:30 2 (@ Cisco Meraki ASCORP, ASMOBD ) -90dBm 140 5 GHz 80 MHz a/n/acfax

Networks Found: 23, Displayed: 23 (100%)

Figure 12-5 - Networks organized by access point radio
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il] =9 © Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 B
5 pefault S All 2.4 Gt pe cu Q-
BSSID Count  Vendor Network Name Signal Channel Band Channel Width Mode

22:3F:0B:ED:F1:30 i) Cisco Meraki ASMOBD -88 dBm 1 2.4 GHz 20 MHz  b/g/n/ax
. v Meraki:BF:F1:33 2 W CiscoMeraki ASCORP,ASMOBD A -68dBm BN | 36 5 GHz 20 MHz a/n/acfax
96:18:98:BF:F1:33 ) Cisco Meraki ASMOBD -68 dBm 36 5 GHz 20 MHz  a/n/ac/ax
9A:18:98:BF:F1:33 ) Cisco Meraki ASCORP { -68 dBm 36 5 GHz 20 MHz a/n/ac/ax

> Meraki:BF:F1:33 2 @ Cisco Meraki ASCORP, ASMOBD -72dBm 6 2.4 GHz 20 MHz b/g/n/ax

Spectrum 2.4 /| 5 GHz

UNII-2A UNI-3

Meraki:BF:F1:33

|
|

@ ASCORP, ASMOBD

Networks Found: 23, Displayed: 23 (100%), Highlighted: 2 (8%) 2

Figure 12-6 - Networks organized by access point radio in the spectrum view

Gl | 3 ) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 0
[ Default S All 2.4 GH > I r Qv
Vendor Count  BSSID Network Name Signal Channel Band Channel Width
v @ Cisco Meraki 23 <Multiple Values> ASCORP, ASMOBD -54 dBm 1,6,11,36,40,4... 2.4,5GHz 20,80 MHz
W Cisco Meraki 22:3F:0B:ED:F1:30 ASMOBD -88 dBm 1 2.4 GHz 20 MHz
@ Cisco Meraki 22:3F1B:ED:F1:30 ASMOBD -90 dBm 140 5 GHz 80 MHz
l @ Cisco Meraki 2E:3F:1B:ED:F1:30 ASCORP -91dBm 140 5 GHz 80 MHz
@ Cisco Meraki 96:18:88:BF:F1:33 ASMOBD -73 dBm 6 2.4 GHz 20 MHz
I i Cisco Meraki 96:18:88:BF:F2:22 ASMOBD ) -62dBm 1 2.4 GHz 20 MHz
{J Cisco Meraki 96:18:88:BF:F4:E1 ASMOBD -60 dBm 6 2.4 GHz 20 MHz
l @ Cisco Meraki 96:18:88:BF:F4:F9 ASMOBD -89 dBm 1 2.4 GHz 20 MHz
@ Cisco Meraki 96:18:88:BF:F4:FA ASMOBD -67 dBm 1 2.4 GHz 20 MHz
@ Cisco Meraki 96:18:98:BF:F1:33 ASMOBD -68 dBm 36 5 GHz 20 MHz
) Cisco Meraki 96:18:98:BF:F2:22 ASMOBD -54 dBm 44 5 GHz 20 MHz
@ Cisco Meraki 96:18:98:BF:F4:E1 ASMOBD -61dBm 40 5 GHz 20 MHz
ﬂ @ Cisco Meraki 96:18:98:BF:F4:F9 ASMOBD -90 dBm 48 5 GHz 20 MHz
@ Cisco Meraki 96:18:98:BF:F4:FA ASMOBD -66 dBm 40 5 GHz 20 MHz
@ Cisco Meraki 98:18:88:BF:F1:33 ASCORP -72 dBm 6 2.4 GHz 20 MHz
i Cisco Meraki 98:18:88:BF:F2:22 ASCORP -62 dBm 1" 2.4 GHz 20 MHz
[ @ Cisco Meraki 98:18:88:BF:F4:E1 ASCORP -60 dBm 6 2.4 GHz 20 MHz
@ Cisco Meraki 98:18:88:BF:F4:F9 ASCORP -89 dBm " 2.4 GHz 20 MHz
l @ Cisco Meraki 98:18:88:BF:F4:FA ASCORP -67 dBm 1 2.4 GHz 20 MHz

Networks Found: 23, Displayed: 23 (100%)

Figure 12-7 - Networks organized by access point vendor
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(5l [ ) Active File: Example_Networks | Sunday, 8 September 2024 at 20:26:35 (B
[ Default = All 4 GH 5 Gt (o] re Qv
Vendor Count BSSID Network Name Signal Channel Band Channel Width
. v ' Cisco Meraki ASCORP, ASMOBD @ 1, 6,11, 36, 40, 4...
) Cisco Meraki 22:3F:0B:ED:F1:30 ASMOBD -88 dBm 1 2.4 GHz 20 MHz
@ Cisco Meraki 22:3F:1B:ED:F1:30 ASMOBD -90 dBm 140 5 GHz 80 MHz
| W Cisco Meraki 2E:3F:1B:ED:F1:30 ASCORP -91dBm 140 5 GHz 80 MHz
) Cisco Meraki 96:18:88:BF:F1:33 ASMOBD -73 dBm 6 2.4 GHz 20 MHz

Spectrum 2.4 /| 5 GHz

ASIIOBE

ASMOBD

Networks Found: 23, Displayed: 23 (100%), Highlighted: 23 (100%) =2

Figure 12-8 - Networks organized by vendor spectrum view with the vendor selected

Coloring Rules

"{é\}‘ i @ ? @ [ @@

Ar Coloring Rules Sensors Spectrum Analysis Advanced
Apply rule set:
Default
. Enable Color Name Filter
Generations
@ Overlapping 2.4GHz v [1 oOverlapping 2-5 OR 7-10 OR 12-13 (Note: Red)
+ Drag rules to change their preference

Figure 12-9 - Example coloring rule definition for 2.4 GHz overlapping channels
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@&  WiFi Explorer Pro 3 WmAnaIysis Window Help i B o #a

oo M > B O Acive Organize Networks By Name O®N [ 40 | 50Hz | [80MHz) [ MCS3 | [ N
Organize Networks By Access Point ORA
B Detaut ¢ ¥ AL 24 organize Networks By Access Point Radio - % 7 Q-
BSSID Network Name ~ Organize Networks By Access Point Vendor %\~ Security Channel  Cf
' E8:1D:A8:E1:24:83 Recover.Me-212, Filter... ORF [ . WPA2 (PSK) n
| es:Das:21:24:8¢ Cluster_Guest s a8
| esipasEr2a:8c v#al Apply Coloring Rules a v None X0
|| ssrsssas0cus - v Graph Signal A0S Default 1
| ssreesssocas WFEPro3.Test  Graph Signal and Noise ~ N Generations X2
| 30:2303:18:43:36 BNL_2G Sreph Slondl i Males Bl #
|| sasosmasae " Graph Channel Utilization ~oU :
FA'DA'OC:6F:79:88 DIRECT-b8...77 | I WPA2(PSK) 1

Figure 12-10 - Selecting coloring rule set for 2.4 GHz overlapping channels

[ X N BN P B G Active File: 6th-floor-wifi-explorer | Friday, 19 May 2017 at 14:11:34 B
[ Default 3 v [AI 24GHz 5GHz Open Secure Q-
BSSID Network Name Vendor Signal v Channel Band Channel Width Mode
I 10:0E:7E:15:34:4A Office12-05 A  # Juniper Network... -72dBm [ 1 2.4 GHz 20 MHz  b/g/n U
| B6:E9:6A:93:F3:E5 iPhone (2) B & Applelinc. -72dBm [0 6 2.4 GHz 20 MHz  b/g/n
00:BO:E1:AB:BA:45 02_Guest @ Cisco Systems |... -73dBm [ 6 2.4 GHz 20 MHz g/n
l 00:B0:E1:AB:BA:46 MNSCorp 6 @ CiscoSystemsl.. -73dBm [ 6 2.4 GHz 20 MHz g/n
l 84:B8:02:56:FA:F1 MNSPARTNER @ Cisco Systems ... -73dBm [0 6 2.4 GHz 20MHz g/n
l 84:B8:02:56:FA:F3 02_Guest @ Cisco Systems |... -73dBm 0 6 2.4 GHz 20 MHz g/n
| AO:EO:AF:9E:3F:20 Vertexguest A @ CiscoSystemsl.. -73dBm " 2.4 GHz 20 MHz  b/g/n
I 00:BO:E1:AB:4A:84 PP-eSAP-HHT 6 @ Cisco Systems ... -74dBm 00 6 2.4 GHz 20MHz ¢
l 00:BO:E1:AB:4A:89 MNSCorp 6 @ CiscoSystemsl.. -74dBm [ 36 5 GHz 40 MHz  a/nfac
| 84:B8:02:56:FA:F4 MNSCorp 6 @ CiscoSystemsl.. -74dBm [ 6 2.4 GHz 20 MHz g/n
I 00:B0O:E1:AA:D3:65 02_Guest @ Cisco Systems |... -75dBm [0 1 2.4 GHz 20MHz g/n
| 00:B0O:E1:AA:D3:66 MNSCorp A @ Cisco Systems |... -75dBm [0 1 2.4 GHz 20 MHz g/n
| 00:BO:ET:AB:4A:8F SALINA A @ Cisco Systems|... -75dBm 0 36 5 GHz 40 MHz  a/nfac
| AO:EQ:AF:9E:3D:60 Vertexguest f @ Cisco Systems ... -75dBm 0 2.4 GHz 20 MHz  b/g/n
' NANDNC1AD20:07 MNIC N Arm o M Niaan Cuntamn | TR ADm [~ DA NUS N MU ~ln
Networks Found: 294, Displayed: 294 (100%) Overlapping 2.4GHz: [OVerlapping ()

Figure 12-11 - Coloring rule for 2.4 GHz overlapping channels applied to networks table
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x Coloring Rules
{8}‘ ﬁ C() Y & Q Iy o
General Profiles Annotations Filters  Coloring Rules Sensors Spectrum Analysis Advanced

Apply rule set:  Overlapping 2.4GHz & Show rule set legend

@ Default
Enable Color Name Filter
@ Overlapping 2.4GHz [ wiFie dot11.net.generation == Note: Green
[ WwiFis dot11.net.generation == Note: Yellow
[ 1 wi-Fia dot11.net.generation == Note: Orange
1 wiFi3 dot11.net.generation == 3 Note: Red
+ Drag rules to change their preference.
> I=lee
Figure 12-12 - The Coloring Rules settings tab
o0® [ B & Active Scanning: Wi-Fi | BNL 8 a8 5GHz | (40MHz [ MCS9 | [ Nss3 | [ 600Mbps | R -,- B
[ pefault & All 24GHz 5 GHz Open Secure Qv
BSSID Network Name Vendor Signal v Channel Band Channel Width Mode
94:18:65:B6:DC:25 WFEPro3_Test & [ Netgear Inc. -50 dBm 1 2.4 GHz 20 MHz  b/g/n/:
94:18:65:86:DC:47 VM6643873 £ [J Netgear Inc. -57 dBm (Note:Green) 48 5 GHz 40 MHz  ajn/ac,
94:18:65:B6:DC:48  BNL £ [1 Netgear Inc. -57 dBm 48 5 GHz 40 MHz a/njac
| 3A:23:03:1B:42:DE Hidden Network A Belkin Internatio...  -64 dBm 4 2.4 GHz 20 MHz  b/g/n
18:35:D1:B9:71:D9 VM6643873 £ O CommScope -65 dBm 6 2.4 GHz 20 MHz b/g/n
C6:06:C3:4F:EA:C2 Hidden Network £ TP-Link Technol..  -65dBm (Note:Orange) i) 2.4 GHz 40 MHz  b/g/n
l 18:35:D1:A9:9F:C9 VM0108420 8 (O CommScope -66 dBm 1 2.4 GHz 20 MHz  b/g/n
C0:06:C3:4F:EA:C2 VM0108420 B & TP-Link Technol... -68 dBm 1 2.4 GHz 40 MHz  b/g/n
| FA:DA:0C:6F:79:B8 DIRECT-...7 LaserJet & @ HPInc. -73dBm 6 2.4 GHz 20 MHz g/n
I 30:23:03:1B:42:DF VM202651-5G a8 Belkin Internatio... -74 dBm 108 5 GHz 80 MHz a/n/ac
18:35:D1:B9:71:DF VM6643873 8 (O CommScope -75 dBm (Note:Yellow) 44 5 GHz 80 MHz a/n/ac
l 36:23:03:1B:42:DF VM202651-2G 8 Belkin Internatio... -75dBm 108 5 GHz 80 MHz a/n/ac
l C0:06:C3:4F:EB:DA VM0108420 & & TP-Link Technol... -76 dBm 2.4 GHz 40 MHz  b/g/n
l 30:23:03:1B:42:DE BNL_2G a Belkin Internatio... -77 dBm 4 2.4 GHz 20 MHz b/g/n
C6:06:C3:4F:EB:DA  Hidden Network & & TP-Link Technol...  -79 dBm (Note:Orange) 1 2.4 GHz 40 MHz  bjg/n
3C:45:7A:BD:90:1A SKYMSTXQ 2.4 B v Sky -81 dBm 1 2.4 GHz 20 MHz  b/g/n
C0:06:C3:4F:EA:C3  VM0108420 & £ TP-Link Technol.. -84 dBm (Note:Yellow) 36 5 GHz 80 MHz  a/n/ac
18:35:D1:9A:43:69 VM0802359 £ O CommScope -86 dBm (Note:Orange) 6 2.4 GHz 20 MHz  b/g/n

Networks Found: 23, Displayed: 23 (100%)

Generations: Wi-Fié Wi-Fi5 Wi-Fi4 Wi-Fi3

Figure 12-13 - Networks Area with Generations coloring rule applied

e
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® Coloring Rules
{g} ﬁ @ ? @ Iy @@
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Apply rule set:
Default
Gerisrations Enable Color Name Filter
Overlapping 2.4GHz
‘ = Drag rules to change their preference.
+
Figure 12-14 - Adding a new coloring rule set
@ WiFiExplorerPro3 File FEdit View Spectrum Analysis Window Help & L #a
000 [ B O Active Organize Networks By Name 40 |[ 5GHz | [80MHz ][ MCS3 | | N
Organize Networks By Access Point
Defast ¢ WV AL 24 organize Networks By Access Point Radio Q-
BSSID Network Name Organize Networks By Access Point Vendor v Security Channel Ct
' E8:1D:A8:E1:24:83 Recover.Me-212 Filter [ WPA2 (PSK) n
| E8:1D:A8:21:24:8C Cluster_Guest = —ro—
| esiD:As:Er24:8C Public_Area_Es¢  Apply Coloring Rules > | v None —
9418:65:86:0C148 BNL v Graph Signal OGS Default ?
l SHIGHSBE DAY WEERFORThEy Graph Signal and Noise &N Generations
' SOIESI0RInAR90 BHl_25 Graph Signal-to-Noise Ratio SR Overlapping 2.4GHz
| 3A:23:03:1B:43:36 Graph Channel Utilization TR el SR
FA:DA:0C:6F:79:B8 DIRECT-b8...77 L | WPA2 (PSK) 1

Figure 12-15 - Coloring rule set selection shortcuts
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Duplicate Rule Set

Import Rule Set...

Export Rule Set...

Figure 12-16 — The coloring rule sets list More button options

® Coloring Rules
@} ﬁ Q) It %) [
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Apply rule set:
@ Default
i Enable Color Name Filter

@ Generations

@ Overlapping 2.4GHz — New rule

MyNetworks

+ Drag rules to change their preference.
+ -0

Figure 12-17 - Adding a new rule to a coloring rule set
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(@] Coloring Rules
& B & ¥ D Il Be
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Apply rule set:
@ Default
& Generations Enable Color Name Filter
@ Overlapping 2.4GHz [ My network SSID dot11.net.ssid == Corp
MyNetworks
+ Drag rules to change their preference.
+ | - ®©v
Figure 12-18 - A sample rule to colorize a specific SSID
e ® [ B & Active Scanning: Wi-Fi | VM
] pefault $ Al 24GHz BGHz Open Secure Ne
BSSID Vendor ~ Network Name
ﬂ] 18:35:D1:B9:71:DF »7 ARRIS Group Inc. VM6643873
l 18:35:D1:A9:9F:CF »7 ARRIS Group Inc. VM0108420

Figure 12-19 - Networks table showing Arris Group Inc. devices
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OUI search

Results

5:D1 ARRIS Group, Inc.

Figure 12-20 - Online lookup of the 18:35:D1 OUI details

0 e [ B & Active Scanning: Wi-Fi | BNL 8 48 5GHz || 40 MHz

] Default < All 24GHz 5 GHz Open Secure Q
BSSID Network Name Vendor Annotations Signal
18:35:D1:B9:71:D9 (V’J > ARRIS Group Inc. MyNetwork, Slow Po -70 dBm

. 18:35:D1:B9:71:DF VM6643873 ARRIS Group Inc. [MyNetwork, Fast  IRCIEL L LT Ca

Figure 12-21 - Simple addition of annotations

® Annotations
{é} ﬁ C() Y N\ Iy e
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Q
BSSID Annotation
18:35:D1:* ISP_Network
FA:DA:0C:6F:79:B8 Printer
36:23:03:1B:42:D? Legacy_Network
-+ @ v| BSSID may include * or ?, for example: 88:1F:A1:31:* or 88:1F:A1:31:E6:?E

Figure 12-22 - The Annotations settings tab showing three annotation examples
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(Y X Jin b B O Active Scanning: Wi-Fi | VM6643873 @ 6 | 24GHz (20MHz | MCS10 [ NSS2 | 39Mbps | RO ' (0]
5 channels_info ¢ 7 24GHz 5GHz Open Secure Qv
BSSID A Network Name Vendor ’ Annotations ‘ Signal Channel
| 18:35:D1:A9:9F:C9 VMO0108420 f (O CommScope # ISP_Network @ | -64 dBm 1n
| 18:35:D1:B9:71:D9 VM6643873 5 O CommScope ISP_Network @) -72dBm | 6
30:23:03:1B:42:DE BNL_2G A ' Belkin International Inc. @ | -65dBm 8
l 30:23:03:1B:42:DF VM202651-5G (&) © Belkin International Inc. @) -75dBm 0 100
l 36:23:03:1B:42:DE VM202651-2G £ @ Belkin International Inc. Legacy_Network (& | -63dBm @ 8
' 36:23:03:1B:42:DF VM202651-2G & @ Belkin International Inc. Legacy_Network (& | -75dBm @ 100
' 94:18:65:86:DC:25 WFEPro3_Test £ [ Netgear Inc. @1 -51dBm 1
| 94:18:65:B6:DC:48 BNL £ [ Netgear Inc. @ | -54dBm | 48
C0:06:C3:4F:EA:C2 VM0108420 f  # TP-Link Technologies Co. Ltd. @ | -75dBm | 1
l C6:06:C3:4F:EA:C2 ] / & # TP-Link Technologies Co. Ltd. @ | -73dBm 0
' FA:DA:0C:6F:79:B8 DIRECT-b8-HP M277 LaserJet {5 [ Hon Hai Precision Industry Co. Ltd. \ Printer @ ) -67 dBm 6
Networks Found: 11, Displayed: 11 (100%) Scan sensitivity: =76 dBm [
Figure 12-23 - Annotations example results in the networks table
o000 O P B O Active Not scanning | VM202651-5G @ 108 [ 5GHz [80MHz || MCS1 | NSs1 27Mbps | R @ B
Channels_Info ¢ v A 24GHz 5GHz Open  Secure Qv VM6643873 (<]
BSSID Network Name Vendor Annotations Signal Chan... ~  Channel Width B¢
] 18:35:D1:B9:71:D9 VM6643873 f @O CommScope Home_Net...rk, 24GHz & -63dBm | 6 20 MHz

18:35:D1:B9:71:DF
94:18:65:86:DC:47

VM6643873
VM6643873

i

ID Information Element

Network Details

18:35:D1:B9:71:DF

192 < VHT Operation E=

195 < Transmit Power Envelope *
201 < Reduced Neighbor Report x
48 O RSNE ES
255 < Extension: HE Capabilities x
32 O Power Constraint x
221 O Vendor Specific: Atheros v
255 < Extension: MU EDCA Par... x
221 < Vendor Specific: Microsoft v
221 < Vendor Specific: Microsoft x
Hide id I inf in
Networks Found: 27, Displayed: 3 (11%), Selected: 2 (7%)

8
8

@

@

CommScope

Home_Network, 5GHz

N Netgear Inc.

Signal Strength Spectrum 2.4 | 5 GHz Compare Networks

94:1: VHT Operation
Element ID: 192
Length: 5 bytes
VHT Operation Information
Channel Width: 1 80 MHz, 160 MHz or 80+80
Channel Center Frequency Segment 0: 42
Channel Width: 0 20 MHz or 40 MHz
Channel Center Frequency Segment 0: 46
Channel Center Frequency Segment 1: 0
VHT Basic MCS Set: Oxfffc
00 MCS Support 1 SS:
. MCS Support 2 SS:
. MCS Support 3 SS:
. MCS Support 4 SS:

18:35:D1:B9:71:DF * 94:18:65:86:DC:47

Selected
Element

MCS
Not
Not
Not

-73dBm @ )
-55 dBm

MHz

| Differences

0-7 (0x0000)

supported (0x0003)
supported (0x0003)
supported (0x0003)

Information Elements Compared: 26, Displayed: 23 (88%)

(]

Figure 12-24 - Network Compare example
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Chapter 13 - Inspectors

@  WiFi Explorer Pro 3

e0e @ |
v Network Name 14
= BNL
= BNL_2G

BT-GMA266
BTHub5-MG23
DIRECT-B...t Pro 8020
DIRECT-b...7 LaserJet

File Edit View
5] Default s
BSSID

94:18:65:86:DC:47
94:18:65:86:DC:25
FA:DA:0C:6F:79:88

Spectrum Analysis

© SKYMSTXQ 2.4 36:23:03:18:43:37
® VM0108420

© VM202651-2G
= VM202651-5G |
© VMB042798

= VMB643873

& WFEPro3_Test

[ |
[
[
[
l
| s023:031B:43:37
18:35:D1:A9:9F:C9
3A:23:03:18:43:36
30:23:03:1B:43:36
18:35:D1:89:71:09

® Hidden Network
> Mode
> Channel
2> Channel Width
2 Security

> Access Point
> Vendor

> Information Element

BNL_2G
VM6643873

Window

Scanning: Wi-Fi | BNL

All

Network Name

VM6643873
WFEPro3_Test
DIRECT-b8-H...277 LaserJet

VM202651-2G
VM202651-5G
VM0108420

1@

Qv

Vendor

1 Netgear Inc.
[ Netgear Inc.

@ HPInc.

$s Belkin International Inc.

*s Belkin International Inc.

> ARRIS Group Inc.

Belkin International Inc.

5 GHz

D 748 (40 MH2)

Signal

-49 dBm
-51dBm
-63 dBm
-63 dBm
-63 dBm
-66 dBm

Inspectors

UNI-1  UNII-2A

T

O B

s
o

UNII-2C

N Netgear:B6:DC:48, Ch. 48 @ 40 MHz

MCS 9

® Q W 3 Wed 20 Dec 07:18

STN R B

f-!’@:(@a

Channel Band Beacon Overl

4 24GHz 8% |

W T R

Channel E

24GHz 9% |
1 100 5GHz 2% |
8 12 24GHz 15%
100 36 5GHz 3% |
100 48 5GHz 1%
6 6 24GHz 8% |

44 5GHz 2%
8 24GHz 9% |
1 24CGHz NM%

UNII-3  UNI-4

Q Include overlapping networks in sele.‘

‘:'m(omalxc Filters v Found: 38, Di : 38 (100%), 1(2%) Rules Matched: None =l
Figure 13-1 - Inspectors Ul location
[ X N BN B O Active Scanning: Wi-Fi | BNL B[ 48 | [ 5GHz | [40MHz | MCS9 | [ Nss3 | [e0ombps B[ ¢ @
Default s | ¥ QA 24GHz > Qe ol O 0 6 e
BSSID Network Name Vendor Signal v Channel C -
- ! 40 MHz Channel Width
94:18...C:48 BNL & [ Netgear Inc. -56 dBm 48 The use of 40 MHz channels in a 2.4 GHz
| 18:35:.:9F:c9  VMO0108420 8 O CommScope -63 dBm 1 petoIR Rotiecommended.astiayersiore
susceptible to interference and more likely to
I 18:35:...:71:D9 VM6643873 6 O CommScope -66 dBm 1 interfere with other devices. If this is your
= . S - 4 network, consider setting the access point to use
' C0:06...EA:C2  VM0108420 5 # TP-Link Technologie... 69 dBm 1 O channels o ol o ormer o and
| 3A:23:..42:DE (&) Belkin International I... ~ -71 dBm 3 reliability issues, especially near other Wi-Fi
l C6:06..EAC2 . 8 # TP-Link Technologle... 71 dBm 1 networks and 2.4 GHz devices, including Bluet...
l 36:23:..42:DE  VM202651-2G B Belkin International I... ~ -72 dBm 3 1. Low Signal Strength
| 30:23:..42DE  BNL_2G a] Belkin International ...~ -72dBm [ 3 This network has low signal strength. If this is
X . ) . your network, and you're already located near
I 30:23:...42:DF  VM202651-5G a Belkin International ...~ -73 dBm [ 100 the access point, consider a different placement
36:23:..42:DF VM202651-2G &) Belkin International I...  -73dBm 100 for your access point that is elevated and free of
objects that might obstruct the signal.
18:35:...:71:DF VM6643873 B (O CommScope -74 dBm 44
| FAIDA..:79:B8  DIRECT-..LaserJet (& @ HPInc. -74 dBm 1" ! Too Many Networks
' 2E:D5..:44:F3  DIRECT-..IH80ABL @& -77 dBm 1 It appears too many networks are using the same
) ) channel. If this is your network, consider using a
B £ TP-Link Technologie...  -79 dBm 1 different, less crowded channel. If everything
a8 TP-Link Technologie -80 dBm 36 looks crowded, do not move the network to
another channel unless you're experiencing
VM0108420 ) TP-Link Technologie... connectivity problems.
C0:06...EB:EA  VM0108420 5 # TP-Link Technologie... -81dBm 1
I 02:68:...88:B8  DIRECT-..Pro8020 4 @ HPInc. -81dBm 1
Networks Found: 32, Displayed: 32 (100%), Selected: 1 (3%) [m]

Figure 13-2 - Issues Inspector example showing multiple issues for a selected network

126



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

e0e® D B & Active Scanning: Wi-Fi | BNL 48 5GHz | (40MHz | MCS9 || NsS3 eoombps R % B
9 Default : | v B 2.4 GHz > Q- N O O 6 @
BSSID Network Name Vendor Signal v Channel Ti p ignal Noise SNR
| C0:06..:EA:C2  VM0108420 8 £ TP-Link Technologie...  -68 dBm 1 . Thu 06:34:24 pm -69dBm  -96 dBm 27 dB|
| FA:DA..:79:B8  DIRECT-..LaserJet £ @ HP Inc. -68 dBm " Thu 06:34:22 pm -69dBm -96dBm 27dB
l VM0108420 8 CommScope -69dBm @) Thu 06:34:20 pm -69dBm -96dBm 27 dB
3A:23:...42:DE a Belkin International I..  -70 dBm 3 Thu 06:34:18 pm -69dBm -96dBm 27 dB
m Thu 06:34:16 pm -69dBm -96dBm 27 dB
NetworkDetails! Signal Strength  Spectrum 2.4 /5GHz  Advanced Details ) Thu 06:34:14 pm -69dBm  -96dBm 27 dB
Thu 06:34:12 pm -69 dBm -96dBm 27 dB
SSID: VM0108420 Band: 2.4 GHz ISM Type: Infrastructure Thu 06:34:10 pm -67 dBm _96dBm 29dB
BSSID: 18:35:D1:A9:9F:C9 Mode: 802.11b/g/n Security: WPA2 Personal Thu 06:34:08 pm -67 dBm -96dBm 29 dB
Vendor: CommScope Ma...te: 144.4 Mbps Encryption: AES (CCMP) Thu 06:34:06 pm 67dBm -96 dBm 29 dB
Signal Quality: Good Ch...nel: 11 Cha...idth: 20 MHz Thu 06:34:04 pm -67 dBm -96dBm 29 dB
SiElEcy dbn S St 2k Thu 06:34:02 pm  -67dBm  -96dBm 29 dB

T AALAAAA ~Amoan A~ ano A an

VMO0108420

Signa Noise SNR

Average: -66 dBm -95dBm 29dB

Max: -56dBm -77dBm 39dB
Min: -91dBm -101dBm 5dB

Signal and Noise $

Networks Found: 29, Displayed: 29 (100%), Selected: 1 (3%) =] VMO0108420, 11 @ 20 MHz

Figure 13-3 - History Inspector showing historical data for a selected network

* O @ 0L 6 e

Timestamp Sianal Nanige SNR Channel U
TS SRS Auto Size Column | e i
Sat 04:34:26 pm Auto Size All Columns IBm 61dB 0%
Sat 04:34:28 pm iIBm 61 dB 0%
Sat 04:34:30 pm iIBm 61 dB 0%
Sat 04:34:32 pm =V Signal iBm 61dB 0%
Sat 04:34:34 pm v Noise iBm 61 dB 0%
Sat 04:34:36 pm iBm 61 dB 0%
Sat 04:34:38 pm Clients IBm 61 dB 0%
Sat 04:34:40 pm Stations IBm 61dB 0%
sat 04:34:42 pm ¥ Channel Utilization g, 59 dB 1%
Sat 04:34:44 pm -34 dBm -93 dBm 59 dB 1%

Figure 13-4 - History Inspector column display options
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P® O N ORN ) s
Timestamp v Signal Noise SNR Clients Stations Channel Utilizat

Sat 02:03:18 pm h 7%

Sat 02:03:18 pm 7%
Sat 02:03:14 pm 7%
Sat 02:03:12 pm 7%
Sat 02:03:10 pm 7%
Sat 02:03:08 pm 7%
Sat 02:03:06 pm
Sat 02:03:04 pm » Orange

Sat 02:03:02 pm

7%
7%
7%
Sat 02:03:00 pm 7%
Sat 02:02:58 pm 7%
Sat 02:02:56 pm 7%
Sat 02:02:54 pm 7%

Sat 02:02:52 pm 7%

Sat 02:02:50 pm P 7%

8%

O O O O O O O O O 0O O 0O 0O 0o o o o

Sat 02:02:48 pm -82 dBm -96 dBm 14 dB
} Red

Sat 02:02:47 pm -82 dBm -96 dBm 14 dB 8%

Signal Noise SNR

Average: -79dBm -96 dBm 16 dB
Max: -76 dBm -96 dBm 20 dB
Min: -84 dBm -96 dBm 12 dB

Export... h

Figure 13-5 - History Inspector with all columns enabled

VM6042798_Cisco-1A-A6-9C

Timestamp SSID BSSID Channel Channel Width Signal (dBm) Noise (dBm) SNR (dB) Stations Channel Utilization (%)
Fri 05:52:48 am VM6042798 - 0A:1F:26:1A:A6:9C ‘ 11 ‘ 20 MHz l -83 ‘ -96 ‘ 13 l 1 ‘ 16
Fri 05:52:49 am VM6042798 O0A:1F:26:1A:A6:9C 11 20 MHz -83 -96 13 1 16
Fri 05:53:02 am VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 05:53:03 am  VM6042798 O0A:1F:26:1A:A6:9C 11|20 MHz -82 -96 14 1 16
Fri 05:53:06 am  VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 05:53:27 am VM6042798 0A:1F:26:1A:A6:9C 11 | 20 MHz -82 -96 14 1 16
Fri 05:53:29 am | VM6042798 7 DA:1F:26:1A:AB:9C 11 20 MHz -82 -96 14 1 16
Fri 05:53:31 am | VM6042798 0A:1F:26:1A:A6:9C 11|20 MHz -82 -96 14 1 16
Fri 06:06:38 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 06:06:43 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 06:06:44 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 06:06:46 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 06:06:48 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16
Fri 06:06:50 am | VM6042798 O0A:1F:26:1A:A6:9C 11| 20 MHz -82 -96 14 1 16
Fri 06:06:52 am | VM6042798 0A:1F:26:1A:A6:9C 11 20 MHz -82 -96 14 1 16

Figure 13-6 - History Inspector exported CSV data shown in a spreadsheet app

128



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

Figure 13-8 - Utilization Inspector column display options

oo [ B O Active Scanning: Wi-Fi | BNL 5GHz  [40MHz _MCS9 | NSS3 | 600Mbps B[N (Wi
Default s v A > Qv ® 0 60 e
BSSID Network Name Vendor Signal Channel Band Beacon Overhead ~  Networks Overlapping...
94:18:...:DC:48 BNL £ [ Netgear Inc. -57 dBm 1 24GHz 20% 9 3
I 18:35:...9:71:D9 VM6643873 £ @O CommScope -61dBm 1M1 24GHz 1% 5
3A:23:..B:42:DE a8 Belkin International I... ~ -70 dBm 3 24GHz 8% | 3 10
I C6:06:...F:EA:C2 5 £ TP-Link Technologie... -70dBm 6 24GHz 3% | 1 3
l C0:06:...F:FEA:C2  VM0108420 f £ TP-Link Technologie... -70 dBm 36 5GHz 2% 5 2
l 36:23:...B:42.DE  VM202651-2G a8 Belkin International I... ~ -72 dBm 44 5GHz 2% 3 5
l 30:23:...B:42:DE  BNL_2G a8 Belkin International I... ~ -74 dBm 100 5GHz 0.9% 2 2
I 18:35:...9:71:DF VM6643873 & @ CommScope -75dBm 48 5GHz 0.6% 1 6
l FA:DA:...F:79:B8 DIRECT-..LaserJet £ @ HPInc. -75 dBm 108 5GHz 0.4% 2 2
l C6:06:...F:EB:DA V 8 £ TP-Link Technologie... -78 dBm
m 30:23:..B:42:DF  VM202651-5G 8 Belkin International ...~ -78 dBm
36:23:...B:42:DF VM202651-2G &} Belkin International I... -78 dBm
| 2E:D5:.1:44:F3  DIRECT-..IHBOABL A -78 dBm
' C0:06:...F:EB:DA VM0108420 5 £ TP-Link Technologie... -79 dBm
' 02:68:...4:88:B8 DIRECT-...Pro 8020 A @ HP Inc. -79 dBm
| sas3..467E5  EEWiFi-X B8 -82 dBm
l OA:1F:2..:A6:9C  VM1953835 5 @ Cisco Systems Inc. -83 dBm
l 18:83:...4:67:E3 BTHub5-MG23 8 El Arcadyan Technolog... -83 dBm
l A A 2 <= = S S Include overlapping networks in selection
Networks Found: 31, Displayed: 31 (100%)
Figure 13-7 - Utilization Inspector summary data
*® O - ® @
Channel Band Beacon Overhea Matwaclo Nuarlanning Networks
Auto Size Column
11 24GHz 24%
Auto Size All Columns
1 24GHz 19%
0,
3 24CHz 9% @ Show Text Only All Columns
4 24GHz 9% C
v Channel
8 24GHz 5% {
v Band
6 24GHz 4% (
v Beacon Overhead
100 5GHz 2% (
v Networks
44 5GHz 2% [
v Overlapping Networks
36 5GHz 2% PpINg
Clients
48 5GHz 1% (
132 5GHz 1.0%
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[ X N EE) » B & Active Scanning: Wi-Fi | BNL B[ 48 [ 5GHz | [40MHz | MCS9 | Nss3 [ 600Mmbps IO ¢ [mg]
[ Default s | 7 B > Qv W*» O 0 6 e
BSSID Network Name Vendor Channel Signal Channel Band Beacon Overhead “~  Networks Overlapping...
| C0:06:...F:EB:EA  VM0108420 & £ TP-Link Technologi... ﬁn 1 24GHz 18% ®E | 8 3
5A:83:...4:67:E5 EE WiFi-X a8 1 -82dBm 11 24GHz 10% 5
' C0:06:...F:EB:DA  VM0108420 £ £ TP-Link Technologi... 1 -81dBm 3 24GHz 7% | 3 10
l 0A:1F:2...:A6:9C VM1953835 8 @ Cisco Systems Inc. 1 -79dBm 6 2.4GHz 6% | 2 3
' 02:68:...4:88:B8 DIRECT-..Pro8020 & @ HP Inc. 1 -79dBm 36 5GHz 2% | 5 2
l C6:06:...F:EB:DA iden Netw A £ TP-Link Technologi... 1 -77 dBm 44 5GHz 2% | 3 6
l C0:06:...F:EA:C2  VM0108420 & £ TP-Link Technologi... 1 -74dBm 100 5GHz 0.9% 2 1
. 3A:23:..B:42:DE / tw a8 Belkin International... 3 -73dBm 48 5CHz 0.6% 1 6
l C6:06:...F:EA:C2 8 £ TP-Link Technologi... 1 -73dBm 108 5GHz 0.2% 1 2
l 30:23:...B:42:DE  BNL_2G (&) Belkin International... 3 -73dBm
l 36:23:..B:42:DE  VM202651-2G 2] Belkin International... 3 -71dBm
Include overlapping networks in selection h
Found: 30, Displayed: 11 (36%) # [m
Figure 13-9 - Utilization Inspector with selected entry
000 M > HE @ AlChannels ing: Wi-Fi | Not i X (i}
[ Default | > Qv < g6 @
BSSID Network Name Vendor Channel Signal Address Vendor Signal v
l C0:06:...F:EB:DA  VM0108420 B £ TP-Link Technol... 1 -49dBm C2:37:20:01:B5:A2 -47 dBm
m 94:18:..6:DC:48  BNL 6 [ Netgear Inc. 48 -58 dBm 4A:AD:86:1D:8A:DE -65dBm
18:35:...9:9F:C9  VM0108420 6 O CommScope 11 -65dBm F8:54:B8:3C:FE:14 a Amazon Tech... -59dBm |
18:35:...9:71:D9 VM6643873 6 O CommScope 11 -66 dBm 32:75:D9:60:22:50 -74 dBm |
FA:DA:..F:79:B8  DIRECT-..LaserJet & @ HPInc. 11 -69dBm DC:91:BF:44:E9:74 a Amazon Tech... -80dBm |
l C0:06:...F-EA:C2  VM0108420 & & TP-Link Technol... 1 -70dBm
V 6 £ TP-Link Technol... 1 -71dBm
VM202651-2G a Belkin Internatio... 3 -72dBm
[} Belkin Internatio... 3 -73dBm
VM202651-5G =)
VM202651-2G fa} Belkin Internatio... 100 -73dBm
BNL_2G fa} Belkin Internatio... 3 -73dBm
) A £ TP-Link Technol... 1 -76dBm
VM6643873 A (O CommScope 44 -79dBm
DIRECT-...IH80ABL A 11 -79dBm
DIRECT-..Pro8020 8 @ HPInc. 1 -79dBm
0AF:2..:A6:9C  VM1953835 fi @ Cisco Systems Inc. 1 -80dBm
I 0A:1F:2...:A6:9F Hidden Netw A @ Cisco Systems Inc. 1 -81dBm
| P e Q o
Networks Found: 50, Displayed: 50 (100%), Selected: 1 (2%) [Z]  Clients Found: 5, Displayed: 5 (100%)

Figure 13-10 - Clients Inspector showing client data for a selected network
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Auto Size All Columns
Show Text Only All Columns

v Major

v Measured Power
v Minor

v Protocol

v Signal

@* O i ® @
Address Vendor Signal T “'~st Seen
Auto Size Column
D4:D8:53:96:09:2E  «= Intel Corp. -73 dBm . 101/2024, 11:49
Auto Size All Columns
| 10:09:F9:81:6E:36 @ Amazon Techn.. -79 dBm 101/2024, 11:49
| 18:48:BE:25:44:CD @ Amazon Techn.. -82dBm Show Text Only All Columns  '01/2024, 11:49
l 12:2D:AANMEFD:14 -82 dBm i '01/2024, 11:49
Hide Column
| DE:c7:96:06:F1:E2 -82 dBm 101/2024, 11:49
Annotations
BSSID
Channel
v First Seen
+ Last Seen
v Signal
v Vendor
Figure 13-11 - Clients Inspector column display options
*® O L 6 @
Proximity UUID — A= “deasured Power Minor
Auto Size Column
| (@) 50765CB7-DIEA-4...9A4-FA879613 -50 dBm 10257

Figure 13-12 - Proximity Beacons Inspector column display options
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* O @ 0 6 e

PAN ID Channel Signal Link Quality Frequency
@ BE1D 25 -39dBm 58% @ 2475 MHz
| @Ba3s 25  -40 dBm 100% @ 2475 MHz

Figure 13-13 - Zigbee network discovery
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Chapter 14 - Troubleshooting Workflow

@ Application
8 Presentation
5 Session

4 Transport

3 Network

2

Data Link &k

(&) WiFiExplorer Pro 3
L ero Troublshooting

802.11

Figure 14-1 - WFE Pro 3 capabilities within the OSI seven-layer model

| Wireless Path I | Wired Path I | ISP Path I | Remote Services I

S
............ 1 T 1 T 1
1 1 1
: Wired —
. Wireless ire )
Wclrleless Adaies Network Firewall
ient g VN L
Devices Polnts RADIUS DNS DHCP ; Cloud/Internet

Lo . BBB

Figure 14-2 - Simplified network model
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. Wireless
Wireless
) Access
Client :
Devices Points
I'#‘
1 1 1
Wired -
Network Firewall
DNS DHCP
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Connnection

Wireless Client
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4

Wireless Client
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authentication

R
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correct IP address
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-/

Y
s ~

Wireless client
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IP using DNS

v
Wireless client
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v service Y,

Wireless

2

« Wireless Path

3
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4

Wireless &
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Remote
Wireless, Service
Wired, ISP &

Internet Path

Figure 14-3 - Connectivity flow & dependencies
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>
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Figure 14-4 - 802.11 state machine
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000 [ P MW O Active File: Corp_Scan_Session | Monday, 16 Di ber 2024 at 18:48:11

B Connectivity_Chec... ¢ 7 Al 24GHz 5GHz Open Secure Qv dot11.net.ssid == CORP
BSSID Network Name Band Channel Signal v SNR

| A8:F7:D9:1A:83:C1 CORP a8 2.4 GHz 1 -51dBm o 45dB [

| A8:F7:D9:1A:96:91 CORP &} 5 GHz 48 -55dBm [ 41d8

| A8:F7:D9:1A:83:A1 CORP fa} 5 GHz 36 -56dBm N 40 dB8

| A8:F7:D9:1A:8A:01 CORP a 5 GHz 64 -57dBm 39ds

| AsF7D91A:90:91 CORP 8 5 GHz 36 -59dBm [ 37dB

| A8:F7:D9:1A:96:B1 CORP fa} 2.4 GHz 6 -59dBm 37dB

| A8:F7:D9:1A:8A:21 CORP a8 2.4 GHz -60dBm [ 36 dB
A8:F7:D9:1A:90:B1 CORP &} 2.4 GHz 1 -61dBm 35dc N 2

| AsF7Do:1A8B:21 CORP 8 5 GHz 48 -63dBm 33dB

| AsF7D9:1A:95:41 CORP 8 5 GHz 60 -64dBm N 32d3 .

| A8:F7:D9:30:B8:71 CORP a8 5 GHz 40 -65dBm [ 31dB
A8:F7:D9:1A:85:81 CORP &} 5 GHz 60 -67dBm [ 29dB

| A8:F7:D9:1A:8B:41 CORP fa) 2.4 GHz 1 -67dBm 29dB

| A8:F7:D9:30:B8:91 CORP a 2.4 GHz -68dBm [ 28dB

| A8:F7:D9:1A:85:A1 CORP B 2.4 GHz 6 -69dBm [ 27 d8

| AsF7:D9:1A:95:61 CORP 5} 2.4 GHz 1 -69dBm T 27dB R
A8:F7:D9:1A:8D:C1 CORP 8 5 GHz 52 -70dBm [ 26dB

| A8:F7:D9:1A:5A:F1 CORP a8 5 GHz 40 -74dBm [0 22ds
A8:F7:D9:1A:75:31 CORP &} 5 GHz 64 -74dBm [ 22dB

Networks Found: 158, Displayed: 30 (18%)

g

Figure 14-5 - CORP SSID checking

&
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Profiles

@

Annotations

Active profile: Connectivity Checks

1 Default
71 Channels_info

5 Connectivity_Checks

Pin

w
Sooe <@

Profiles

A4 Q I

Filters  Coloring Rules Sensors Spectrum Analysis

B

Advanced
e Show profile chooser in toolbar

Name Field
BSSID

Network Name

Band

Channel

Signal

SNR

Count

Vendor

Device Name

Annotations

Noise

Center Frequency

[ + [ Drag columns to change their order.

Figure 14-6 - Connectivity checks profile
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General

Active profile:

1 Default

Default

Profiles

6 ¥ & ©

Profiles Annotations  Filters Coloring Rules Sensors

m

Spectrum Analysis Advanced

Show profile chooser in toolbar

9 Channels_info Show Pin Name Field
™1 Connectivity_Checks BSSID
.
Signal
Band
Ch Channel
Mode
Amendments
Country (11d) Country Code
WMM (11e) dot11.vendor_specific.microsoft
Tx Pwr (11h) dot11.tpc_report.transmit_power
Security (11i) Security
Neighbor Report (11k) dot11.rm_enabled_cap.rm_enabled_ca...
¥ @ l + = | Drag columns to change their order.
Figure 14-7 - Compatibility profile (1/2)
@ Profiles
¢ ¥ %) It e
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile:  Default Show profile chooser in toolbar
1 Default
B Channels_info Show Pin Name Field
1 Connectivity_Checks Mode
smncnens
Country (11d) Country Code
WMM (11e) dot11.vendor_specific.microsoft
Tx Pwr (11h) dot11.tpc_report.transmit_power
Security (11i) Security
Neighbor Report (11k) dot11.rm_enabled_cap.rm_enabled_ca...
FT (802.11r) Fast Transition
BSS Transition (11v) dot11.ext_cap.ext_cap.bss_transition
MFP Capable (11w) dot11.rsn.mfp_capable
MFP Req (11w) dot11.rsn.mfp_required
Generation
: + — | Drag columns to change their order.

Figure 14-8 - Compatibility profile (2/2)
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[ X N N > & Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 B
5 compatibility ¢ | 7 Wi 24GHz 5GHz Open  Secure Qv dot11.net.ssid == CORP [x]
BSSID Network Name  Signal v Ch Band Mode Amendments  Country (11d) ~ WMM (11e)  TxPwr (11h)  Security (11i)

l A8:F7:D9:1A:83:C1  CORP 6 -51dBm 1 24GHz g/nfax d/e/hfikfrlv. GB v 13 WPA2 (802.1X)

l A8:F7:D9:1A:96:91  CORP 6 -55dBm 48 5GHz a/nfacfax dfe/hfifk/rlv GB v 18 WPA2 (802.1X)
A8:F7:D9:1A:83:A1 CORP A -56dBm 36 5GHz afnfacfax dfe/hfi/kfflv GB v 18 WPA2 (802.1X)

l A8:F7:D9:1A:8A:01 CORP A -57dBm 64 5GHz a/nfacfax dfe/hfifk/r/lv GB v 18 WPA2 (802.1X)

l A8:F7:D9:1A:90:91  CORP A -59dBm 36 5GHz a/nfacfax dfe/hfifk/r/lv GB v 18  WPA2 (802.1X)

I A8:F7:D9:1A:96:B1  CORP 6 -59dBm 6 24GHz g/nfax d/e/hfik/rlv GB v 13 WPA2 (802.1X)
A8:FF7:D9:1A:8A:21 CORP £ -60dBm 1 24GHz g/nfax dfefhfifk/ilv  GB v 13 WPA2 (802.1X)
A8:F7:D9:1A:90:B1  CORP 6 -61dBm 1 24GHz g/nfax d/e/hfik/rlv. GB v 13 WPA2 (802.1X)

l A8:F7:D9:1A:8B:21  CORP 6 -63dBm 48 5GHz a/nfacfax dfe/hfifk/r/lv GB v 18 WPA2 (802.1X)

| A8:FF7:D9:1A:95:41 CORP & -64dBm [ 60 5GHz ajnjacfax dfe/hfi/kflv GB v 18 WPA2 (802.1X)

l A8:F7:D9:30:B8:71  CORP f -65dBm 40 5GHz a/nfacfax dfe/hfifk/r/lv GB v 18  WPA2 (802.1X)
A8:F7:D9:1A:85:81 CORP B -67dBm 60 5GHz a/nfacfax dfe/hfikfrlv GB v 18 WPA2 (802.1X)

I A8:F7:D9:1A:8B:41  CORP 6 -67dBm 1 24GHz g/nfax d/e/hfik/rlv GB v 13 WPA2 (802.1X)

l A8:F7:D9:30:B8:91 CORP f -68dBm 2.4 GHz g/n/ax d/e/hfik/rlv GB v 13 WPA2 (802.1X)

A8:F7:D9:1A:85:A1  CORP 6 -69dBm 6 24GHz g/nfax d/e/hfik/rlv GB v 13 WPA2 (802.1X)

l A8:F7:D9:1A:95:61  CORP 6 -69dBm 11 24GHz g/nfax d/e/hfikfrlv  GB v 13 WPA2 (802.1X)
A8:F7:D9:1A:8D:C1 CORP 6 -70dBm 52 5GHz a/nfacfax dfe/hfikfrlv GB v 18 WPA2 (802.1X)

l A8:F7:D9:1A:5A:F1  CORP 6 -74dBm 40 5GHz a/nfacfax dfe/hfifk/r/lv GB v 18 WPA2 (802.1X)
A8:F7:D9:1A:75:31 CORP A -74dBm 64 5 GHz — — — Tomrmman e

Networks Found: 158, Displayed: 30 (18%) (=]

Figure 14-9 - 802.11 feature (amendments) checks (1/2)

o000 [ > © Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 (W3]

5§ compatibility s T Al 24GHz 5GHz Open  Secure Qv dot11.net.ssid == CORP (]
BSSID Network Name Signal v Ch Band Neighbor Report (11k) FT (802.11r) BSS Transition... MFP Capable (11w) MFP Req (11w)

I A8:F7:D9:1A:83:C1  CORP 8 -51dBm 1 24GHz Enabled oTD Supported No No
I A8:F7:D9:1A:96:91 CORP £ -55dBm 48 5 GHz Enabled OTD Supported No No
A8:F7:D9:1A:83:A1 CORP f -56dBm 36 5 GHz Enabled OoTD Supported No No
I A8:F7:D9:1A:8A:01 CORP f -57dBm [0 64 5GHz Enabled oTD Supported No No
l A8:F7:D9:1A:90:91 CORP f -59dBm 36 5 GHz Enabled OoTD Supported No No
| A8:F7:D9:1A:96:B1  CORP f -59dBm 6 24 GHz Enabled OTD Supported No No
A8:F7:D9:1A:8A:21 CORP £ -60dBm 1 24 GHz Enabled oTD Supported No No
A8:F7:D9:1A:90:B1 CORP 6 -61dBm [0 1 2.4GHz Enabled oTD Supported No No
l A8:F7:D9:1A:8B:21 CORP f -63dBm 48 5 GHz Enabled OoTD Supported No No
l A8:F7:D9:1A:95:41 CORP f -64dBm 0 60 5GHz Enabled OoTD Supported No No
l A8:F7:D9:30:B8:71 CORP f -65dBm 40 5 GHz Enabled OoTD Supported No No
A8:F7:D9:1A:85:81 CORP f -67dBm 60 5 GHz Enabled OTD Supported No No
l A8:F7:D9:1A:8B:41 CORP f -67dBm 1 24GHz Enabled oTD Supported No No
I A8:F7:D9:30:B8:91 CORP f -68dBm [ 2.4 GHz Enabled OTD Supported No No
| AB:F7:D9:1A:85:A1  CORP £  -69dBm 6 24GHz Enabled oTD Supported No No
I A8:F7:D9:1A:95:61 CORP f -69dBm 11 2.4 GHz Enabled OoTD Supported No No
A8:F7:D9:1A:8D:C1  CORP 5 -70dBm 52 5 GHz Enabled OTD Supported No No
| A8:F7:D9:1A:5A:F1  CORP f -74dBm 40 5 GHz Enabled oTD Supported No No
A8:F7:D9:1A:75:31 CORP f -74dBm 64 5GHz ~ "' T - " - - -
Networks Found: 158, Displayed: 30 (18%) (=)

Figure 14-10 - 802.11 feature (amendments) checks (2/2)
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o Profiles
& 0 W ¥ %) Il g
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile: ~ Security Show profile chooser in toolbar
] Default
Channels_Info Show Pin Name Field
7] Connectivity_Checks BSSID
7] Compatibility petecTLtane
5 security 9 Band
Ch Channel
Signal
Mode
Security
Grp Cipher Suite dot11.rsn.group_cipher_suite_type
P/wise Cipher Suite dot11.rsn.pairwise_cipher_suite_type
AKM dot11.rsn.akm_suite_type
Count
Vendor
+ =
+ -Ov
Figure 14-11 - Security profile
oe00® M > | © Active File: Corp_Scan_Session | Monday, 16 Di ber 2024 at 18:48:11 ;]
Security 2| S WAl 24GHz 5GHz | Open Secure (a] )
BSSID Network Name Band Ch Signal v Mode Security Grp Cipher... Pjwise Cipher... AKM
I A8:F7:D9:1A:83:C1 CORP &) 2.4 GHz 1 -51dBm [0 g/njax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over |IEEE
A8:F7:D9:1A:83:C2 CO..GUE A 2.4 GHz 1 -51dBm [0 g/nfax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
| A8:F7:D9:1A:83:C3  Tes...iFi 2.4 GHz 1 -51dBm g/n/ax
l A8:F7:D9:1A:83:C4  _BTWi-fi 2.4 GHz 1 -51dBm g/nfax
l A8:F7:D9:1A:96:91 CORP B 5 GHz 48 -55dBm a/nfaclax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
A8:F7:D9:1A:96:92 CO..GUE B 5 GHz 48 -55dBm ! a/n/ac/fax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
| A8:F7:D9:1A:96:93 CO..AYS £ 5 GHz 48 -55dBm a/nfaclax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
l A8:F7:D9:1A:96:94 Tes...iFi 5 GHz 48 -55dBm [ a/n/acfax
A8:F7:D9:1A:83:A1 CORP A 5 GHz 36 -56dBm a/nfacflax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
l A8:F7:D9:1A:83:A3 CO..AYS £ 5 GHz 36 -56dBm a/nfaclax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
I A8:F7:D9:1A:83:A4 Tes...iFi 5 GHz 36 -56dBm a/n/acfax
A8:F7:D9:1A:83:A5 _BTWi-fi 5 GHz 36 -56dBm ! a/n/ac/ax
l A8:F7:D9:1A:96:95 _BTWi-fi 5 GHz 48 -56dBm [ a/n/ac/ax
| A8:F7:D9:1A:8A:01 CORP fa) 5 GHz 64 -57dBm [ a/nfac/ax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
| AB:F7:D9:1A:8A:02 CO..GUE A 5 GHz 64 -57dBm [0 a/nfaclax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
A8:F7:D9:1A:83:A2 CO..GUE A 5 GHz 36 -58dBm [T a/nfacfax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
l A8:F7:D9:1A:8A:03 CO..AYS £ 5 GHz 64 -58dBm ! a/nfaclax WPA2 (802.1X) CCMP-128 CCMP-128 802.1X, FT over IEEE
l A8:F7:D9:1A:8A:04 Tes...iFi 5 GHz 64 -58dBm | a/n/ac/ax
Networks Found: 158, Displayed: 158 (100%) (=]

Figure 14-12 - Security check #1
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Security S

e I )

BSSID
84:24:8D:BD:9F:00
84:24:8D:BD:9F:01

84:24:8D:BD:9F:02
84:24:8D:BD:9F:03
84:24:8D:BD:9F:04
84:24:8D:BD:9F:05
84:24:8D:BD:9F:06
84:24:8D:BD:9F:07
84:24:8D:BB:15:83
84:24:8D:BB:15:80
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Networks Found: 177, Displayed: 177 (100%)

5 GHz
nd

5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz

File: Corp_Scan_Session2 | Monday, 16 December 2024 at 19:14:40

Open  Secure Qv
Ch Signal v Mode Security Grp Cipher Suite Pjwise Cipher Suite
40 -50dBm a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
40 -50dBm [0 a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
40 -50dBm | a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
40 -50dBm © a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
40 -50dBm | a/nfac WPA/WPA2 (PSK) TKIP TKIP, CCMP-128
40 -50dBm | a/n/ac WPA2 (802.1X) CCMP-128 CCMP-128
40 -50dBm | a/njac WPA2 (PSK) CCMP-128 CCMP-128
40 -50dBm (0 a/nfac WPA2 (PSK) CCMP-128 CCMP-128
1 -57dBm | g/n
1 -58dBm (0 g/n WPA/WPA2 (PSK) TKIP TKIP, CCMP-128
1 -58dBm | g/n WPA2 (PSK) CCMP-128 CCMP-128
1 -58dBm | g/n WPA2 (PSK) CCMP-128 CCMP-128
44 -60dBm [0 a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
44 -60dBm [ a/njac WPA2 (PSK) CCMP-128 CCMP-128
44 -60dBm | a/n/ac WPA2 (PSK) CCMP-128 CCMP-128
44 -60dBm [0 a/nfac WPA2 (PSK) CCMP-128 CCMP-128
44 -60dBm | a/n/ac WPA/WPA2 (PSK) TKIP TKIP, CCMP-128
[ a/n/ac WPA2 (802.1X) CCMP-128 CCMP-128

44 -60 dBm

AKM
PSK
PSK
PSK
PSK
PSK
802.1X
PSK
PSK

Figure 14-13 - Security check #2
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+
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Figure 14-14 - Performance profile (1/2)
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[ ] Profiles
{‘:"} ﬁ Q) Y \%) Iy S
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile: Performance 8 Show profile chooser in toolbar
] Default
[F] Channels_Info S'zw Fh f'.a.'.".e Field
=] Connectivity_Checks Band
] Compatibility Channel
] Security Channel Width
Channel Utilization
Gen Generation
Mode
Stations
Streams
Max Rate
Security
WMM dot11.vendor_specific.microsoftwmm.v..
Tvne
§ + Drag columns to change their order.
+ - o
Figure 14-15 - Performance profile (2/2)
[ N N JN P B O Acie File: Corp_Scan_| | Monday, 16 D: ber 2024 at 18:48:11 (Wi}
B9 Performance ER A | 24GHz 5GHz Open Secure Q-
BSSID Network Name Signal v SNR Band Cha... Channel Width Channel Utilization Stations Gen Mode
| A8:F7:D9:1A:83:C1 CORP 6 -51dBm 45d8 2.4 GHz 1 20 MHz  44% 1 1 6 g/njax
U A8:F7:D9:1A:83:C2 CO..UE A -51dBm [ 45d8 N 2.4 GHz 1 20 MHz  44% 0 0 6 g/njax
l A8:F7:D9:1A:83:C3 Te...iFi -51dBm 0 45dB 2.4 GHz 1 20 MHz  44% 2 6 g/nfax
l A8:F7:D9:1A:83:C4 _B...i-fi -51dBm 0 45 dB W 2.4 GHz 1 20 MHz  44% @ 0 6 g/nfax
A8:F7:D9:1A:96:91 CORP 6 -55dBm [0 41dB 5 GHz 48 20 MHz 33% @ 1 6 a/n/ac/ax
A8:F7:D9:1A:96:92 CO..UE £ -55dBm [ 41d8 5 GHz 48 20 MHz 33% 0 0 6 a/n/ac/ax
l A8:F7:D9:1A:96:93 CO..YS £ -55dBm | 41d8 5 GHz 48 20 MHz  33% 2 6 a/nfacfax
l A8:F7:D9:1A:96:94 Te...iFi -66dBm 41dB 5 GHz 48 20 MHz  33% @ 4 6 a/nfacfax
m A8:F7:D9:1A:83:A1 CORP & -56dBm 0 40dB8 5 GHz 36 20MHz 15% @ 1 6 a/n/ac/ax
| A8:F7:D9:1A:83:A3 CO..YS A -56dBm | 40dB 5 GHz 36 20MHz 15% @ 1 6 a/n/acfax
l A8:F7:D9:1A:83:A4 Te...iFi -56dBm 40dB 5 GHz 36 20MHz 15% @ 2 6 a/n/ac/ax
l A8:F7:D9:1A:83:A5 _B..i-fi -66dBm 40dB 5 GHz 36 20MHz 15% @ 0 6 a/n/ac/ax
l A8:F7:D9:1A:96:95 _B...i-fi -56dBm 40dB 5 GHz 48 20 MHz 33% @ 0 6 a/n/acfax
[ A8:F7:D9:1A:8A:01 CORP & -57dBm [ 39ds 5 GHz 64 20MHz 11% 0 0 6 a/n/acfax
l A8:F7:D9:1A:8A:02 CO..UE A -57dBm [0 39dB N 5 GHz 64 20MHz 1% & 1 6 a/n/ac/ax
L A8:F7:D9:1A:83:A2 CO..UE A -58dBm [ 38dB 5 GHz 36 20MHz 11% & 0 6 a/n/ac/ax
| AsF7D9A8A03  CO.YS A -58dBm 38dB 5 GHz 64 20MHz 1% @ 2 6 a/n/ac/ax
l A8:F7:D9:1A:8A:04 Te...iFi -58 dBm 38dB W 5 GHz 64 20MHz 11% & n 6 a/nfacfax
| AsF7D91A:8A05  _B..ifi -58 dBm | i— ez - e = e
Networks Found: 158, Displayed: 158 (100%) =2

Figure 14-16 - Performance profile example (1/2)
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00 @ P H O Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 B
5 Performance ¢ 7 Wi 24GHz 5GHz Open  Secure Qv
BSSID Network Name Signal v hannel Width Channel Utilization Stations Gen Mode Streams Max Rate WMM
l A8:F7:D9:1A:83:C1 CORP 8 -51dBm 20 MHz  44% 1 6 g/nfax 2 2868 M.. 1
| AB:F7:D9:1A:83:C2 CO..UE A -51dBm &0 20 MHz  44% 0 6 g/nfax 2 286.8M.. 1
| A8:F7:D9:1A:183:C3  Te..iFi -51dBm 20 MHz  44% 2 6 g/nfax 2 2868 M. 1
l A8:F7:D9:1A:83:C4 _B...ifi -51dBm 20 MHz  44% 0 6 g/nfax 2 286.8M.. 1
A8:F7:D9:1A:96:91 CORP 4 -55dBm @ 20 MHz  33% 1 6 a/n/ac/ax 4 5735M.. 1
A8:F7:D9:1A:96:92 CO..UE & -55dBm 20 MHz 33% @ 0 6 a/n/ac/ax 4 573.5 M... 1
l A8:F7:D9:1A:96:93 CO..YS £ -55dBm 20 MHz  33% 2 6 a/njac/ax 4  5735M.. 1
' A8:F7:D9:1A:96:94 Te...iFi -65dBm 0 20 MHz 33% 4 6 a/n/ac/ax 4 573.5 M... 1
ﬂ A8:F7:D9:1A:83:A1 CORP £ -56dBm (0 20MHz 15% ® 1 6 a/n/acfax 4 5735M.. 1
' A8:F7:D9:1A:83:A3 CO..YS A -56dBm 0 20MHz 15% W 1 6 a/n/acfax 4 573.5 M... 1
l A8:F7:D9:1A:83:A4 Te...iFi -56 dBm 20MHz 15% ® 2 6 a/n/ac/ax 4 573.5 M... 1
I A8:F7:D9:1A:83:A5 _B...i-fi -56 dBm 20MHz 15% M 0 6 a/n/ac/ax 4 5735M.. 1
I A8:F7:D9:1A:96:95 _B...i-fi -56dBm 20 MHz  33% 1 0 6 a/n/ac/ax 4 573.5 M... 1
| A8:F7:D9:1A:8A:01 CORP 8 -57dBm 0 20MHz 11% 0 6 a/n/ac/ax 4 573.5 M... 1
l A8:F7:D9:1A:8A:02 CO..UE & -57dBm 20MHz 11% & 1 6 a/n/ac/ax 4 573.5 M... 1
A8:F7:D9:1A:83:A2 CO..UE £ -58dBm [ 20MHz 11% 0 6 a/n/ac/ax 4 5735M.. 1
I A8:F7:D9:1A:8A:03 CO..YS & -58dBm @ 20MHz 11% 0§ 2 6 a/n/acfax 4 5735M.. 1
l A8:F7:D9:1A:8A:04 Te...iFi -58 dBm 20MHz 11% [ n 6 a/n/ac/ax 4 5735M.. 1
l A8:F7:D9:1A:8A:05 _B...ifi -58 dBm co e = = — - —_— =
Networks Found: 158, Displayed: 158 (100%) 2
Figure 14-17 - Performance profile example (2/2)
[ X N BN | 2 [ @ Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 B
Performance : 7 Al 24GHz 5 GHz Open Secure Q-
BSSID Network Name Signal SNR Band Cha... Channel Width Channel Utilization Stations Gen Mode
> Mist:1A:95:## _B...iFi -68 dBm 28dB 2.4 GHz 1 20 MHz 47% 3 6 g/njax
I EO:B9:E5:1A:40:F7 Te..afe £ -73dBm [0 23dB @ 2.4 GHz 1 20 MHz 4 bjg/n
> Mist:30:AA:## _B...iFi -76 dBm 20dB 2.4 GHz 1 20 MHz 50% 7 6 g/njax
| 48:8F:5A:42:F6:46  JU..fy9 A -79dBm [ 17d8 W 2.4 GHz 1 20 MHz 4 g
l A8:F7:D9:1A:5B:14 _B...i-fi -80 dBm 16d8 @ 2.4 GHz n 20 MHz  26% 0 6 g/nfax
| DE:4B:43:D1:BA:AF  An..lica £ -91dBm | 5dB | 2.4 GHz 1 20 MHz 6 b/g/n/ax
> Mist:1A:83:## _B...iFi -56 dBm 40dB W 5 GHz 36 20MHz 15% @ 4 6 a/njac/...
> Mist:1A:90:## _B...iFi -59 dBm 37dB W 5 GHz 36 20MHz 17% ® 10 6 ajnjac]...
> Mist:30:B8:## _B...iFi -65dBm | 31dB 5 GHz 40 20 MHz 22% @ 19 6 a/njac/...
> Mist:1A:5A:## _B...iFi -72dBm 0 24dB 5 GHz 40 20MHz 17% B 1 6 a/njac/...
A8:F7:D9:30:BD:E1 CO..YS & -75dBm @ 21dB BH 5 GHz 40 20MHz 13% @ 0 6 a/n/ac/ax
> Mist:1A:86:## _B...RP -87dBm [ 9dB 5 GHz 40 20MHz 24% W 6 a/njac]...
22:61:B4:DD:95:51 f -90dBm | 6dB | 5 GHz 40 80 MHz 5 alnfac
A8:F7:D9:1A:87:F1 CORP & -92dBm 4dB | 5 GHz 40 20MHz 12% 0 6 a/n/ac/ax
{ A8:F7:D9:1A:88:51 CO..YS & -67dBm 29dB 5 GHz 44 20MHz 13% @ 6 a/n/acfax
| A8:F7:D9:1A:85:B1 CO..YS & -74dBm 22dB W 5 GHz 44 20MHz 13% @ 6 a/n/ac/ax
> Mist:30:BD:## _B...iFi -76 dBm 20dB 5 GHz a4 20MHz 13% @ 24 6 a/njac/...
| 48:8F:5A:42:F6:45  JU..fy9 A -77dBm [ 19dB 0 5 GHz 44 20 MHz 5 afnjac
> Mist:1A:64:## _B...iFi -86 dBm —— R S S I o - o
Networks Found: 158, Displayed: 158 (100%) =2

Figure 14-18 - Performance profile example - consolidated, per radio view

142



WiFi Explorer Pro 3: The Definitive User Guide (Screenshots)

o0 [ B &) Active File: 6th-floor-wifi-explorer | Friday, 19 May 2017 at 14:11:34 B
5 Performance < 24GHz 5GHz Open Secure Qv
BSSID Network Name Signal v SNR Band Cha... Channel Width Channel Utilization Stations Gen Mode
00:B0:E1:AB:B0:C4 PP..HT ¢{ -49 dBm 34 dB 240G.. 1 20 MHz 83% 0 4 g/n
00:BO:E1:AB:B0:C5  O2..est -49dBm G ) | 34dB @) 246G6.. i 20 MHz 83% N 4 4 g/n
l 00:B0:E1:AB:B0:C6 M..orp & -49dBm 34 dB 24 G... 1 20 MHz 83% 0 4 g/n
Network Details Signal Strength  Spe ur G Advanced Deta
SSID:02_Guest Band:2.4 GHz ISM Type: Infrastructure
BSSID:00:B0:E1:AB:B0:C5 Mode:802.11g/n 1, Security: Open
Vendor: Cisco Systems Inc. Max Rate:216.7 Mbps
Signal Quality: Good Channel:1 Channel Width: 20 MHz
Signal:-49 dBm Noise:-83 dBm SNR: 34 dB

Signal and Noise ¢ Use O3. or O3, to increase/decrease timescale L

Networks Found: 294, Displayed: 112 (38%), Selected: 1 (0%) =

Figure 14-19 - Network Details view for an SSID under investigation

00 [ > ) Active File: 6th-floor-wifi-explorer | Friday, 19 May 2017 at 14:11:34 B
5 Performance ¢ 24GHz 5GHz Open  Secure Qv1 (<}
BSSID Network Name Signal SNR Band Cha... Channel Width Channel Utilization Stations Gen Mode
> Cisco:AB:BO:C# AL...HT -48 dBm 35dB 2.4GH 1 20 MHz 83% 36 4 g/n

> Cisco:77:5F:C# Ve..ry (& -69dBm 14 dB 2.4 Gi 1 20 MHz 65% 0 4 bjg/n
> Meraki:7A:46:39 O...uro -77 dBm 19dB 2.4 GHz 1 20 MHz 4 bjg/n
> Cisco:AB:46:2# AL...HT -78 dBm 5dB 2.4 GHz 20MHz 6% 7 4 g/n
C0:56:2...5:34:2B BM..UE & -79dBm 7 dB 2.4 GHz 1 20 MHz 4 b/g/n
> Cisco:B3:0C:2# AL...st -81dBm -3dB - 1 20 MHz 78% 100 4 g/n
l 32:CD:A..F9:5F:1A  Dl...ries -85 dBm 8dB 2.4 GHz 1 20 MHz g
FA4:CF:E2:E9:13:84 HT..orp & -90dBm 11dB 2.4 GHz 1 20 MHz 68% 10 4 Dbfg/n

Networks Found: 294, Displayed: 23 (7%)

Figure 14-20 - Consolidated view using View > Organize Networks By Access Point Radio
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o Profiles
5 C() ? ® It @(9
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile: Roaming Show profile chooser in toolbar
[ Default
D Channels_Info Show Pin Name Field
[ Connectivity_Checks BSSID
] Compatibility Network Name
4 security Signal
[ Performance SNR
Roaming Band
Channel
Country Code
Channel Utilization
Stations
Basic Rates
Mode
Gen Generation
o + Drag columns to change their order.
“+ —_— v
Figure 14-21 - Roaming profile (1/2)
o Profiles
B W ¥ 7] Il e
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Active profile: Roaming Show profile chooser in toolbar
] Default
M Channels_info Show Pin Name Field
1 Connectivity_Checks Channel
] Compatibility Country Code
M security Channel Utilization
1 Performance Stations
B Roaming Basic Rates
Mode
Gen Generation
Amendments
Neighbor Report (802.11k) dot11.rm_enabled_cap.rm_enabled_ca...
BSS Transition (802.11v) dot11.ext_cap.ext_cap.bss_transition
Fast Transition (802.11r) Fast Transition
Reduced Neighbor Report dot11.reduced_neighbor_report
@ + Drag columns to change their order.
o+ _— v

Figure 14-22 - Roaming profile (2/2)
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eee O ) © Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 (W3]
Roaming ¢ T Al 2.4GHz |5 GHz Open  Secure Qv dot11.net.ssid == CORP (<]
BSSID Network Name Signal v SNR Band Cha... Country... Channel Utilization Stations Basic Rates Mode
[l A8:F7:D9:1A:96:91 CORP A -55dBm 41dB 5 GHz 48 GB 33% 1 12,24 Mbps a/n/ac/ax
l A8:F7:D9:1A:83:A1 CORP A -56dBm [ 40 dB 5 GHz 36 GB 15% 0 1 12,24 Mbps  a/n/ac/ax
ﬂ A8:F7:D9:1A:8A:01 CORP A -57dBm 39dB 5 GHz 64 GB 1% & 0 12,24 Mbps a/nfac/ax
l A8:F7:D9:1A:90:91 CORP A -59dBm i 37 dB W 5 GHz 36 GB 17% W 0 12,24 Mbps a/n/ac/ax
I A8:F7:D9:1A:8B:21 CORP 3 -63dBm ! 33ds 5 GHz 48 GB 34% W 0 12,24 Mbps a/n/ac/ax
l A8:F7:D9:1A:95:41 CORP  -64dBm 32d8 @ 5 GHz 60 GB 29% 0 12,24 Mbps a/n/ac/ax
A8:F7:D9:30:B8:71 CORP A -65dBm 31dB 5 GHz 40 GB 22% W 1 12,24 Mbps  a/n/acfax
A8:F7:D9:1A:85:81 CORP 3 -67dBm 29d8 5 GHz 60 GB 24% 4 12,24 Mbps  a/n/ac/ax
l A8:F7:D9:1A:8D:C1 CORP A -70dBm 26d8 5 GHz 52 GB 15% @ 0 12,24 Mbps a/n/ac/ax
A8:F7:D9:1A:5A:F1 CORP A -74dBm B 22dB 5 GHz 40 GB 17% @ 0 12,24 Mbps a/n/ac/ax
l A8:F7:D9:1A:86:D1 CORP A -74dBm W 22d8 @ 5 GHz 56 GB 5% [ 0 12,24 Mbps a/nfac/ax
l A8:F7:D9:1A:75:31 CORP  -74dBm | 22dB 0 5 GHz 64 GB 12% @ 0 12,24 Mbps a/nfac/ax
l A8:F7:D9:30:AA:91 CORP 3 -75dBm 21d8 N 5 GHz 48 GB 39% 0 12,24 Mbps a/n/ac/ax
| AS:F7:D9:1A:90:F1 CORP A -76dBm [ 20dB & 5 GHz 36 GB 15% 0 0 12,24 Mbps a/nfac/ax
A8:F7:D9:30:BD:51 CORP £ -76dBm 20dB 1 5 GHz 44 GB 13% © 0 12,24 Mbps a/nfac/ax
[ A8:F7:D9:30:BC:01 CORP A -76dBm 01 20dB @ 5 GHz 52 GB 13% ® 0 12,24 Mbps a/nfac/ax
l A8:F7:D9:1A:81:91 CORP A -83dBm 13dB @ 5 GHz 52 GB 16% @ 19 12,24 Mbps a/n/ac/ax
I A8:F7:D9:1A:86:41 CORP £ -87dBm | 9d8 @ 5 GHz 40 GB 24% W 0 12,24 Mbps a/n/ac/ax
' e A AR P n —— P—— " S—— P DR P
Found: 158, Displayed: 21 (13%) 2
Figure 14-23 - Networks table with Roaming profile applied (1/2)
o000 @M | 2 &) Active File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11 B
Roaming S T Al 2.4 GHz 6GHz Open  Secure Qu dot11.net.ssid == CORP [<]
BSSID Network Na... ons Basic Rates Mode Gen Amendments Neighbor Repor... BSS Transition... Fast Trans... Reduced Neigh...
l A8:F7:D9:1A:96:91 CORP A 1 12,24 Mbps a/n/acfax 6 d/e/hfi/k/r/v  Enabled Supported OoTD
A8:F7:D9:1A:83:A1 CORP A 1 12,24 Mbps  a/n/ac/ax 6 d/e/hfi/k/r/lv  Enabled Supported OoTD
A8:F7:D9:1A:8A:01 CORP A 0 12,24Mbps a/nfac/ax 6 d/e/hfi/k/r/lv.  Enabled Supported oTD
l A8:F7:D9:1A:90:91 CORP & 0 12,24 Mbps a/n/acfax 6 d/e/hfi/k/r/lv  Enabled Supported OoTD
I A8:F7:D9:1A:8B:21 CORP A 0 12,24Mbps a/n/ac/ax 6 dfe/hfi/k/r/lv  Enabled Supported OTD
l A8:F7:D9:1A:95:41 CORP A 0 12,24Mbps a/n/ac/ax 6 dfe/hfi/k/r/lv  Enabled Supported OoTD
l A8:F7:D9:30:B8:71 CORP A 1 12,24 Mbps a/n/acfax 6 d/e/hfi/k/rlv.  Enabled Supported OoTD
| A8:F7:D9:1A:85:81 CORP £ 4 12,24 Mbps a/n/acfax 6 d/e/hfi/k/r/lv  Enabled Supported oTD
l A8:F7:D9:1A:8D:C1 CORP £ 0 12,24 Mbps a/n/acfax 6 d/e/hfi/k/r/lv  Enabled Supported OoTD
L A8:F7:D9:1A:5AF1 CORP £ 0 12,24 Mbps a/n/acfax 6 d/e/nfi/k/r/lv. Enabled Supported OoTD
A8:F7:D9:1A:75:31 CORP A 0 12,24Mbps a/n/acfax 6 d/e/hfi/k/r/lv  Enabled Supported oTD
A8:F7:D9:1A:86:D1 CORP A 0 12,24Mbps a/nfacfax 6 d/e/hfi/k/rlv.  Enabled Supported OTD
A8:F7:D9:30:AA:91 CORP £ 0 12,24 Mbps a/n/acfax 6 d/e/hfi/k/rlv.  Enabled Supported OTD
A8:F7:D9:1A:90:F1 CORP @ 0 12,24 Mbps a/n/ac/ax 6 d/e/hfi/k/r/lv  Enabled Supported OTD
l A8:F7:D9:30:BC:01 CORP f 0 12,24 Mbps a/n/acfax 6 d/e/hfi/k/rlv.  Enabled Supported OTD
l A8:F7:D9:30:BD:51 CORP & 0 12,24 Mbps a/n/acfax 6 d/e/hfi/k/rlv.  Enabled Supported OoTD
I A8:F7:D9:1A:81:91 CORP £ 19 12,24 Mbps a/n/ac/ax 6 d/e/hfi/k/r/lv  Enabled Supported OoTD
| A8:F7:D9:1A:64:21 CORP A 1 12,24 Mbps a/n/acfax 6 d/e/hfi/k/r/v. Enabled Supported OTD
l A8:F7:D9:1A:86:41 CORP Q8 [p*remv2e Aot M e — - — i
Networks Found: 158, Displayed: 21 (13%) =]

Figure 14-24 - Networks table with Roaming profile applied (2/2)
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e I )
Roaming &
BSSID
> Mist:1A:06:##
> Mist:1A:83:##
> Mist:1A:8A:4##
> Mist:1A:90:##
> Mist:1A:8B:##
| AsF7:D9:1A:85:51
> Mist:1A:95:##
> Mist:30:B8:##
| AsF7:D9:1A:80:11
| AsF7Do1A88:51
> Mist:1A:85:##
A8:F7:D9:1A:82:51
> Mist:1A:8D:##
> Mist:1A:5A:##
A8:F7:D9:1A:85:B1
> Mist:1A:86:##
> Mist:1A:75:4#

| A8F7:D..30:BD:E1

File: Corp_Scan_Session | Monday, 16 December 2024 at 18:48:11

Open

111

1l

il

@ Active

T Al 2.4GHz | 5GHz
Network Na... Signal
_B...iFi -55 dBm
_B...iFi -56 dBm
_B...iFi -57 dBm
_B...iFi -59 dBm
_B...iFi -63dBm |
C.AYS  -63dBm |
_B...iFi -63dBm |
_B...iFi -65dBm
C..AYS (& -66dBm
C..AYS & -67dBm
_B...iFi -67 dBm |
C..AYS & -67dBm
_B...iFi -68 dBm
_B...iFi -72dBm
C..AYS £ -74dBm

B...iFi -74 dBm

_B...iFi -74 dBm
C..AYS

& -75dBm |

Networks Found: 158, Displayed: 108 (68%)

v

Secure
SNR

41dB
40dB W
39dB W
37dB W
33dB
33dB
33dB
31dB
30dB
29dB
29dB
29dB
28 dB
24 dB
22dB
22dB
22dB
21dB

Band
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz
5 GHz

Cha...
48
36
64
36
48
56
60
40

52
44
60
64
52
40
44
56
64
40

Country...
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB
GB

B
(&l )
Channel Utilization Stations Basic Rates Mode
33% @l 7 12,24 Mbps a/n/ac]..
15% @ 4 12,24 Mbps a/nfac/..
1% & 16 12,24 Mbps a/nfac/..
17% W 10 12,24 Mbps a/n/ac]..
34% 0 12, 24 Mbps  a/n/ac]/..
6% | 12, 24 Mbps  a/n/ac/ax
29% N 12, 24 Mbps  a/njac]..
22% W 19 12,24 Mbps a/njac]..
15% @ 14 12,24 Mbps  a/n/ac/ax
13% 0 0 12,24 Mbps a/n/ac/ax
24% W 17 12,24 Mbps a/n/ac/..
14% 0 51 12,24 Mbps a/n/ac/ax
15% @ 2 12,24 Mbps a/nfac|..
17% B 11 12,24 Mbps a/n/ac]/..
13% @ 3 12,24 Mbps a/n/ac/ax
5% | 10 12,24 Mbps a/n/ac]/..
12% 0 5 12,24 Mbps a/n/ac]|..
13% @ 0 12,24 Mbps a/n/ac/ax
a

Figure 14-25 - Networks table organized by AP radio with Roaming profile applied
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Chapter 15 - Data Export & Reporting

A8:F7:D9:1A:96:91

A8:F7:D9:1A:96:92
A8:F7:D9:1A:96:93
A8:F7:D9:1A:96:94
A8:F7:D9:1A:96:95
A8:F7:D9:1A:83:A1

A8:F7:D9:1A:83:A2
A8:F7:D9:1A:83:A3

AAET. N ALAA AN A A

Export All Networks...

@ WiFiExplorerPro3 File Edit View Spectrum Analysis Window
-
000 [ > % Open... #0  |iti-wifi-scanning
- Open Recent >
) Roaming 3 [ i }
Save As... & #8S
BSSID Netwc Band

coLly Export Displayed Networks... | | 5G
CORN Export Selected Networks... | il 5G
TescoWi [ 5G
_BTWi-fi -53 dBm @ 43 d8 5G
CORP 8 -56dBm @ 40 dB @ 56
COLLEAGUE (3 -56dBm @ 40 d8 @ 56
CORP_SAYS (4 -56dBm @mmmm 40 dB G 56

- PPWEr

-~

Figure 15-1: Export options available via the File menu

.' WiFi Explorer Pro3 File Edit View Spectrum Analysis Window Help
~
o000 [ > &) Active File: wfe-analiti-wifi-scanning-session-175376€
5 Roaming $ | ¥ Al 2.4 GHz 5 GHz Open Secure

BSSID Network Name Signal v SNR Band Channel

A8:F7:D9:1A:96:91 8 -53dBm -

A8:F7:D9:1A:83:A1 a - )

A8:F7:D9:1A:90: ) o

BSSID N

| AsF7DoniAgE: im 32d8 @ 5 GHz 48
| A8:F7:D9:30:B8: Apply as Filter im CGEE 31d8 @ 5 GHz 40
| AsF7:D9:1A:8D: im 27 d8  @mm 5 GHz 52
| As:F7:D9:30:aa;  NEW Filter... im G 24d8 @mm 5 GHz 48
| AsF7poAsA: New Coloring Rule... im o 22d8 @ 5 GHz 40

A8:F7:D9:1A:86] . 22 dB 5 GH 56
[ Copy Field - ‘

A8:F7:D9:1A:90 = 21d8 @ 5 GHz 36
l A8:F7:p9:30:8c]| Copy All Fields 19d8 @m 5 GHz 52
| A8:F7:D9:1A:64§ Copy All Fields and Names @ 13d8 @ 5 GHz 44
| A8:F7:D9:1A:81:91 conY =g5°4Bm 11d8 @ 5 GHz 52

Figure 15-2: Copy options available via Control-click
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B Active File: wfe-analiti-wifi-scanning-session-1753766597648369497 | Monday, 8 April 2024 at 07:16:26
5 Roaming $ All 2.4 Qv dot11.net.ssid == CORP [<]

BSSID Network Name Signal SNR Band Channel Country Code Channel Utilization Stations Basic Rates Mode
A8:F7:D9:1A:96:91 53 dBm 43 d8 5 GHz 48 GB 36% 1 12,24 Mbps  a/n/ac/ax

I AB:F7:D9:1A:83:A1 -56 dBm 40 dB 5 GHz 36 GB 10% 1 12, 24 Mbps a/n/ac/ax
A8:F7:D9:1A:83:C1 58 dBm 38d8 2.4 GHz 1 GB 50% 1 12 Mbps g/nfax
AB:F7:D9:1A:90:81 -58 dBm 38 dB 2.4 GHz 1 GB 62% 1 12 Mbps g/njax
AB:F7:D9:1A:8A:21 -59 dBm 37 d8 2.4 GHz 1 GB 60% 0 12 Mbps g/nfax

et tre Spectrum 2.4 | 5 GHz

Networks Found: 100, Displayed: 19 (19%)

Figure 15-3: Spectrum 2.4/5 GHz panel used for drag and drop

UNII-2A UNII-4

149 157

Figure 15-4: Resulting image from panel image drag and drop
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000 M P W O Active File: Corp_Scan_Session | Monday, 16 D ber 2024 at 18:48:11 (§]
[ Performance ¢ 7 [l 24GHz 5GHz Open  Secure Qu dot11.net.ssid == CORP (<]
BSSID Network Name Signal v SNR Band Cha... Channel Width Channel Utilization Stations Gen Mode
A8:F7:D9:1A:83:C1 [a) 45d8 N ) 2.4 GHz 1 20 MHz 44% 1 6 g/njax
l A8:F7:D9:1A:96:91 CORP @ -55dBm 41dB @ 5 GHz 48 20 MHz 33% 1 6 a/n/ac/ax
A8:F7:D9:1A:83:A1 CORP £ -56dBm | 40dB 5 GHz 36 20MHz 15% ® 1 6 a/n/acfax
l A8:F7:D9:1A:8A:01 CORP A -57dBm N 39d8 5 GHz 64 20MHz 11% 0 6 a/n/ac/ax
' A8:F7:D9:1A:96:B1 CORP 3 -59dBm | 37dB 2.4 GHz 6 20MHz 17% & 1 6 g/njax
I A8:F7:D9:1A:90:91 CORP  -59dBm [ 37dB @ 5 GHz 36 20MHz 17% @ 0 6 a/n/ac/ax
l A8:F7:D9:1A:8A:21 CORP A -60dBm @ 36dB 2.4 GHz 1 20 MHz  33% @ 0 6 g/njax
| ag:E7'na1a-an-R1 cOoRD A A1 ARm |
Network Details Signal Strength Spectrum 2.4 / 5 GHz Advanced Details
D Length Information Element Details
70 5 bytes -
54 3 bytes § < Mobility Domain Over-the-DS Fast BSS Transition) T oDty domain
Element ID: 54
Length: 3 bytes Apply as Column
MDID: 26807 0x68b7 Apply as Filter
v = FT Capability and Policy: 0x01 New Filter...
....... 1 Fast BSS Transition over DS: New Coloring Rule..  Transition
..0. Resource Request Protocol C
e Copy Element
45 26 bytes > ¢ HT Capabilities 20 MHz, Short Gl for 20 MHz, 2 S
Copy All Elements
61 22 bytes > HT Operation Primary Channel: 1 (20 MHz Chann ition mode
197 10 hutae N /) Eviandad Nanahilitiae Evtandad Channal Cuitahins poc i  EXPand ltem la Alntifinatinn_ TIAIT Dacnandar Cun
Q dot11.mobility_domain Expand All Items Information Elements: 19, Displayed: 19 (100%)
Networks Found: 158, Displayed: 30 (18%), Selected: 1 (0%) Collapse Item (]

Figure 15-5: Information element data copy options

Count of Channel Width
30

25

20

15

10

|
20 MHz

Channel Width ~

40 MHz

80 MHz

(blank)

Figure 15-6 - Sample report created from CSV data using Excel

Band -
W 2.4GHz
m5 GHz

m (blank)
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Chapter 16 - RF Environment Auditing

No screenshots.
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Chapter 17 - Raspberry Pi Sensor

Figure 17-1 - microSD reader (USB-A) with microSD card

Install Raspberry Pi OS using
Raspberry Pi Imager

ene Raspberry P imager v1 1

' Raspberry Pi

Raspberry Pi Imager is the quick and easy way to install
Raspberry Pi OS and other operating systems to a microSD
card, ready to use with your Raspberry Pi.

Download and install Raspberry Pi Imager to a computer
with an SD card reader. Put the SD card you'll use with
your Raspberry Pi into the reader and run Raspberry Pi
Imager.

Download for macOS

Download for Windows

wnl for ntu for x

To install on Raspberry Pi 0S, type

sudo apt install rpi-imager

in a Terminal window.

Figure 17-2 - Screenshot of Raspberry Pi Imager download page
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Raspberry Pi Imager v1.8.5

' Raspberry Pi

Raspberry Pi Device Operating System Storage

CHOOSE DEVICE CHOOSE OS CHOOSE STORAGE

Figure 17-3 - Choose device & 0OS

Raspberry Pi Imager v1.8.5

Raspberry Pi Device X

No filtering
Show every possible image

Raspberry Pi 5
The latest Raspberry Pi, Raspberry Pi 5

4

Raspberry Pi 4 i

Models B, 400, and Compute Modules 4, 4S 0

Raspberry Pi Zero 2 W
The Raspberry Pi Zero 2 W

Figure 17-4 — Select the RPi4 (or your particular model)
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(@] @ Raspberry Pi Imager v1.8.5

Operating System X

A port of Debian Bookworm with the Raspberry Pi Desktop (Recommended)
Released: 2024-10-22

Online

1.2 GB download

Raspberry Pi OS (32-bit)
A port of Debian Bookworm with the Raspberry Pi Desktop
Released: 2024-10-22

Online - 1.1 GB download

Raspberry Pi OS (Legacy, 32-bit)

A port of Debian Bullseye with security updates and desktop environment
Released: 2024-10-22

Online - 0.9 GB download

Raspberry Pi OS (other)
Other Raspberry Pi OS based images

Figure 17-5 — Select the “Raspberry Pi OS (other)” option

Q (@] Raspberry Pi Imager v1.8.5

Operating System X

( Back

Go back to main menu

Raspberry Pi OS Lite (64-bit) 1

A port of Debian Bookworm with no desktop environment (Compatible with RaspberryI
Pi 3/4/400/5)

Released: 2024-10-22 i

Cached on your computer

Raspberry Pi OS Full (64-bit)
A port of Debian Bookworm with desktop environment and recommended applications
Released: 2024-10-22

Online - 2.9 GB download

Raspberry Pi OS Lite (32-bit)
A port of Debian Bookworm with no desktop environment

Ralaacad: 2024-1N-29

Figure 17-6 — Select the “Raspberry Pi OS Lite” option (no desktop required)
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@ © Raspberry Pi Imager v1.8.5

' Raspberry Pi

Raspberry Pi Device Operating System Storage

RASPBERRY PI 4 RASPBERRY PI OS LITE (64-BIT) CHOOSE STORAGE

Figure 17-7 — Identify location of microSD to burn

O © Raspberry Pi Imager v1.8.5
—= I
i TS-RDF5 SD Transcend Media - 15.9 GB i
I Mounted as /Volumes/bootfs .

Figure 17-8 — Select the microSD card
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[ ) @ Raspberry Pi Imager v1.8.5

' Raspberry Pi

Raspberry Pi Device Operating System Storage

RASPBERRY PI 4 RASPBERRY PI OS LITE (64-BIT) TS-RDF5 SD TRANSCEND MEDIA

NEXT

Figure 17-9 — Hit next

O @ Raspberry Pi Imager v1.8.5

Use OS customisation?

Would you like to apply OS customisation settings?

I
[ EDIT SETTINGS NO,CLEARSETTINGS
I

Figure 17-10 — Edit the OS customization settings
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0OS Customisation

GENERAL SERVICES OPTIONS

I Set hostname: ~ Sensor Jlocal

1% setusername and password

'B-COmuMirmsm R

Username: administrator

Password:

Password

Show password D Hidden SSID

Wireless LAN country: GB v

[C] setlocale settings

Time zone Europe/London v

Keyboard layout: gb v

SAVE

Figure 17-11 — Give the sensor a name and an administrative username and password

0S Customisation

GENERAL SERVICES OPTIONS

I 1% Enable ssH

@ Use password authentication

1=} = = — = =
O Allow public-key authentication only

Set authorized_keys for 'administrator":

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCT76+f
jSjthu655+0DpLIsAONDsLIelUmNy8X8j5VUa/0/zVNVM
WrFZnTE4tIRX3ykB7spXiGFuJHWMZT95JxgkovS0jimLc
Rps3f/LLENVg9zCxRI2tSRvZvrNBdYhrVCTUt17Ngp3xkP
0dxprtXFk5FfgnzpzfQVD2XEtyygUUhF6trDTCXVjFNOGS
ALEd6SZmle5Z9zHf/BCfJXE7rp+GfTGW10/dTW8601nn
tHQUrEjDEGqyd4zHAbrbV6XJy00Job6qmuQvdjdbJVrOrY
SnWydgZhzdI+FBTmK2jL1urGCUoL6ECNBsCkVVwOkKSD
NkYTESaYbIW+YezikLeeilv Nigel

RUN SSH-KEYGEN

SAVE

Figure 17-12 — Enable SSH for remote access to the sensor
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Raspberry Pi Imager v1.8.5

Use OS customisation?

Would you like to apply OS customisation settings?

i il
EDIT SETTINGS NO, CLEAR SETTINGS | |“

Figure 17-13 — Apply the OS settings updates

Raspberry Pi Imager v1.8.5

Warning

All existing data on ‘'TS-RDF5 SD Transcend Media' will be erased.

Are you sure you want to continue?

Figure 17-14 — Confirm that the burn process can begin
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[#) @ Raspberry Pi Imager v1.8.5

' Raspberry Pi

Raspberry Pi Device Operating System

CANCEL WRITE

Figure 17-15 — The image is written to the microSD card

O @) Raspberry Pi Imager v1.8.5

‘ Raspberry Pi

Raspberry Pi Device Operating System Storage

Verifying... 36%
CANCEL VERIFY

Figure 17-16 — The new image is verified to ensure it was correctly written to the microSD
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O &) Raspberry Pi Imager v1.8.5

' Raspberry Pi

Write Successful

Raspberry Pi OS Lite (64-bit) has been written to TS-RDF5 SD Transcend Media

You can now remove the SD card from the reader

I 1
| CONTINUE I

Figure 17-17 - Final confirmation that the burn process is complete

nigelbowden®nigel ™ % ping
PING sensor.local (192.168.1. J: 56 data bgtES
64 bgt.i from 1 . 168. seq=8 ttl=6% t
64 bytes from 192.16@. tt =64 t
64 bytes from . 16@. tt =64 t
64 bytes from . 168. tt =64 ti

t

t

t

t

JY
N NN NN
J
) )
[y (]
]
"
S
]
N

L8 o LY o Y )
8w Y BN |
= S
..
(q (]
1}
O L S
NN o

(1]
I
o

0
]
D o=J

L I LN B N I TN I

J

64 bytes from . 168. tt =64
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sor. local ping
transmitted,

round-trip min/avg/max/s

nigelbowden®nigel

Figure 17-18 — Verify that the sensor is reachable over its Ethernet port using ping
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® O Sensors
& B @ N4 Q Iy
General Profiles Annotations  Filters  Coloring Rul Sensors §pectrum Analysis Advanced
ﬁ
Name Address Interface Mode Port

Figure 17-19 — Hit the “+” button on the Sensors settings tab

Enter the address of the remote sensor:

I sensor.local

o

Figure 17-20 — Enter the sensor’s name or IP address
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o Sensors
@ ﬁ C() ? s Il S
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Name Address Interface Mode Port
& |New sensor | sensor.local Auto ¢
ar Ov
Figure 17-21 - Click on the Name field and enter the chosen name for the sensor
@] Sensors
& 0 W ¥ @ il By
General Profiles Annotations Filters Coloring Rules Sensors Spectrum Analysis Advanced
Name Address Interface Mode Port
& RPi Sensor sensor.local Auto ¢
+ v

Figure 17-22 - The final sensor name
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000 [ » i Active Mode Not scanning | E
- v & Active
5 Default ¢ Y "%" Directed Open Secure
BSSID Networl| Vendor

Passive Mode

|| sarais...cias g

18:35:DIAQOF:CO  VMOT0E (@) Single Channel > ARRIS Group...
18:35:D1:89:71:D9 VM664. > ARRIS Group...
| 36:23:03:1B:42DE  VM202l ® Listener ® Belkin Intern..

3A:23:03; Remote Sensors ¢ Belkin Intern...

C6:06:C3:4F:EA:C2 >N 42 TP-Link Tech...

' 30:23:03:1B:42:DE BNL_2 ¢ Belkin Intern...

Manage Remote Sensors... .

ﬂ 30:23:03:1B:42:DF VM202( - ¢ Belkin Intern...
36:23:03:1B:42:DF VM202651-2G I Belkin Intern...

Figure 17-23 — Choose sensor in scan selector

(GR))
PRO

Authentication required for RPi Sensor

Please enter the username and password:

Username: administrator

Password: ””'“‘I

Remember this password

Figure 17-24 — When the sensor is chosen in the scan selector, enter the login credentials
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o000 O

[ pefault ¢

BSSID
94:18:65:B6:DC:48
36:23:03:1B:42:DE
C6:06:C3:4F:EA:C2
C0:06:C3:4F:EA:C2
3A:23:03:1B:42:DE
30:23:03:1B:42:DE
18:35:D1:A9:9F:C9
FA:DA:0C:6F:79:B8
C6:06:C3:4F:EB:DA
18:35:D1:B9:71:D9
0A:1F:26:1A:A6:9C
36:23:03:1B:42:DF
30:23:03:1B:42:DF
18:35:D1:B9:71:DF
02:68:EB:44:88:B8
C0:06:C3:4F:EB:DA
OA:1F:26:1A:AB:9F
18:83:BF:34:67:E3

B RPiSensor

7 Al 2.4 GHz
Network Name

BNL
VM202651-2G

VM0108420

BNL_2G
VM0108420
DIRECT-...LaserJet

VM6643873
VM1953835
VM202651-2G
VM202651-5G
VM6643873
DIRECT-...ro 8020
VM0108420

BTHub5-MG23

Networks Found: 30, Displayed: 30 (100%)

5 GHz

DD DD DD

6 GHz

Open

Vendor

P

4

S 6 ® 06 b

N

Netgear Inc.

Belkin Interna...
TP-Link Tech...
£ TP-Link Tech...
Belkin Interna...
Belkin Interna...

CommScope
HP Inc.

TP-Link Tech...

CommScope

Cisco System...
Belkin Interna...
Belkin Interna...

CommScope
HP Inc.

TP-Link Tech...
Cisco System...

Arcadyan Tec...

Secure

Scanning: RPi Sensor | sensor.local

Channel

100
100
a4

Signal

-51dBm
-62 dBm
-64 dBm
-64 dBm
-65 dBm
-65 dBm
-68 dBm

-68 dBm |

-70 dBm
-72 dBm
-72 dBm

-75dBm |

-76 dBm
-78 dBm
-79 dBm

-81dBm |

-82 dBm
-82 dBm

v

Qv
Channel Width
40 MHz
20 MHz
40 MHz
40 MHz
20 MHz
20 MHz
20 MHz
20 MHz
40 MHz
20 MHz
20 MHz
80 MHz
80 MHz
80 MHz
20 MHz
40 MHz
20 MHz
20 MHz

Band

5 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz

5 GHz

5 GHz

5 GHz
2.4 GHz
2.4 GHz
2.4 GHz
2.4 GHz

Mode
a/n/ac/ax
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
g/n
b/g/n
b/g/n
b/g/n
a/n/ac
a/nfac
a/nfac
g/n
b/g/n
b/g/n
b/g/n

Amendments
d/e/h/i/w
efifkjv
d/efifk/v
d/efi/k/v
efilv
efifk/v
d/efifk/v
efhfi
d/efi/k/v
d/efifk/v
d/e/hfifk/v
e/hfik/v
e/hfikjv
d/efi/k/v
efi
d/efi/k/v
d/e/hfifv
dlefi

Figure 17-25 - Observe the RPi sensor scan results after a few seconds
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