OpenlID Connect and OAuth2:
a distributed trust scenario

These diagrams illustrate the use of OpenlID Connect and OAuth2 working in
tandem to allow a client to access a protected resource.

In this scenario, the Identity Provider (IdP), Authorization Server (AS), and Client
are all in separate security domains. The Resource Server (RS) is in the same
security domain as the AS to the extent that the RS can validate and trust a
token generated by the AS.

The user must log in to the AS using credentials from their IdP, then authorize
the client to access the RS for them. The AS is therefore a client of the IdP in

addition to being an AS in its own right (for the RS).

These diagrams do not show discovery or registration.
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This documentation has been publicly released as part of the MITREid Connect
project, case 11-4559.

https://github.com/mitreid-connect/
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