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What to Expect

Don't trust "encrypted" USB drives

Verify vendor claims yourself

TTD is a powerful, underutilized RE tool

Integrate it into your RE workflow
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Agenda

1. Introduction & Threat Model

2. Vulnerability #1: No Encryption At All 

3. Vulnerability #2: Broken Software Encryption

4. Introduction to Time-Travel Debugging

5. Vulnerability #3: Password Disclosure

6. Lessons Learned & Wrap-up
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Introduction
Why Encrypted USB Drives?
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The Suspicious Security Design

I came across an encrypted USB drive

It can be unlocked by fingerprint OR password
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The Suspicious Security Design

I came across an encrypted USB drive

It can be unlocked by fingerprint OR password

In Full-Disk Encryption (FDE), the initial unlocking 
requires a password

➔ That is why you need to type in the password after a 
phone reboot
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The Suspicious Security Design

I came across an encrypted USB drive

It can be unlocked by fingerprint OR password

In Full-Disk Encryption (FDE), the initial unlocking 
requires a password

➔ That is why you need to type in the password after a 
phone reboot

Not the case for the device…
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Research Targets

1. Lenovo ThinkPlus FU100 - Fingerprint 
encrypted USB

2. Netac (with NetacLockFile software)

3. Lenovo ThinkPlus TSD303 - Fingerprint 
encrypted USB

And many more affected devices
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Vulnerability #1
What's Inside?
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Case Study: Lenovo ThinkPlus FU100

1. Marketed as "hardware encrypted" USB drive

2. Fingerprint or password authentication

3. Claims AES-256 encryption

Image Credits: Alibaba.com
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Case Study: Lenovo ThinkPlus FU100

1. Marketed as "hardware encrypted" USB drive

2. Fingerprint or password authentication

3. Claims AES-256 encryption

Image Credits: Alibaba.com
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The Reality -- No Encryption At All

It's just an SD card in a fancy case

No encryption (of data) whatsoever

Fingerprint gates USB connection
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Interim Mitigation

Reported on Aug 2nd

Temporary fix available on Aug 27th

(*) Proper fix to follow in December

Epoxy cover on the SD card (left)
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Vulnerability #2
Broken Software Encryption
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Case Study: Netac NetacLockFile

Software-based encryption tool for Netac 
drives

Promises to encrypt files with user password

Creates "encrypted" container files
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Not All Bytes are Encrypted...

Part of the file remains readable after encryption
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Only 1/3 are Encrypted!
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Why?

No idea 



29

Why?

No idea 
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Is the 1/3 PROPERLY Encrypted?

I wish to examine the crypto system to see if 
these are secure

This determines if this is a trivial fix or 
something bigger
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Traditional Approach

1. Reverse engineer the binary

2. Find the cryptographic function

3. Find the encryption keys

^ Manageable, but time-consuming

^ I will show a new method today!



Time-Travel 
Debugging

The Game Changer for RE
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What is Time-Travel Debugging?

1. Record program execution into a trace file

2. Replay execution history deterministically

3. Step forward AND backward through execution

TTD is also called record & replay in the literature

33



How Do You “Debug“ a Trace?

Replay engine creates the illusion of debugging

Example: Set a breakpoint at 0x123456 and resume

What happens: replay engine scans the trace and finds 
the next time the instruction at 0x123456 is executed
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TTD Solutions

1. WinDbg TTD: free, from Microsoft, for Windows  we will be using this

2. rr (https://rr-project.org/): open-source, from Mozilla, for Linux

3. esReverse (https://eshard.com/esreverse): commercial, full system record 
& replay

4. Undo (https://undo.io/): commercial, for Linux

5. Panda-re (https://github.com/panda-re/panda): open-source, academic, full 
system record & replay

Detailed list: https://github.com/xusheng6/awesome-ttd?tab=readme-ov-
file#ttd-solutions

https://rr-project.org/
https://rr-project.org/
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TTD Advantages

1. Full execution replay — never miss a moment

2. Deterministic reproduction of bugs

3. Programmatic access of all trace information

4. Better suited for AI integration
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TTD Limitations

1. Performing queries on large traces can be slow

TTD is NOT slow on small or medium-sized traces

It is FASTER than your expectation

Even for giant traces, it is still often worthwhile 
compared to what you get 

2. TTD does not work for everything

It works for Windows/Linux/Qemu

No IoT/mobile/macOS support (yet!)
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TTD Philosophy

With TTD, you use breakpoints/execution less

More often you run queries to find the event you care 
about:

1. The last time this address is written

2. All calls to a specific function

3. Next time the register is used

4. Every time this instruction is executed
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The Killer Feature: Backtracking

We can track the formation of a buffer

Find an encryption key? Find its source

Observe decrypted data? Find the decryption routine

Impossible with traditional debugging!
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TTD in Binary Ninja

1. Native TTD integration in the debugger

2. Works with WinDbg TTD, rr, esReverse, etc

3. Full reverse execution support

4. Memory RWX query

5. Function call query

6. Dedicated UI, API, and unique analysis
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Analyzing the Crypto System

1. Get a TTD recording of the file encryption

2. Find calls to kernel32!WriteFile

3. Find buffers being written

4. Backtrace the buffer to find the crypto function

5. Find the encryption key
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Attach To a Running Process and Start Recording
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TTD Trace Is Not Huge
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Reverse execution buttons

Buttons only available during TTD
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Getting All Calls to kernel32!WriteFile
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Find the Buffer Written To the File
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This is Our Target -- Buffer Written to the File
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Matches What We Saw From the File

Part of the file remains readable after encryption
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We are deeply 

buried in the call 

stack 

We can step out 8 

times until we return 

from the fwrite call
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In traditional debugging, 

this means we have 

missed the opportunity 

to examine the buffer

But with TTD, we simply 

need to step over 

backwards once to get to 

the state before the call
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This buffer looks different from the one we have tracked…
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This buffer looks different from the one we have tracked…

Because fwrite caches the smaller 0x10-byte buffers –

we see the last 0x10 bytes among the 0x1000 bytes that 

triggered an actual WriteFile call
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This buffer looks different from the one we have tracked…

Because fwrite caches the smaller 0x10-byte buffers –

we see the last 0x10 bytes among the 0x1000 bytes that 

triggered an actual WriteFile call

Spoiler: this buffer is NOT encrypted – backtracking it will 

go to fread…
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Let us check all fwrite calls from here
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0xe8 calls of fwrite == 1 call of WriteFile, caching is 

in effect
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We need to find a different fwrite call that writes an 

encrypted buffer (it is 1 in 3)

The last one is what we want
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61

This Looks Like a Crypto Function
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Crypto Constants
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We now know it is AES – not surprising

What is the key used?



65

Asking the Sidekick 
plugin to help us 
recover the AES 
key
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We trace it all the way to 

somewhere with no further 

writes. Guess what?
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These are constants from 

the PE file (.rdata section)!
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Summary

Only 1/3 of the file is encrypted

The encryption uses a fixed AES key embedded in 
the binary

➔ Totally broken
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Disclosure Timeline

Reported to Netac on Oct/19/2025

No response from the vendor

No patch available 

Public disclosure in this talk (90+ days)



Vulnerability #3
Password Leak
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Case Study: Lenovo ThinkPlus TSD303

1. Encrypted solid-state hard drive

2. Can be unlocked with user password or fingerprint

3. Comes with dedicated software

4. Uses regular M.2 SSD as storage

5. The data is indeed encrypted 

Image Credits: Alibaba.com
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Clear-text 

password is 

sent from 

the device to 

the 

computer



The Attempted Fix

3 months after the report, vendor came back with a fix for 
me to test

The cleartext password is no longer sent

A binary blob is sent from the device to the computer

75



The Attempted Fix

I thought it was a hash of the password

The UI performs one round of the password check

If we use a wrong password but force “checkPassword()” 
to return true, we only bypass the UI, the drive is NOT 
unlocked
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The Attempted Fix

I thought it was a hash of the password

➔ The drive performs its own password validation

Still a questionable practice, but not immediately broken
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The correct password 

can be seen on the 

stack

We have returned 

from 

vsGetPassword()

Note: this is NOT the 

password I typed in
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TTD Analysis

TTD backtracks the “foobar” to its source

It comes from SM4 decryption

The source is the buffer that was transferred on USB

The key is derived from a timestamp thing

(*) SM4 is a symmetric cipher, like AES
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Still Broken... 

The fix is incomplete

The user password is still transferred to the program

The encryption does NOT protect it since the key can be 
derived in the same way
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Real Fix

A second fix was sent to me in December

This time it is properly fixed

User password is sent to the device for verification
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Disclosure Timeline

Aug 2025: Initial report

Sept – Nov 2025: Various failed/interim fixes

Dec 2025: Final fixes verified

Jan 2026: 3 CVEs assigned: 

CVE-2025-13453

CVE-2025-13454

CVE-2025-13455 (*not discussed in this talk)

Advisory: https://iknow.lenovo.com.cn/detail/436983

March 2026: This re//verse talk

* Users would need to get their existing devices serviced to adopt the 
fix
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Affected Vendors

Various other vendors that use the same SDK are 
similarly affected
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Future Work
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It All Started with Fingerprints“

A password-locked encrypted USB device can be secure

But how does the fingerprint unlocking fit into this?
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The Security of Fingerprint Unlock

Case 1: the fingerprint gates the release of a key

→ Still insecure, needs some hardware knowledge

Case 2: the fingerprint device works with a TPM/security 
enclave

→ It would be secure by design

→ But I doubt that is the case given the cost
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The Security of Fingerprint Unlock

Case 1: the fingerprint gates the release of a key

→ Still insecure, needs some hardware knowledge

Case 2: the fingerprint device works with a TPM/security 
enclave

→ It would be secure by design

→ But I doubt that is the case given the cost

3, 2, 1.. New research 
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More TTD Analysis

There are many more powerful things that can be done 
with TTD

We have ALL memory writes from the TTD trace

Can we reconstruct ALL strings that have existed in 
RAM? 
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More TTD Analysis

This would enable us to discover the password “foobar” 
existed in RAM as cleartext automatically

AI can probably help develop the algorithm, but we still 
need to know what to ask for
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Lessons Learned
& Wrap-up
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Key Takeaways

"Hardware security" can be pure marketing

Software components can be the weakest link

Client-side validation is never secure

Don't trust vendor security claims - verify!
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TTD Best Practices

Record targeted operations, not entire sessions

Check API calls to understand program behaviors

Use backtracking for crypto key/network traffic analysis

Combine with static analysis for best results

Integrate into your standard RE workflow
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Resources (Encrypted USB)

Black Hat 2017: Attacking Encrypted USB Keys the Hard(ware) Way

https://elie.net/talk/attacking-encrypted-usb-keys-the-hardware-way

SySS 2010: FIPS 140-2 Certified USB Drives Bypass

https://www.schneier.com/blog/archives/2010/01/fips_140-2_leve.html

SySS 2022: Hacking Secure USB Flash Drives (Matthias Deeg)

https://blog.syss.com/posts/hacking-usb-flash-drives-part-1/

NoHat 2025: Your Security Update is Not Secure Enough (Matthias Deeg)

https://www.nohat.it/talks
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Resources (TTD)

Awesome-TTD: https://github.com/xusheng6/awesome-ttd

BN & TTD Documentation:

https://docs.binary.ninja/guide/debugger/dbgeng-ttd.html 
(stable)

https://dev-docs.binary.ninja/guide/debugger/dbgeng-
ttd.html (dev)
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Thank you! 

Questions?

xusheng@vector35.com
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