Catchme

JH ¥

__int64 sub_D78()
{
unsigned int n4;
char nptr[8]; [
unsigned __int64 v3;

= __readfsqword(@x28u);
puts(“index:");
= atoi(nptr);
f ( n4 <= 4 &8 qword_2e2eee[n4] )

free((void *)qword_282860[n4]);
return ©;
}

else

{
puts("invalid operation");
return @xFFFFFFFFLL;

}
s

KB uaf IR

AT b bk R

2238 nop free BREURIGHT mov qword ptr [rax+rdx], 0 1& 25 Fa % 2
HATPAT B

LEGEND: STACK | HEA | | RODATA
Start [ Size File (set vmmap-prefer-relpaths on)

©8x555555601000 ©@x555555602000 r--p 1000 catchme

ex7ffff7dgseee ex7ffff7dadeee /usr/1ib/x86_64-1inux-gnu/libc.
ox7ffff7f42000 ox7ffff7f9aeee 1bdeee /usr/lib/x86_64-1inux-gnu/libc.

ex7ffff7foaeee ex7ffff7fobeee 215000 /usr/lib/x86_64-1inux-gnu/libc.
ex7ffff7fobeee ex7ffff7fofeee 215000 /usr/lib/x86_64-1inux-gnu/libc.

ex7ffff7fbdeee ex7ffff7fcleee [vvar]

ex7ffff7fc3000 ox7ffff7fc5000 /usr/1ib/x86_64-1inux-gnu/1d-1inux-x86-64.50.2

ex7ffff7fefeee ex7ffff7ffaeee 2c000 /usr/1ib/x86_64-1linux-gnu/ld-linux-x86-64.s0.2
ex7ffff7ffbeee ex7ffff7ffdeee - 37000 /usr/1ib/x86_64-1linux-gnu/ld-1linux-x86-64.s50.2

ex7ffffffddeee ex7ffffffffeee 0 [stack]

pwndbg>

3 eh_frame A H B A B AT B




CEEEEEE T TR
000000000014D4
‘beeeeeeeee14D5
©00000000014D6
oeeeecee8e14D7
0000008008014D8
©00000000014D9
©0eee0000014DA
©00000000014DB
oeeeeeeeee14DC
©00200000014DD
©ooeeeeeeeel4DE
©000000000014DF
foeoeeeeee14ER
000008008014E1
000eeBeeBR14E2
000000008014E3
000200000014E4
00000000e014ES
©00000000014E6
0000000080 14E7
©000000000014E8
©00eeeeeee14E9
0002000000 14EA
0000eBeeBR14EB
000008008014EC
©00000000014ED
000200eeeR14EE
0000000000 14EF
ooeoeeeeeel4Fe

o)

00000000014D2
peeoeeeeee14D3
peeeoeoeel4D4
Beeoeeeeee14Ds
00000000014D5
oeoeeeeee14Ds
Beoeeeeee14Ds
00000000014D5
Beoeeeeeel4Ds
0000000e014D6
peeeeeeee14D7
peeoeeevee14D8
0eeeoe0eel14D9
peoeeeees14D9
00000000014D9
Beoeeeeee14D9
28000000014DA
0000000e014DB
Bpeeeeeeee14DC
00000000014DC
Bpeeeeevee14DC
peeeoe0eel4DC
00000000014DC
Beeeeeees14DC
00000000014DC
peeeeeeee14DC
peeeoe0eel4DC
2e0eeeeee14bD
peoeeeveel14DE
00000000014DF
peoeeeeeel4Ee
00000000014E1
9e0eee0eR14E2
De0eeeeee14E3
000e0e0eR14E4
peoeeevenl4E4
00000000014E4
peoeeeeesl4E4
peoeeeeenl4E4
00000000014E4
De0eeeBeR14ES
000e0e0eO14E6
peoeeeveel14E7

LOAQLOAAATIAER

addr2

addr2 |

mov rcx,[rdx+rax]

mov rdi,rcx

mov qword ptr [rax+rdx], O

jmp addrl

ap vrrn

db 2Bh ; +
db 2]

db 2}

db 2]

db e

db 2]

db 2]

db 2]

db e

db 2}

db e

db 2}

db 14h

db 2]

db 2]

db 2]

db e

db 2]

db e

db 2]

db 1.

db 7Ah ; z
db 52h ; R
db e

db 3

db 78h ; x
db 1eh

db 1

db 1Bh

db @FFh

db @FFh

db 2Bh ; +
db 48h ; H
db 8Bh

db ech

db 2

db 48h ; H
db 8%h

db @CFh

db 48h ; H
db @Cc7h

db 4

db 18h

db e

db e

db e

db e

db @ESh

db :37h 3 7
db @FSh

db @FFh

Ah OCEh

; CODE XREF: sub_D78+A17j

)

3

3

2

; CODE XREF: sub_D78+A171j
; Keypatch modified this from:

db @
db @
db @
db @

Keypatch modified this from:
db @
db @
db @

Keypatch modified this from:

Keypatch modified this from:
db @
db @
db @
db @
db 1



PAT TE1E FHRAE 5 HEBkEL ) 25 free

00800000000 ERERS
228000000 0RRESS
22000000000 RRERA
200000000000REL12
22000000000ERELS
22e00000000ERELS
0260000 000RERELS
0000000 00ERERELS
00e0000000RERELS
00000000000 0RELE
200000000000RELF
200000000000RE20
200000000000RE20
200000000000RE20
200000000000RE20

mov eax,
cdge

lea rdx,

lea rax,

jmp near

db 9eh

db 9eh

call _free

[rbp+var_14]

ds:@[rax*8]

qword_202e6e

ptr addr2

; Keypatch modified this from:

3 mov rax, [rdx+rax]

o mov rdi, rax

; Keypatch padded NOP to next boundary: 2 bytes
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